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ABSTRACT

In an era of unprecedented data availability and analytic capacity, the protection of individuals’ pri-
vacy in statistical data releases is becoming an increasingly difficult problem. This dissertation contributes
to the theoretical and methodological foundations of statistical data privacy, largely focusing on differ-
ential privacy (DP). We begin with a multifaceted investigation into privacy from legal, economic, social,
and philosophical standpoints, before turning to a formal system of DP specifications built around five
core building blocks found throughout the literature: the domain, multiverse, input premetric, output
premetric, and protection loss budget. This system is applied to statistical disclosure control (SDC) mech-
anisms used in the US Decennial Census, analyzing both the traditional method of data swapping and the
contemporary TopDown Algorithm. Beyond these case studies, this dissertation explores the inferential
limitations posed by DP and Pufferfish privacy in both frequentist and Bayesian settings, establishing gen-
eral bounds under mild assumptions. It further addresses the challenges of applying DP to complex survey
pipelines, incorporating issues such as sampling, weighting, and imputation. Finally, it contextualizes DP
within broader frameworks of data privacy, namely the Five Safes and contextual integrity, advocating for

a more integrated approach to privacy that respects statistical utility, transparency, and societal norms.
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Introduction

IN THE CURRENT INFORMATION ERA, society is experiencing a paradigm shift in how data is generated,
collected and used. The world today is witnessing an explosive growth of large-scale datasets containing
personal information. Demographic and economic surveys, biomedical studies and massive online service

platforms facilitate understanding of human biological functions and socio-behavioral environments.

At the same time, the ability to attack statistical outputs to reveal confidential information has never
been higher. Today’s attackers have at their fingertips an unprecedented level of computational power and
access to data. Furthermore, with the proliferation of personal data available online, the mosaic effect —
which describes the potential for privacy breaches by integrating many small pieces of innocuous data — is

increasing the privacy risk of data publications.

This dissertation contributes to the burgeoning literature at the intersection of privacy and statistics.
We focus on statistical perspectives of privacy, data privacy and differential privacy (DP). These topics

have received extensive treatment across a range of fields. In particular, DP and associated concepts in the



formal privacy literature originated from — and have been extensively developed by — the computer science
community. Our overall contribution is thus to build a statistical understanding of DP. Whereas the exist-
ing DP literature has focused on protecting individual data points, the statistical perspective is concerned

with the underlying distributions for which the data contain sufficient variations to reveal partially.

In the first chapter, we survey the diverse understandings of privacy from the perspectives of law, eco-
nomics, the social sciences and philosophy. We trace the legal notion of privacy through the 20th century
back to the 1890 Harvard Law Review article “The Right to Privacy”, separating the two strands of de-
cisional privacy and data privacy (also termed informational privacy). While technological advancements
served as the catalyst, the notion of privacy arose naturally and inevitably during the 19th century fol-
lowing the social upheaval of the industrial revolution, during which Western nations shifted away from
agrarian economies into societies with large, economically independent bourgeoisies. Herbert Simon’s
characterization of today’s information economy as the consumption of attention is contrasted with an
alternative interpretation of information as the consumption of privacy. Finally, we outline the philo-
sophical contradictions of privacy: privacy as simultaneously a virtue and a vice; as a fundamental right
versus as a derivative of more basic rights; and as a set of interrelated concepts, which can only be properly

understood and constructed in context.

In the second chapter, we present a framework of DP specifications. Mathematically speaking, a DP
specification is a Lipschitz condition on data-release mechanisms — functions that transform confidential
input data into noise-injected output statistics. Thus, the core philosophy of DP is to manage disclosure
risk by limiting the rate of change of variations in the output statistics as the input data are (counterfac-

tually) altered. DP conceives of privacy protection specifically as control over the Lipschitz constant - i.e.



over this rate of change — and different DP specifications correspond to different choices of where and
how to measure input alterations and output variations, in addition to the choice of how much to control
this rate of variations-to-alterations. Following this line of thinking through existing literature leads to the
five necessary building blocks of a DP specification. They are, in order of mathematical prerequisite, the

protection domain, the scope of protection, the protection unit, the standard of protection, and the inten-

» K » «

sity of protection. In simple terms, these are respectively the “who,” “where,” “what,” “how” and “how
much” questions of DP. This framework unveils the nuances and pitfalls in employing DP as a theoreti-
cal yardstick for statistical disclosure control (SDC), and provides the requisite mathematical language to

faithfully extend the essence of DP to SDC procedures which were derived without consideration of DP.

Through the lens of the system developed in the previous chapter, the third and fourth chapters ex-
amine two SDC methods for the United States Decennial Census: the Permutation Swapping Algorithm
(PSA), which is similar to the 2010 Census’s disclosure avoidance system (DAS), and the TopDown Algo-
rithm (TDA), which was used in the 2020 DAS. To varying degrees, both methods leave unaltered some
statistics of the confidential data — which are called the method’s invariants — and hence neither can be
readily reconciled with DP, at least as it was originally conceived. Nevertheless, we establish that the PSA
satisfies e-DP subject to the invariants it necessarily induces, thereby showing that this traditional SDC
method can in fact be understood within our more-general system of DP specifications. By a similar mod-
ification to p-zero concentrated DP, we also provide a DP specification for the TDA. Finally, as a point
of comparison, we consider the counterfactual scenario in which the PSA was adopted for the 2020 Cen-
sus, resulting in a reduction in the nominal privacy loss, but at the cost of releasing many more invariants.

Therefore, while our results explicate the mathematical guarantees of SDC provided by the PSA, the TDA



and the 2020 DAS in general, care must be taken in their translation to actual privacy protection — just as

is the case for any DP deployment.

Chapter Five concerns two important flavors of DP that are related yet conceptually distinct: pure e-DP
and Pufferfish privacy. We restate these flavors in terms of an object from the imprecise probability litera-
ture: the interval of measures. We use this reformulations to derive limits on key quantities in frequentist
hypothesis testing and in Bayesian inference using data that are sanitised according to either of these two
privacy standards. Under very mild conditions, the results in this work are valid for arbitrary parameters,
priors and data generating models. These bounds are weaker than those attainable when analysing specific
data generating models or data-release mechanisms. However, they provide generally applicable limits on
the ability to learn from differentially private data — even when the analyst’s knowledge of the model or
mechanism is limited. They also shed light on the semantic interpretations of the two DP flavors under

examination, a subject of contention in the current literature.

Chapters Six and Seven turn to the question of implementing DP in the context of a statistical survey.
Statistical agencies are increasingly considering DP to help manage the disclosure risk associated with sur-
vey data releases. Yet standard DP theory does not address how disclosure risk may be impacted by data col-
lection and preprocessing procedures, which for survey data include sampling, non-response, weighting,
imputation and the use of auxiliary data. To rectify this limitation and pave the way for its effective imple-
mentation, Chapter Six provides a formal treatment of DP in the context of the survey data pipeline. By
reasoning about how DP should interact with survey data collection and preprocessing, this theory sheds
new light on existing discussions — such as privacy amplification by sampling and the sensitivity of weighted

estimators — and identifies new challenges — such as DP’s underestimation of disclosure risk under some



traditional statistical disclosure control attacker models. Chapter Seven takes a broader view, exploring the
possibilities and limitations of DP for survey data. Specifically, we identify five aspects that need to be con-
sidered when adopting DP in the survey context: the multi-staged nature of data production; the limited
privacy amplification from complex sampling designs; the implications of survey-weighted estimates; the
weighting adjustments for nonresponse and other data deficiencies, and the imputation of missing values.
We summarize key findings from the literature with respect to each of these aspects and also discuss some
of the challenges that still need to be addressed before DP could become the new data protection standard
at statistical agencies.

In the final chapter, we close with a broader perspective, examining the relationship between the Five
Safes and contextual integrity as framing devices for DP. The Five Safes is a system used by national sta-
tistical offices (NSO) for assessing and managing the disclosure risk of data sharing. This chapter makes
two main points: Firstly, the Five Safes can be understood as a specialization of the broader concept of
contextual integrity, adapted to the situation of statistical dissemination by an NSO. We demonstrate this
by mapping the five parameters of contextual integrity onto the five dimensions of the Five Safes. Sec-
ondly, the Five Safes contextualizes narrow, technical notions of privacy within a holistic risk assessment.
We demonstrate this with the example of differential privacy (DP). This contextualization allows NSOs to
place DP within their Five Safes toolkit while also guiding the design of DP implementations within the

broader privacy context, as delineated by both their regulation and the relevant social norms.



Privacy Viewpoints

1.1 THE LEGAL UNDERSTANDING OF PRIVACY

ALTHOUGH PRIVACY CONCERNS HAD APPEARED EARLIER in English and American common law, the
1890 Harvard Law Review article “The Right to Privacy” (Warren and Brandeis, 1890) is generally at-
tributed as initiating the legal study of privacy. Warren and Brandeis were largely motivated by contempo-
rary technological developments — particularly the invention of the Kodak film camera and the increased
circulation of sensationalist newspapers — which they viewed as invaders of “the sacred precincts of private
and domestic life”. While they acknowledged that other legal claims had already been used in English and
American courts to defend privacy, they argued for a new right-to-privacy law, “a right to be left alone”.
And yet — despite being the “most influential law review article ever” (Kalven, 1966; Shapiro and Pearse,

2012) — many of the problems Warren and Brandeis raised remain unresolved today.

6



Informational privacy" — the strand of privacy law focussing on control over one’s personal information
— has continued to evolve since 1890 by and large as a reactionary endeavour. Novel technologies through-
out the twentieth century and into the present day have enabled increased surveillance, information-gathering,
electronic storage and computing power. Modernising both common and statutory law has, and contin-
ues to be, necessary to protect against these privacy-invasive technologies. As two examples, wiretapping
was criminalised by the US Congress in 193 4 after significant criticism of its abuse (Solove and Schwartz,
2021, p.247, p-294)* and the EU adopted two broad-reaching privacy regulations in the last 30 years — the
1995 Data Protection Directive and the 2016 General Data Protection Regulation (GDPR).

A second strand of privacy law, decisional privacy, concerns an individual’s autonomy in making per-
sonal decisions, particularly regarding their body or actions within their home. This strand is deeply con-
nected with rights of liberty; in fact, there is disagreement as to whether decisional privacy is a genuine
issue of privacy, rather than solely a question of freedom (DeCew, 2018). In the United States, this strand
is also known as the “constitutional right to privacy”,? established by the Supreme Court in Griswold v.
Connecticut (381 U.S. 479) and most famously applied in Roe v. Wade (410 U.S. 113).

Taken together, informational and decisional privacy cover the major subject matters of privacy law,

although there are others.* The remainder of this article will concentrate on informational privacy law.

"In the EU and much of the rest of the world, the term data protection is used instead of informational privacy.

*While this law prohibited the use of wiretapping as evidence in court, it did not limit government wiretapping,
which became more pervasive through World War IT and the Cold War until 1968 when new legal restrictions were
passed by the U.S. Congress (Solove and Schwartz, 2021, p.296).

>While the constitution does not mention the right of privacy, the Supreme Court in Griswold v. Connecticut
(381 U.S. 479) conclude that a number of amendments, taken together, created the right to autonomy on certain
decisions relating to an individual’s body and private life.

*See (Allen and Rotenberg, 2016, p.s) (which in turn is summarising (Allen, 2007)) for other legal senses of
privacy: physical privacy (the right to solitude and seclusion in one’s own home or property; freedom from peeping
Toms, search and seizures, surveillance in one’s home and trespass), proprietary privacy (the right to control the use



Issues in this subfield can be classified into three broad categories: information collection; storage and

processing; and dissemination (Solove, 2008).

Privacy issues arising from information collection can be further understood in terms of surveillance
— the covert or overt observation of an individual; and interrogation — the probing or questioning for in-
formation. Information storage and processing pose their own privacy pitfalls, particularly relating to the
physical security and proper deletion of data; integration with other data; identification of individuals in
the data; additional use of data beyond the originally stated intentions; and consent from the data subjects
to store and process their data. Finally, there are privacy torts relating to information dissemination: the
disclosure of confidential information, or simply the increased accessibility of such information; identity

theft; defamation; and blackmail — the threat of potential information dissemination.

There has been limited legal study on the dissemination of potentially sensitive information when direct
identifiers such as names, addresses and social security numbers, have been removed. In the commercial
setting, this is a relatively new concern; only with the recent advent of the ‘information age’ have corpo-
rations been able to collect, store and process large amounts of data. And only with the new trend of
machine learning in business has it become apparent that such information can still be valuable without

direct identifiers.

In contrast, national statistical organisations (NSOs) — and more generally, government agencies — have

collected personal information and published de-identified statistics for over a century; and for almost as

of one’s name, likeness, voice or other personal identifiers, called the right to publicity; protection from identity
theft or appropriation), associational privacy (freedom of association and (private) assembly), intellectual privacy
(‘the right to be let alone’ in own’s thoughts; freedom of thought; the protection of mental repose). Given their
multitude and their creeping boundaries, torts of privacy have not escaped criticism, particularly when they overlap
with other established legal claims such as defamation, trespass, and infliction of emotional distress (Prosser, 1960;
Allen, 2010).



long, legal theory has recognised the privacy risks of such endeavours. Rather than attempting to legislate
the nebulous concept of privacy, modern law governing NSOs in the West focuses on identity or identifi-
cation.’ The US, UK, EU and Australia legislate against the dissemination of statistics when — possibly in
combination with other information — either A) individuals’ /dentities can be deduced from the statistics,
or B) individuals can be identified in the statistics. (See the third section of this article for a more detailed

discussion of official statistics legislation.)

Due in part to a lack of court opinions testing these legislations,® the legal meanings of ‘identity’ and
‘identify’ in this context are unclear (Finck and Pallas, 2020); itis even unclear whether A) and B) are legally
equivalent.” While thelegal study of de-identified information dissemination is minimal, it is a topical issue
and we can expect to see more attention from legal scholars in the coming years — in the meantime we will

have to rely on other fields for guidance.

Legal scholars have, in contrast, long understood that studying the limitations of the right to privacy

5T assume the justification for this approach is based on the proposition that someone’s privacy cannot be com-
promised if they cannot first be identified in the data. Is this proposition valid? Certainly many computer scientists
would think not.

°Itis not surprising that NSOs take a conservative approach to privacy and are unwilling to test their legislation.
An NSO’s social licence is critical to its functioning and thus any bad press, including court proceedings, will weaken
its operations (Brick and Williams, 2013).

7By comparison, in the computer science literature, to identify an individual X means to determine some of
X’s attributes and show that X is the only unit in the data with these attributes (Sweeney, 2000; Narayanan and
Shmatikov, 2008). Given this definition, is X’s identity determined by these attributes? Certainly, the person on the
street would not consider a potpourri of putative incidentals — even when they are unique - to define their identity.
But then, what does defines Xs identity?

While the legal study of identity and identification as it pertains to official statistics is limited, one can look more
broadly in the law for guidance. For example, the Video Privacy Protection Act, 18 U.S.C §27 10 prohibits the disclo-
sure of “personally identifiable information” without written consent. This law has been tested in court (e.g. Harris
V Blockbuster, covered in (Allen and Rotenberg, 2016, p.992), and I re Netflix Privacy Litigation (N.D. Cal. Mar.
18, 2013), covered in (Allen and Rotenberg, 2016, p.996)). In (Culnane et al., 2019), section 1.1 provides examples
of purported re-identification of published de-identified data and section 6.3 lists cases where re-identification might
be possible in non-open shared data; I should examine whether these cases were litigated.



is essential to a coherent theory.® It is not sufficient to only know when a person is entitled to privacy;
the question of when they are zoz entitled to privacy is equally important. In many circumstances, the
right to privacy is outweighed by other rights; in other circumstances, privacy is simply too impractical to
guarantee. For example, ‘the test of newsworthiness’ is used by many courts to determine whether some
publication of private information was acceptable.” Further, it is generally accepted that persons in the
public sphere, such as politicians and celebrities, are entitled to less privacy. Finally, laws enabling the state,
in certain circumstances, to arrest a citizen, listen in on their communications or search their property
and body, are essentially limitations on privacy. Defining these limitations raises the important tradeoft
between privacy on the one hand and security, criminal justice and public interest on the other.
Following the September 11 terrorist attacks, the legal give-and-take swung towards security, with new
laws increasing surveillance (the USA PATRIOT Act) and privacy intrusions at airports (the Aviation and
Transport Security Act). In recent years, a series of scandals — Snowden’s leaks of NSA surveillance, Cam-
bridge Analytica political use of Facebook data and numerous commercial data breaches — have pushed
the focus back towards privacy and promoted new types of legal protections. In particular, the GDPR
established in EU the ‘right to be forgotten’, which allows consumers to request a company delete their
personal data. The GDPR also requires data protection ‘by default’ — the strictest privacy settings must

be the default — and ‘by design’ — privacy must be built-in to any operation from the start."®

81n fact, Warren and Brandeis in their original 1890 article (Warren and Brandeis, 1890) suggested six broad lim-
itations: matters which are “of public or general interest” can be published; the right to privacy does not prohibit
“privileged communications”; the invasion of privacy by oral communication should generally not be afforded re-
dress; the right to privacy is forfeited when a person consents to publication of his personal information; and “the
truth of the matter” or “the absence of ‘malice’ does not afford a defence”.

9See, for example, Sipple V Chronicle Publishing (Cal. Ct. App. 1984) in (Allen and Rotenberg, 2016, p. 153).

°In comparison, the right to be forgotten has not been legislated in the US although it has limited recognition
in the common law — see Melvin v. Reid (193 1), Sidis v. FR Publishing Corp. (1940) and other cases in (Allen and
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I.I.1  SUMMARY OF NATIONAL STATISTICAL ORGANISATIONS’ (NSO’s) PRivacy REGULA-
TIONS

1. The United States of America: Responses to censuses and surveys administered by the US Census
Bureau (USCB) are protected under Section 9, Title 13 of the US Code (USC). '* Responses
can only be used for statistical purposes and any publication cannot release identifying informa-

tion."> A good summary of this law and a history of privacy at the USCB is given in https:
//www.census.gov/history/www/reference/privacy_confidentiality/."> Other fed-
eral statistical agencies'# are regulated by the Confidential Information Protection and Statistical
Efficiency Act of 2002 (CIPSEA) (National Academies of Sciences, Engineering, and Medicine,

Rotenberg, 2016, section 1.E.2).

In general, the EU has a history of stronger privacy protection in business and commercial settings, while the US
has concentrated more on protection from government intrusion. As one explanation for this, many in the U.S. see
privacy protection as inefficient for market activity (Allen and Rotenberg, 2016, p. 11), while those in the EU value
privacy as a requirement for individuals to engage in online commerce (DeCew, 2018). As such the EU has adopted
an omnibus approach to data protection where a single, comprehensive privacy regulation applies across industry,
government and business sectors (Allen and Rotenberg, 2016, p. 758). Under the US’s predominately laissez faire
approach, legislators have only acted on specific issues, resulting in a patchwork of sectorial regulations — for example
the Video Privacy Protection Act (1988), the Employee Polygraph Protection Act (1988) and the Driver’s Privacy
Protection Act (1994).

http://uscode.house.gov/browse/&edition=prelim

*More specifically, “[the Department of Commerce may not:] (1) use the information [collected by a census
or survey] for any purpose other than the statistical purposes for which it is supplied; or (2) make any publication
whereby the data furnished by any particular establishment or individual ... can be identified; or (3) permit anyone
other than the [officers of the Department] to examine the individual [records].”

Furthermore, the federal government are prohibited from obtaining copies of individual records (except in con-
ducting a census or survey) and these records are inadmissible in court.

Under Section 2104, Title 44, USC, individual responses to the decennial Population Census are released to the
public by the National Archives after 72 years (https://www.census.gov/history/www/genealogy/decen
nial_census_records/the_72_year_rule_1.html). (Section 2104, Title 44 supersedes Section 9, Title 13.)

UTitle 13 also requires that the US Census Bureau release some statistics exactly (i.e. without any privacy pro-
tections applied). The computer science literature understands that any release of statistics results in some loss of
privacy (Kifer and Machanavajjhala, 201 1; Dinur and Nissim, 2003). Does this imply that Title 13’s requirements
for anonymity and exact statistics are contradictory? Perhaps, but not necessarily — anonymity is not the same as
the ‘man-on-the-street’s definition of privacy; and the ‘man-on-the-street’s privacy is not the same as the computer
scientist’s definition of privacy.

“There are approximately 125 federal agencies in charge of statistical activities, thirteen of whom - the Bureau
of Economic Analysis; Bureau of Justice Statistics; Bureau of Labor Statistics; Bureau of Transportation Statistics;
Census Bureau; Economic Research Service; Energy Information Administration; National Agricultural Statistics
Service; National Center for Education Statistics; National Center for Health Statistics; National Center for Sci-
ence and Engineering Statistics; Office of Research, Evaluation and Statistics in the Social Security Administration;
and Statistics of Income Division in the Internal Revenue Service — have a primarily statistical function (National
Academies of Sciences, Engineering, and Medicine, 2017a).
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2017b). A summary of their legislative framework is found in (National Academies of Sciences,
Engineering, and Medicine, 2017b, section 3). See also (National Academies of Sciences, Engineer-

ing, and Medicine, 2021).

2. The European Union: NSOs are bound by EU official statistics regulations as well as the General

Data Protection Regulation (GDPR)."® In most cases, NSOs are also governed by their country’s
statistics act.’” Under EU regulations, any data which “allow statistical units to be identified [and]
thereby disclos[e] individual information” cannot be disseminated except with approval of the Eu-
ropean Parliament or consent of the respondent.”® The GDPR makes provisions for control of
one’s own personal data (and other rights of the ‘data subject’); it restricts how data must be stored
and processed; but it does not create obligations with regard to the dissemination of official statis-

tics.

3. The United Kingdom: The GDPR remains British law as implemented by the Data Protection Act
2018, although this may change (Lillington, 2021). The confidentiality of personal information
collected by the Office of National Statistics (ONS) is also protected by Section 39 of the Statistics

and Registration Service Act (SRSA) 2007."? Personal information cannot be released by an agent

"5The EU regulation for NSOs is ‘Regulation No 223/2009 of the European Parliament and of the Council on
European statistics’ (https ://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX: 32009R0223)

IGhttps ://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02016R0679-20160504. See in
particular, Article 4(1) and Recital 26 for GDPR’s definition of personal data as that which is reasonably likely to
be linked to an identified natural person.

7For example, Statistics Norway is governed by ‘the Act relating to official statistics and Statistics Nor-
Way’ https://www.ssb.no/en/omssb/lover-og-prinsipper/lover-og-prinsipper/_attachment/
4022557 _ts=176ad6elf20 and associated regulations https://www.ssb.no/en/omssb/lover-og-pri
nsipper/lover-og-prinsipper/_attachment/448738?_ts=17834d9bc20; INSEE (France) is governed
by Act no. si-711 of 7 June 1951 (https://www.insee.fr/en/information/2398930); and INE (Spain)
is governed by Act no. 12/1989 of 9 May (https://www.ine.es/dyngs/AYU/index.htm?cid=130 and
https://www.boe.es/boe/dias/1989/05/11/pdfs/A14026-14035.pdf).

"Confidentiality is protected under Chapter V of Regulation No 223/2009.

This regulation defines ‘confidential data’ to mean “data which allow [a person, household or corporation] to be
identified, either directly [from their names or addresses] or indirectly [by any relevant means that might reasonably
be used by a third party], thereby disclosing individual information” (emphasis added). Confidential data cannot be
lawfully disclosed except with approval of the European Parliament or consent of the respondent.

“The use of confidential data [collected by a National Statistical Institute (NSI)] for purposes that are not exclu-
sively statistical, such as administrative, legal or tax purposes, or for the verification against the statistical units [is]
strictly prohibited”.

“Access to confidential data which only allow for indirect identification of the statistical units may be granted to
researchers carrying out statistical analyses for scientific purposes by the Commission (Eurostat) or by the NSIs or
other national authorities, within their respective spheres of competence.”

https://www. legislation.gov.uk/ukpga/2007/18/section/39
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of the ONS except as necessary for the ONS’s functions or to a researcher for statistical purposes.*
A summary of the legislation governing the ONS is given in https: //www.ons.gov.uk/about

us/transparencyandgovernance/datastrategy/relevantlegislation.

4. Australia: Statistical information collected by the Australian Bureau of Statistics (ABS) “shall not
be published or disseminated in a manner that is likely to enable the identification of a particular
person or organization” (Subsection 12(2), Census and Statistics Act 1905).*"

5. Canada: The Statistics Act states that “no person who has been sworn under section 6 shall disclose
or knowingly cause to be disclosed, by any means, any information obtained under this Actin such
amanner thatitis possible from the disclosure to relate the particulars obtained from any individual

return to any identifiable individual person, business or organization.”**

*°Personal, identifying information is information that relates to a particular person and the identity of that per-
son can be deduced from the information taken together with any other published information.

Before receiving access to personal information, a researcher must be approved by the ONS according to criteria
which must be published by the ONS from time-to-time. Any approved researcher is also bound by section 39 of
the SRSA.

An individual who makes an unauthorised disclosure is guilty of a criminal offence under the SRSA, #n/ess that
individual reasonably believed the information was not identifiable.

In addition to exceptions for the ONS’s functions or statistical research, disclosure of personal information is also
permitted if required by any other law; if ordered by a court; to facilitate a criminal investigation; if consented by the
person to who the information relates; or if the information is already lawfully public.

Note: The body regulated by the SRSA is the UK Statistics Authority — referred to as ‘the Board” by the Act. The
ONS is the executive office of the Authority.

**The ABS is governed under the Australian Bureau of Statistics Act 1975, the Census and Statistics Act 1905
and their legislative instruments (e.g. the Census and Statistics Determination 2018). It is also bound by the Privacy
Act 1988.

The Australian Bureau of Statistics Act 1975 establishes the ABS and sets forth its functions which primarily are
“to collect, compile, analyse and disseminate statistics and related information.”

The Census and Statistics Act 1905 states that information may be disclosed by the ABS if it is not “in a manner
thatislikely to enable the identification of a particular person or organization” (subsection 12(2)). If the information
is “not of a personal or domestic nature relating to a person”, Part 3 of the Census and Statistics Determination 2018
provides a limited set of exceptions to this rule. For example, information may be disclosed if it is already available
publicly (by an official body or the organisation of which the information relates); if the information is certain trade,
agricultural or construction statistics, unless a respondent shows that their identification in the statistics is likely (this
is called passive confidentiality); if the respondent gives consent; or if the information is disclosed to researchers for
statistical purposes (under certain provisions given in Section 15 of the Determination).

Information collected by the ABS must not be divulged in a court or to any public service agency, other than in
accordance with the provisions above. Breaching these laws is a criminal offence.

A summary of the ABS’s legislative framework is https://www.abs.gov.au/websitedbs/
d3310114.nsf/home/abs+legislative+framework. The ABS Privacy Policy can be accessed at
https://www.abs.gov.au/about/legislation-and-policy/privacy/privacy-abs/abs-privacy

-policy-statistical-information.

**Source: https://laws-lois.justice.gc.ca/eng/acts/S-19/page-2.html.
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6. Comparative Analysis: US, EU and Australian law concern whether individuals can be identified

while the UK legislates against statistics where individuals’ identities can be deduced. In order to
breach the regulations, the EU and the UK also require that personal information is inferred from
the released statistics. In contrast, Australian and US law require simply the possibility of identifi-

cation.

US regulation is the strictest amongst those studied in the sense that there is no qualifications on
how re-identification is achieved; no exceptions allowing access for outside researchers; and the
toughest, explicit restrictions on the use of the collected data. UK law provides the defence of
“reasonable belief” — it is not an offence if the ONS reasonably believed it was not possible for
an individual’s identity to be deduced. Similarly, identification has to be ‘reasonably likely” or ‘by
reasonable means’ in Australia and the EU respectively. On the other hand, Title 13 of the US

Code doesn’t provide any such defence.

Finally, it is crucial to understand that legislation is not the only factor governing NSOs. As public
bodies, NSOs need also be cognisant of the privacy norms of the society in which they operate.
Their existence is predicated on a social contract and their continued functioning depends critically

upon their social licence to induce sufficient response rates (Brick and Williams, 2013).

1.2 THE EcoNnoMIcs OF PrRIvaCYy

In 1969, the economist and Nobel laureate Herbert Simon said:

In an information-rich world, the wealth of information means a dearth of something else: a
scarcity of whatever it is that information consumes. What information consumes is rather

obvious: it consumes the attention of its recipients.(Simon, 1971)

With this statement, Simon explained the business model of Facebook, Twitter and YouTube more
than 30 years before these companies were even conceived. Attention economics — the field which sprung
up from Simon’s revelation — reveals why these companies (or their parent corporations) have enormous
market capitalisations: every day the scarce resource of attention is given to them, willingly and at no mon-

etary cost, by billions of users. And yet, Simon’s statement presents only half the picture; yes, information

Microdata releases are permitted by Statistics Canada policy when “(a) the release substantially enhances the ana-
lytical value of the data collected; and (b) the Agency is satisfied all reasonable steps have been taken to prevent the
identification of particular survey units” (Benschop and Welch, 2024).
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consumes the attention of its recipients but — just as importantly — it also consumes the privacy of its sub-
jects.

If today we are living in the information economy, then one would suspect that the economics of private
information play an important role. We are thus well-motivated to investigate three central questions: 1)
what is private information? 2) How is it valuated? And 3) how do its buyers and sellers behave in the

marketplace?

I1.2.1 AN ECONOMIC CONSTRUCTION OF PRIVACY AND HOW IT IS VALUATED

Economists generally avoid the first question, taking the definition of informational privacy*? as given,
but the following is a simple, economic answer: Information — or data — is private if its subject would
want compensation to reveal it. Further, the larger the amount of compensation required, the more the
information should be considered private. In essence, privacy is the price of divulging information. This
definition casts a deliberately wide net. It also assumes that the data subject remains the owner (or, at least,
the controller) of their data; this model is not currently realistic, although we are moving towards it, as
exhibited in the EU’s new General Data Protection Regulations (GDPR).

To illustrate the utility of this construction of privacy, consider the following examples: a patient may
reveal private information to his doctor — on the condition of confidentiality — so that he may be compen-
sated with an expert diagnosis. On the other hand, if there was no condition of patient-doctor confiden-

tiality, then an expert diagnosis may not be sufficient compensation. As another example, the patient may

*3There are many other types of privacy (see the legal and philosophical summaries) whose kernels require the
tools of economics (in conjunction with other fields) to crack. As just one brief example, if a celebrity is harassed
by paparazzi — a breach of their right to seclusion and solitude (itself a form of privacy) — how should they be com-
pensated? While these types of issues are no doubt important, we will focus on the privacy considerations that arise
when sharing data between parties.
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decide not divulge his medical information to a family member since they — not being a doctor — cannot

provide the same compensation.

This working definition illuminates a number of dimensions of privacy (Nissenbaum, 2010) as it relates
to the different aspects of information sharing: a) the data subject; b) the sender; c) the receiver; d) the
type and sensitivity of the shared information; and e) what will be done with the information (including
who it may reasonably be passed on to). It also acknowledges that privacy is not a black-and-white, all-or-
nothing concept; privacy lives on a scale of many greys, which we may quantify through its price. (As we
shall see, the privacy scale depends not only on the five aspects above but also — in statistical situations —
on the resolution level of the private inference.) Finally, our construction of privacy indicates that it can,
and should, be readily traded-oft for other goods — broadly any form of compensation but specifically, the
social utility of the data (Abowd and Schmutte, 2019), financial transparency (Flood et al., 2013), access to
services such as Facebook or medical treatments (e.g. by participating in a medical trial), lowered insurance

premiums (‘customised insurance’), etc.

However, for this definition of privacy to be workable, it must be possible to assign rational prices to
the multitude of information sharing scenarios. At best, any pricing would be extremely context-specific
and subjective — which would limit the usefulness of the resulting economic model; at worst, it is outright
impossible. Unfortunately, there is wide agreement amongst economists on the difficulties of pricing pri-
vacy in today’s economy (Acquisti et al., 2016; Lindgreen, 2018). Many of today’s data sharing scenarios
exhibit asymmetries of information, power and resources between the buyer and seller. In particular, the
seller is often unaware of what data they are sharing, the data’s power and value in the hands of the buyer,

how the data will be used and shared beyond the buyer, and what the consequences may be if the data
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ends up in the hands of a malicious actor. In short, it is near impossible to make informed decisions in to-
day’s information marketplace (Lindgreen, 2018). Further, the individual employs a variety of heuristics
and cognitive biases (see the social science summary) which frustrates the idea that the rational pricing of

privacy is realistic or even relevant.

There is one school of thought pushing back against this trend. A line of research — starting with (Ghosh
and Roth, 2015) and with important contributions (Hsu et al., 2014; Abowd and Schmutte, 2019) —
asserts that privacy loss to data subjects can be appropriately quantified using differential privacy (DP).
However, we will argue that not only does this approach inherit all of the difficulties outlined above, it
also makes a type error by confusing ¢ — the privacy loss of the publishing mechanism — with the privacy

loss of the respondents.

Under (Ghosh and Roth, 2015), the price of individual #’s privacy is ¢(v;, £),>* where ¢ is some known
function (e.g. ¢(v;, ¢) = v;¢) and v, is s “privacy value”. While there is little explication of v; in (Ghosh and
Roth, 2015), Iinterpret it as reflecting the five aspects a)-e) of information sharing (Nissenbaum, 2010)
outlined above, while ¢ reflects the sixth aspect: the resolution level of any private inference. On face
value it appears that estimating v; is just as difficult as estimating the price of privacy since it requires a

consideration of a)-e); and so this approach has not solved any of the difficulties outlined above.

However, (Ghosh and Roth, 2015) does provides a utility-theoretic approach to understanding ¢(v;, €).

For any non-negative utility function #,, differential privacy guarantees that

Bty ()] < EBppsry ()], (r.1)

*#Technically, (Ghosh and Roth, 2015) allows ¢ to vary with # so that the mechanism can use 2’s data more or less
accurately, at a greater or lesser price ¢(v;, ¢;). However this intricacy will not affect any of our discussion.
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where the left expectation is over the outputs x from the mechanism A4, computed on the dataset D
which includes 7 and the right expectation is computed on the dataset D' which excludes 7. As such,
the expected loss of utility from 7 divulging their information is bounded by (¢ — 1)Ea(pr) [1:(x)] =~
B, pr(p)[#i(x)]. (The approximation holds for small ¢ only.) (Ghosh and Roth, 2015) thus suggests

cost functions of the form ¢(v;, ) = (¢ — 1)v; or ¢(v;, £) = ev; where v; = B, ps(pry [1:(x)].

The question at hand is thus whether it is possible to estimate the privacy value E.. () [#:(x)]. One
of the primary arguments in favour of DP is that we cannot know what statistical disclosure attacks may be
possible in the future. If we accept this argument, we must also admit that we cannot know how the shared
data may be used in the future. Data that is innocuous today may be privacy-breaching tomorrow. As one
example, thirty years ago few people could imagine that your shopping history at a single department store
chain (nota pharmacy!) could predict your pregnancy status, even during the first trimester. I'suspect that
even today this would be surprising to many people and yet, it was possible ten years ago (Duhigg, 2012).
What may be possible thirty years from now? All this is to say, predicting the future utility E[«,(x)] from
sharing some data today is at least as hard as — if not harder than — predicting what the next statistical
disclosure attack will be. The paradox of differential privacy is that as soon as you accept its necessity as
a future-proof protection method, you consign it to the dustbin of the unimplementable, for setting an

appropriate £ becomes a challenge at least as hard as the problem DP solves.

Further, (Ghosh and Roth, 2015) and subsequent papers in this line of research commit a type error:
they conflate the privacy loss ¢ of the sharing mechanism A4 with the privacy loss experienced by the indi-
viduals who share their data. As we will illustrate, £ cannot be associated with individuals but only with

populations. Under (Ghosh and Roth, 2015)’s model, if an individual, say Adam, chooses not to share
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his data, then he experiences no privacy loss from the sharing mechanism A4. However, imagine that his
identical twin did decide to share her data. It would be nonsensical to assert that Adam experiences no
privacy loss, particularly in the case of genetic data. Now suppose it wasn’t his twin, but his cousin, shar-
ing their data; Adam would still experience some privacy loss — perhaps not as much as before, but still
a non-zero amount. Or maybe it is his work colleagues, divulging their salaries; this would naturally leak
some information about Adam’s salary too! Adam experiences privacy loss, even when he chooses not to
share his data.>> The point here is that — when we begin working from a statistical perspective, as DP does
— a sharing mechanism A4 impinges on the privacy of populations — not individuals — regardless of the
choices of each individual to share their data or not.>® The economic model of (Ghosh and Roth, 2015)
which restricts privacy loss to individuals and not populations is thus fundamentally flawed.

We end this section with a word of terminological caution. As we have mentioned, the “privacy budget”
€ appears to capture a notion of the resolution level of a private inference; as such it plays an important
role in evaluating the privacy of a data sharing event. However when interpreting values of ¢, one must
be cognisant of its scale. The term ‘budget’ suggests that ¢ is a linear measure, like money. If you doubled
your money, you could buy twice as many apples; in the same way, if the budget doubles, you would expect
the cost of privacy to also double. This is not the case — £ measures privacy loss on a logarithmic scale, as

evidenced by the cost function ¢(v;,¢) = (¢ — 1)v; from (Ghosh and Roth, 2015). For small¢ < 1,

*5It may be easier to understand the contrapositive statement: An individual that chooses not to share their data
is still protected by DP.

**However, if all the individuals chose not to share their data, then the output of 2 would be vacuous and there
could not possibly be any privacy loss. That is to say, the privacy loss for an individual depends on his own actions
(obviously he suffers more privacy loss from sharing his data than not, all other things being equal) as well as the
collective action of his peer group.

For a comprehensive picture, one would need to model the relationships between Adam’s data and that of his
peer group — as in the Pufferfish framework (Kifer and Machanavajjhala, 2014) — so that we could understand the
effects to Adam’s privacy from his peer group sharing their data.
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this contention makes little difference, but increasing ¢ from 12 to 19 (as the US Census Bureau did) in
fact results in an increase from 162,000 to 178,000,000 on a linear scale. We know that the public do
not understand logarithmic graphs (Romano et al., 2020); yet reporting ¢ values is like using logarithmic
graphs, while also using the wrong axis labels 1, 2, 3, . . . instead 0f 10,100, 1000, . . ..

Usage of ¢ may be justified by its convenient properties (e.g. composition). In this case, we have two
recommendations. Firstly, a change in terminology: £ is more accurately described as the log-budget, rather
than the budget. Secondly, the choice of base makes a practical difference. Since we want the likelihood
ratio % to remain small unless ¢ is exceptionally large, using the bound 1.1° or 1.01° in place of

¢ will lead to more interpretable results: an ¢ of 19 could then be more accurately expressed as 199 (with

base 1.1) or 1909 (with base 1.01).

1.2.2 ECONOMIC TRADEOFFS: THE BEHAVIOUR OF PRIVACY BUYERS, SELLERS AND STATE
ACTORS IN THE MARKETPLACE

We have discussed an economic construction of privacy under a data-sharing regime and the various com-
plications in its valuation. This is only one facet of the decision-making for economic agents in the infor-
mation marketplace. There are many other considerations relevant to the tradeoffs made by buyers, sellers
and state actors. Here we consider state actors to be agents working for the greater social good — such as
regulators, government statistical offices, police and other law enforcement, or central banks — who par-
ticipate in the marketplace by weighing up the social costs and benefits of privacy in an (ideally) optimal

manner. We summarises these facets (largely taken from (Lindgreen, 2018)):

1. Costs of greater privacy to individuals (data sellers): increased search costs, opportunity costs*”

*7By not providing their personal data to companies, consumers cannot benefit from product recommendations
and instead must spend resources searching. Similarly, without product recommendations, a consumer may be un-
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2. Benefits of greater privacy to individuals: improved negotiation ability, decreased respondent bur-

den, greater well-being, reduced vulnerability, increased independence28

3. Costs of greater privacy to commercial organisations (data buyers): opportunity costs, increased
red-tape and other control costs in storing and maintain private data®

4. Benefits of greater privacy to commerical organisations: protection of reputation, prevention of

fines, increased consumer market participation3®

5. Costs of greater privacy to society: increased regulation and enforcement costs, decreased social util-
ity of public data, decreased transparency (e.g. of financial markets) leading to illegal or inefficient
market and social behaviour, oppression of vulnerable groups (see feminists critique of privacy in
the philosophy summary), stagnation and straggling of innovation, increase in surveillance costs

6. Benefits of greater privacy to society: protection of human rights, decrease in surveillance costs?*

We have no doubt that this is only a small sample of the many costs and benefits associated with privacy.
Many of the difficulties in trading off these costs and benefits are well-known in the literature:

1. Any tradeoft is highly context specific and inevitably subjective (Lindgreen, 2018).3*

aware of what they are missing out on — they may miss a concert from their favourite bank for example. Greater
privacy can help scammers or other malicious agents in situations where greater transparency could reveal their mal-
practice. These are opportunity costs.

>$By sharing less information on their desires, consumers have more leverage in the negotiating process. Greater
privacy means that the consumer must provide less information reducing the respondent burden to surveys. Un-
scrupulous agents are not able to target vulnerable consumers if the information about their vulnerability is kept
confidential. Greater privacy means that an individual will be influenced less by outside forces, e.g. personalised
advertisement.

**With less information on their potential customers, companies miss opportunities to market and sell their goods
and services.

3°A company that values their consumers’ privacy will maintain a better reputation and face less regulatory penal-
ties. Greater privacy may mean that individuals are happier to participate in the market — this is an economic rationale
behind the EU’s data protection regulations.

3'The societal cost of surveillance is included as a benefit and a cost of greater privacy, since it is unclear whether
greater privacy will decrease surveillance costs since the state will collect less information, or increase costs since the
state will be hampered by red-tape in their information collection.

3?In addition to the question of context and subjectivity of the tradeoft, there is a question of the correct resolution
of the privacy cost-benefit tradeoff: For example, should an individual calculate a new tradeoff for each transaction
they make in the marketplace? Or should the individual calculate the tradeoft in deciding whether to sign up to a
service — such as Facebook — with which they may interact multiple times in the future? Or should the individual
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2. Should the individual be modelled as a rational economic agent or should their utility function
be based on an empirical understanding of human’s flawed and biased cognition? (See the social
sciences summary for more details on these flaws and biases; see (Adjerid et al., 2016) for an analysis

of their effects in the privacy tradeoft.)

3. A related but currently unexplored (as far as I am aware) question is how biases in organisational
psychology influence the privacy tradeoffs made by companies. Perhaps, like individuals, it is not
realistic to model organisations as rational agents in their privacy tradeoffs.

4. The costs and benefits for society of privacy have not been quantified and a societal trade-oft has
not been attempted (Lindgreen, 2018, p.201).

There are also aspects of the privacy tradeoffs which are neglected in the current literature. In the case
of national statistical organisations, the tradeoft for the survey respondent is usually framed as a balance
between the individual’s privacy and their data’s utility to society. This misses a key aspect of the equation:
respondent burden — the cost in time and effort for an individual to answer a survey (Yan et al., 2020).3?

An individual can reduce his costs — respondent burden and privacy — by not answering or lying on
the survey form. On the other hand, DP deliberately ensures that the impact of such behaviours on social
utility is small. In fact, analogous to DP’s privacy utility guarantee (equation 1.1), the expected impact

£

to social utility from an individual not responding, is bounded below by a multiplicative factor of ¢™*.

DP therefore appears to provide a strong disincentive for responding to surveys. (See (Drechsler, 2023;

calculate the tradeoff in deciding whether to interact with a particular market segment (such as social media), or even
with the privacy marketplace as a whole? At the lowest level, each transaction — such as uploading a photo to social
media, or writing a tweet — may appear to have negligible privacy cost; and yet the sum of these costs can be significant.
If the tradeoff is done at the company level, the individual must know all the ways in which they will interact with the
company in the future, and what the costs and benefits of these future interactions are. Thiskind of prediction seems
to be difficult in a landscape which is constantly changing (corporations rising and falling, individual and societal
behaviours evolving, etc.); and so an informed tradeoft at the company-level is correspondingly difficult. Similar
issues arise when making the tradeoff at the market segment level.

33 Another aspect to the tradeoft is an individual’s sense of civic or scientific duty, which may compel an individual
to answer the survey even when the social utility of their response is small. We will not consider this factor in our
analysis, which we suspect is minimal in contemporary Western societies, relative to privacy, data utility and response
burden.
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Kreuter, 2019; Oberski and Kreuter, 2020) for similar arguments.) This may be particularly problematic
in an era of declining response rates (Brick and Williams, 2013) and general apathy to surveys and censuses
(United States Census Bureau, 2019).

Under DP, the expected impact to social utility from an individual’s non-response is small. On the other
hand, there are significant privacy costs — or at least, many people perceive there to be significant privacy
costs (Mayer, 2002; Office of the Australian Information Commissioner and Lonergan Research, 20205
Stanford, 2020; United States Census Bureau, 2019). Additionally, respondent burden is recognised as
a serious concern by national statistical organisations (NSOs) (Holzberg et al., 2021; Data Quality Hub,
2020). Thus, it is likely that the decrease in social utility is outweighed by the reduction in respondent
burden and privacy costs. In this case, the optimal action for the individual is to not respond (or to lie).
This is the prisoner’s dilemma of differential privacy: the optimal action for every individual is to not
respond, even though this will result in poorer outcomes for all the individuals.

As an example, suppose that the survey has a utility of $ 100 for each individual if everyone responds and,
following the requirements of DP, decreases by a multiplicative factor of ¢ = 99/100 for each person
that does not respond; except that if no-one responds then the social utility is obviously $o. Assume that
the privacy and response burden costs are $50 for each individual. The relative payoft for not responding

13

compared to responding is at least $50 — $100 x ¢~* = $49 > 0; hence not responding is the dominating
strategy for all individuals, regardless of the behaviour of other individuals. However if all individuals

respond, they receive a payoff of $100 — $50 = $50; whereas if no one responds, they all receive $0.34

3#One may argue that — following the principles of DP - an individual’s privacy utility only decreases by a factor
of e * if she does respond. As such, the relative payoff for not responding compared to responding should be ($50 —
$100)e™* = —$0.5 < 0 and individuals should respond! Moreover, in any survey worth conducting, the baseline
utility U (in this case $100) should be greater the baseline privacy cost P (in this case $50); so the relative payoft for
not responding will always be negative — that is, the prisoner’s dilemma can never hold in any realistic setting.
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Thus, DP suffers from the prisoners dilemma: it encourages behaviour that will leave everyone worse off.

It is quite possible that other statistical disclosure controls (SDCs) are also susceptible to the prisoner’s
dilemma; the tragedy of the commons is an unfortunately common phenomenon. However, it is difficult

to evaluate other SDCs since they lack the clean mathematical properties that DP enjoys.

1.2.3 A BRIEF HISTORY OF PRIVACY ECONOMICS

The study of the economics of privacy began in earnest in the late 1970s with the Chicago School of eco-
nomic reasoning (Lindgreen, 2018). This initial line of research (Posner, 1981; Stigler, 1980) focused on
privacy as a driver of market inefficiencies: since privacy allows dishonourable individuals to hide their

true nature, it drives up costs in staff recruitment for example.

In the 1990s and early 2000s, concurrent with the growing concern in the legal and philosophical fields,
economists such as (Varian, 1997) began to take a more nuanced view, acknowledging both benefits and
costs of privacy. From there, the current mainstream economic thinking has evolved to emphasis the bur-
geoning complexities in understanding privacy in today’s technological society. (See the survey articles

(Acquisti et al., 2016; Lindgreen, 2018).)

At the same time, a separate group of scholars (Abowd and Schmutte, 2019; Hsu et al,, 2014; Ghosh
and Roth, 2015; Ligett and Roth, 20125 Li et al., 2017) are using DP to advance a theoretical solution to
the difficult tradeofts in the economics of privacy. A related but separate literature (McSherry and Talwar,

2007; Nissim et al., 2012) uses DP to incentivise truth-telling in a game-theoretic setting.

However, this ignores the role of respondent burden. The prisoner’s dilemma still holds if the respondent burden
is a significant cost — more specifically if it is greater than ¢=*(Uy — P).
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1.3 PRrRivacy FROM THE SOCIAL SCIENCES PERSPECTIVE

Current social commentators are prone to decry the rapid disappearance of privacy in the 21st century. As
more and more of our everyday life moves into the cyberspace, there has been a corresponding increase in
privacy intrusions: NSA surveillance programs,?S commercial and political infiltration of our private lives
through social media,?® and consumer tracking by big tech.?”

This concerning trend has rightly caused alarm in the last two decades. Yet we have been hearing similar
cries for well over 100 years. Warren and Brandeis wrote in 1890 (Warren and Brandeis, 1890) that “nu-
merous mechanical devices threaten to make good the prediction that ‘what is whispered in the closet shall
be proclaimed from the house-tops™. In 1964, privacy was “evaporating [and] under assault from many
directions” (Packard, 1964, p.12) — so much so, in fact, that “we [were standing] on the threshold of what
might be called the Age of the Goldfish Bowl” (Brenton, 1964, p.21). In 2001, “advances in technology
endanger([ed] our privacy in ways never before imagined” (Garfinkel, 2001).

All of these concerns were voiced before the ubiquity of smart phones, social media, online shopping
and Google. If privacy was on its deathbed before all of these new technologies, how is it that ‘the end
of privacy’ has not yet been realised? A focus on technology alone will not be useful in answering this
question — it is obvious that we have the technology to realise Orwell’s 7 984 but we, collectively as a society,
have so far choosen not to. Further, the law can at best receive partial credit in preventing the death of

privacy, as it has largely failed to keep up with technology’s innovations. I posit that it is the social sciences

3sFor example, PRISM, MUSCULAR and XKeyscore.

3GCarnbriclge Analytica’s and Russia’s political interference in the 2016 US presidential elections; facial recogni-
tion applied to photos uploaded to social media; and personalised advertising based on what an individual has shared

and liked.

37Third-party tracking cookies can follow your internet activity across different websites and thereby learn your
consumer preferences or infer your personal information.
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which best explain the continuing survival of privacy. It is the social sciences which explains the choices of
individuals, organisations, government and society as a whole, to protect and adapt privacy in the face of

today’s technological capabilities.

1.3.1 HISTORY AND THE ARTS

In the above discussion, we have highlighted privacy’s continued history in modern Western society.®
Privacy has been a mainstay of political and social discussion following the industrial revolution, going
hand-in-hand with the rise of technology. I have documented 20th and 215t century conceptions of privacy
in the philosophical and legal summaries (see also (Westin, 2003 ) for a more detailed history), so this section
will focus on earlier history.

Despite the prominence given by critics and proponents alike, technology was not the precursor to the
West’s modern understanding and value of privacy. Rather, technology played foil to the notion of indi-
vidualism — both in the political and economic senses — which emerged with the growth of the bourgeoisie
in the industrial revolution.?* That “the ordinary human individual rather than the group or estate was
the basic unit of human society” was a novel idea in the 19th century (Moore, 1985, p.25) — and a necessary
one for today’s understanding of privacy. The distribution of property to the bourgeoisie in the early in-
dustrial revolution and the resulting economic independence were further steps towards modern privacy.
Amongst the lower class, the move from agrarian workers to the industrial proletariat also fostered a sense

of individualism. Gone was communal farmwork where both tasks and outcomes were shared. In its place

33The arts are included in this section even though they are part of the humanities rather than social sciences,
because, as I will argue, they have had a significant impact on the historical and current discussions of privacy.

39Some scholars see the growth of the middle class and individualism as starting earlier, in the Renaissance and
Reformation periods (c.1450-1650), with the writings of Thomas More, John Locke and John Stuart Mill. See
(Keulen and Kroeze, 2018) for a summary of this perspective.
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were the discrete, particular responsibilities and personal paycheque of the factory worker.

It was this societal shift towards the individual that gave rise to the moral atmosphere conducive to
modern privacy theorising. In contrast, technology’s comparatively small role in the development of pri-
vacy rights is limited to the threat it poses to this moral atmosphere. One need only look to modern non-
Western societies such as China (see in particular (McDougall and Hansson, 2002)) to see that a rise in

technology is not a sufficient driver for Western notions of privacy.

Privacy in pre-industrial societies — both historically and in modern times — focuses on two narrow
aspects: seclusion and protection against authority (including the right of resistance to an unjust ruler)
(Moore, 1985). (Moore, 1984) charts these privacy norms in the Western world through the medieval ages
back to their Greek and Hebrew traditions, along with ancient Chinese and other non-Western histories.

(See the anthropology section for details on non-Western perceptions of privacy.)

The cultural influence of the arts has and continues to have a major impact on privacy discussions.
Dystopian fiction — particularly 1984, Brave New World, The Handmaid’s Tale, A Clockwork Orange,
Fabrenbeit 451 and more recently The Circle and Black Mirror*® — paint vivid futures detailing the sur-
prising and often horrifying consequences of erosions of privacy.** The struggle of the individual man

(and it is almost always a man) to overcome a repressive government has been portrayed so frequently in

+Unsurprisingly, literature has followed the dominating concern of the times. Twentieth century literature fo-
cussed primarily on privacy overreaches of totalitarian governments while twenty first century literature has focussed
on the power of technology companies to disrupt privacy.

#'An interesting thought experiment is to imagine Orwell or Huxley’s reaction to the current state of privacy.
Would they be as horrified by today’s society as we are of 1984 or Brave New World? Perhaps we are only contented
with today’s society because of its familiarity (as suggested by psychology, see e.g. (Oulasvirta et al.,, 2012)) and
horrified only by the novelty of 1 984 and Brave New World. That is, maybe these works are concerning only because
the privacy intrusions take different forms — telescreens rather than tracking virtual behaviour; government spying
rather than commerical surveillance; and control of our emotions, opinions and actions by government rather than
corporations — rather than different substances. (This possibility is hinted at by Simson in (Garfinkel, 2001).)
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films — such as Jason Bourne and V for Vendetta — that it is now a trope.

The theme of privacy is not limited to literature and film, nor is it limited to portrayals of future
dystopias. The historical-fiction play The Crucible describes the disaster befalling a society in which one
lacks the privacy to one’s thoughts.#* The lack of privacy is typically a major theme in any artistic por-
trayal of totalitarian regimes such as Nazi Germany, Stalin’s Russia and the Eastern Bloc more generally,
or North Korea. All this is to say that privacy is a concern found pervasively throughout the arts.

The impact of the arts on our collective understanding of privacy cannot be quantified, yet one can only
assume it is great. While we have only examined English-language pieces, it is clear that privacy is front and
centre in some of the most famous works of the last century. Through their mass consumption, these
works have raised awareness of the various aspects of privacy and their importance. Through their com-
pelling narratives, they have highlighted the consequences of privacy loss and spurred many into action.
By their creation of cultural symbols (for example, Big Brother) they have built rallying points for privacy
advocates. Clearly, an understanding of historical and current privacy trends would be acutely deficient

without consideration of the arts’ cultural influence.

1.3.2 PsycHOoLOGY, COGNITIVE AND BEHAVIOURAL SCIENCES

In general, human behaviour is multi-faceted and based on a wide range of contextual factors: time of day,
mood and emotion, blood sugar level, environment both social and physical including peripheral cues,
unconscious biases, previous behaviour both long- and short-term, priming stimulus, ego depletion, de-
cision fatigue and so on (Kahneman, 20115 Baumeister and Tierney, 2011). It is complex to the point of

appearing random or contradictory. Human behaviour as it relates to privacy is no exception. A complete

+For another example of non-dystopian artworks on privacy, see Frazen’s Purity.
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understanding of why an individual took some action to increase or decrease their privacy is a chimera.
However, there are many situations where privacy decision making is explainable and consistent across in-
dividuals and across time. While there are also many fuzzy, inconsistent boundary cases, an understanding

of the explainable examples can be sufficiently enlightening.

What is clear is that a degree of privacy is necessary for individual well-being (Stuart et al., 2019), al-
though the particular degree depends on the individual and their position in their society. Privacy provides
the space to allow one to relax and escape from external stressors (Margulis, 2003). It allows an individual
to regulate and negotiate social relationships (Agre and Rotenberg, 1997). In fact, a gradual increase in self-
disclosure is one of the primary drivers for the strengthening of interpersonal relationships (Altman and
Taylor, 1973). Without a starting position of privacy and the continuing control of one’s own personal

information, this interpersonal development would be impossible.

On the other hand, human beings are inherently social animals who have a innate desire to share infor-
mation about themselves (Acquisti et al., 2015). There is thus a tradeoft at the most basic, psychological
level: an individual is constantly balancing her desire for privacy against her desire for socialising. This
tradeoft becomes increasingly more complicated as one understands the multitude of consequences — both
positive and negative — resulting from any privacy decision. (The various considerations in this tradeoff

are detailed in the economics summary.)

In today’s environment, it is typically very difficult for the individual to evaluate the privacy tradeoft
(Acquistietal.,, 2020). As the academic community has come to accept this fact, discussion has moved away
from the idea of a ‘privacy calculus’ (Laufer and Wolfe, 1977; Culnan and Armstrong, 1999; Dinev and

Hart, 2006) — where the individual analytically, rationally and deliberately weighs up the various considera-
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tions in the privacy tradeoft*? — towards a greater emphasis on the psychological and cognitive mechanisms
underpinning privacy decision-making (Acquisti et al., 2015; Lindgreen, 2018; Adjerid et al., 2016).#4

In reality, humans frequently resort to “low effort”, fast cognitive processes rather than “high effort”,
slow deliberative calculations (Kahneman, 2011). In these situations, we employ a number of heuristics
and suffer from a number of cognitive biases when making decisions regarding our privacy (Dinev et al.,
2015). For example, people place a greater value on privacy when they have it, as compared to when they
do not (Acquisti et al., 2015, p.5 10).#> Further, repeated privacy breaches can lose their effect: a behaviour
that was once felt as a privacy invasion can later be viewed with indifference, simply due to its repetition

over time (Oulasvirta et al., 2012).

Another relevant cognitive bias is temporal discounting. Humans weigh the value of future events
less than present events. This helps to explain why we willingly give up valuable private information in
exchange for small rewards (Lindgreen, 2018). Any negative consequences of divulging personal informa-
tion occur sometime in a distant, hypothetical future whereas the rewards are typically immediate. In fact,
we know from construal level theory (Trope and Liberman, 2010) that it is difficult for people to even

create a clear mental picture of future events, especially when there is uncertainty about whether they will

#Even if humans did employ a privacy calculus, it is unclear that an objective metric of costs and benefits would be
appropriate. Since the state of privacy is an inherently psychological phenomenon, subjective metrics which account
for intangible goods such as the individual’s well-being would be more correct.

#This evolution in understanding has occurred within a larger trend. Over the last 40 years, the economics prin-
ciple of rational behaviour has been repeatedly question as our understanding of human behaviour and decision
making has expanded to include concepts of bounded rationality — an agent only has access to a limited amount of in-
formation, time and cognition resources — cognitive biases and heuristics. In particular, there is now a well-developed
theory — called prospect theory (Kahneman and Tversky, 1979) — on how people make decisions in irrational ways
when there is risk and uncertainty (Lindgreen, 2018, p.182).

+This is a specific case of the more general phenomenon called endowment bias or loss aversion: You value your
possessions in part because they are yours. That is, you value an object you own more than an identical object you
do not own. Humans feel a loss more than they feel an equivalent gain.
y q 8
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actually occur (Demmers, Joris, 2018).4¢
An understanding of privacy heuristics and cognitive biases such as temporal discounting sheds light

on the privacy paradox (Norberg et al., 2007), which asserts that:

People express concern about privacy in the abstract, but in reality readily give up their
privacy for a small reward and fail to take easy steps to protect their privacy, even when such

steps are obviously available (Solove and Schwartz, 2021).

In other words, there appears to be a disconnect between people’s opinions and their actions. Psychologi-
cal and economic perspectives largely explain this disconnect (Acquisti et al., 2020).47 In particular, prim-
ing and framing effects mean that the situation and context matter when surveying people’s attitudes or
monitoring their behaviours (Acquisti et al., 2015).#® By asking about privacy, a survey can prime respon-
dents to increase their valuation of privacy.#* On the other hand, companies will minimise or obfuscate

privacy concerns so that consumers divulge their personal information willingly.

#Construal level theory states that an individual will devalue an object when there is a large “psychological dis-
tance” between the individual and the object. Psychological distance has four dimensions: spatial, social, temporal
and experiential.

Construal level theory gives insight into the tradeoft made by individuals in deciding to answer a survey. Respon-
dent burden is immediate and real. On the other hand, privacy consequences occur in a distant, hypothetical future.
Data utility is also temporally and experientially distant while also being socially distant — a survey is unlikely to result
in a direct benefit to the participant or anyone in their immediate social circle. Thus, construal level theory suggests
individuals will over-value respondent burden and undervalue privacy and utility factors.

47The economic perspective is given in the relevant summary, but in brief it explains the privacy paradox by ob-
serving a) the informational and computational asymmetry which results in the consumer being unable to make
an informed decision and b) the lack of options in the marketplace for the privacy-savvy consumer (Acquisti et al.,
2020).

#This literature relates generally to questionnaire design and the need for cognitive testing as is widely known by
survey statisticians.

#See also (Singer and Couper, 2010; Couper et al., 2008, 2010) which shows a different but related priming
effect: “making explicit the possible harms that might result from disclosure also reduces willingness to participate”
in a survey.
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Finally, we end this section by considering the psychology of statistical privacy controls. The only liter-
ature on this subject (that I am aware of) relates to randomised response (Warner, 1965). To summarise
this research, survey respondents typically do not understand nor trust randomised response as a privacy
measure without significant work by the interviewer to build understanding and trust (Kirchner, 2015;
Landsheer et al., 1999). This is further evidence that people do not estimate their privacy loss in an eco-
nomically rational way and are unlikely to be persuaded to respond to surveys by the guarantee of complex

mathematical protections such as differential privacy (Oberski and Kreuter, 2020; Drechsler, 2023).

1.3.3 ANTHROPOLOGY AND SOCIOLOGY

On face value, mainstream privacy concerns are relevant only for citizens of wealthy, developed countries.
These concerns appear to rest on the assumption of a pervasive technological environment that facilitates
massive data collection. Arguably, undeveloped countries do not have such technological environments
and so would be unaffected by these privacy concerns. Further, personal data is only commercially valu-
able insofar as it can be used to influence consumer habits and improve a company’s bottom line. Hence,
citizens must be sufficiently rich for personal data collection to be commercially viable. Additionally, a
government must have adequate resources — in terms of money, technology and expertise — to invest in
mass surveillance, which may preclude third-world countries. Finally, people who are struggling to satisty
their basic needs surely would not be concerned with a lesser concern like privacy — or so the argument
goes. All of this evidence indicates that the current crisis of privacy is unimportant except for the small
minority of citizens who are fortunate to live in a rich, developed nation; that is, privacy is a ‘“first world

problem’.

However, this argument supposes a narrow view of privacy in terms of commercial and governmental
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surveillance.’® We know (from the philosophical and legal summaries) that privacy has a much broader
ambit.

Taking the wide view of privacy, there is much evidence supporting the universality of privacy — or at
the very least, the universality of a desire for privacy — across cultures, societies and time (van der Geest,
2018; Acquisti et al,, 20155 Moore, 1984; Altman, 1977). Privacy considerations arise in the Bible, the
Talmud, the Quran and in Confucian and Taoist writings (Acquisti etal., 201 5). Privacy has been observed
in primates and other animals (Westin, 1967; Wilk, 2018), suggesting that privacy is fundamental to any
functioning society, human or otherwise.

At the same time, privacy practices are highly contextual with complex, situational rules that differ
widely between cultures (Altman, 1977). For example, in some cultures, privacy within families can be
almost non-existent at the same time that privacy between families is strictly observed (Wilk, 2018). On
the other hand, Western societies primarily value privacy in terms of the individual, rather than the family
unit.’”

It is not just the extent of privacy that varies between cultures. The moral responsibility and burden

of privacy can variously be placed upon the subject — to guard their privacy — or the potential observer —

5°The argument also assumes that only developed nations have achieved a sufficient level of technology adoption
to enable surveillance. This is becoming increasingly false as, for example, rates of smartphone ownership increase
in low- and middle-income countries (Miller et al., 2021). There are already examples in the developing world of
technology-enabled persecution of minorities or political opponents, such as in the Arab spring.

Further, it is unfortunately the case that many of the poorest countries are also amongst the most unstable and cor-
rupt. Third-world nations often lack the strong institutions that protect the individual from over-reaching author-
ity. They frequently do not have strong protections for freedom of speech and of thought (amongst other privacy
rights). Thus, third-world citizens often have more to lose from privacy intrusions than those in first-world liberal
democracies. (For example, they can face persecution for LGBTQI status or for expressing dissident opinions.)

5! See Chapter 7 of (Francis and Francis, 2017) for an extended discussion on the questions of privacy and families.

As another example of the varying social norms, “Americans, for example, are reputed to be more open about
sexual matters than are the Chinese, whereas the latter are more open about financial matters (such as income, cost
of home, and possessions)” (Acquisti et al., 2015). For more examples, see (Moore, 1985).

33



to not intrude another’s privacy.’* Thus, all human societies have an understanding of privacy but with
differing practices. In other words, privacy is “simultaneously culturally universal and culturally specific”
((Acquisti et al., 2015, p.512) paraphrasing (Altman, 1977)).

One explanation for this apparent paradox is that privacy is valued by all cultures, but its relative value
amongst other competing priorities differs from culture to culture. For example, lack of within-family
privacy may be due to the cohesiveness and communality of the family unit superseding the interests of
the individual. Or perhaps the value of paternal care outweighs the independence of children or the elderly
in the family (Miller, 202.1).

Competing priorities exist at all levels of society, not just within families. Atabroad level, thereisa clash
between the values of liberalism and socialism. How a cultural resolves this clash partly determines the
culture’s relative value of privacy. In a socialist society, “if the state can enhance social welfare by collecting
information about individuals, this automatically supersedes individual rights” (Miller, 2020a). In liberal
cultures on the other hand, individuals have an inalienable right to privacy.

However, a cultural valuation theory of privacy fails to acknowledge that there are varying perceptions

5*For example, in the Netherlands it is customary to keep curtains open so that, in theory, anyone could look
inside another’s private dwelling. However, it is very impolite to actually look inside (Van Der Horst and Messing,
2006; Wilk, 2018).

We can also see changes across time within the same society. In 1960, the American legal scholar William L. Prosser
wrote (Prosser, 1960, p.422)

No doubt the cases thus far have been sufficiently extreme; but the question may well be raised
whether there are not some limits, and whether, for example, a lady who insists upon sun-bathing
in the nude in her own back yard should really have a cause of action for her humiliation when the
neighbours examine her with appreciation and binoculars.

I can only assume that Prosser used this example as an ‘obvious’ case where the responsibility for maintaining
privacy must lay with the subject (the sun-bathing lady) rather than the observer (her neighours). Yet modern readers
— with an understanding of victim blaming and a distaste for antiquated notions of modesty — could be forgiven for
disapproving of the ogling neighbours. Although today’s society may not necessarily endorse the lady’s action, it is
clear that modern privacy norms place a greater responsibility on the observer than past norms did.
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of what constitutes a privacy intrusion. It is not simply the case that cultures tradeoft privacy in different
ways, but that they also fundamentally perceive privacy in different ways. For example, a gross intrusion of
the state into an individual’s personal life in one culture is a caring act from a paternalistic government in
another culture (Wang, 2019, 2020). There is a “fine line between care and surveillance” (Miller, 2020b)
which changes between cultures and across time.53

Understanding where this line stands requires knowing the norms — the socially acceptable behaviours —
of the society in question. Even when taking the narrow view of privacy in terms of divulging information,
there are many aspects of an information-sharing activity and its context which are relevant in judging
whether it is socially acceptable (Nissenbaum, 2010). (See the economics summary for an outline of these
aspects, as given in (Nissenbaum, 2010).) The social understanding of acceptable privacy-sharing activities
is thus complex and nuanced.

Sociologists are interested in privacy in its own right — as one fundamental characteristic of a society —
and in the ways it intersects with other fundamental societal characteristics, such as how privacy is used as
a tool for social control; how — depending on the context — both privacy and lack of privacy can promote
individual development and group cohesion; and how privacy relates to social stratification and more gen-
erally social order and inequality (Anthony et al., 2017; Kasper, 2007).

In the previous section, we observed a privacy tradeoff at the psychological level. We end this section
by observing another privacy tradeoft, this time at the society-wide level. On one hand, privacy is a social

good (Kasper, 2007) and fundamental to a well-functioning society ((DeCew, 2018) summarising a broad

53The evolution of a culture is particularly apparent in times of crisis. One recent example is the acceptance of
COVID19 tracking smartphone apps in liberal countries such as Australia. Pre-pandemic, there was little social
appetite for government surveillance of where you have been and who you met up with. But the pandemic changed
the privacy tradeoft, resulting in widespread adoption of these apps (Biddle et al., 2021; Miller, 2021; Sharma and
Bashir, 2020).
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literature including (Mead, 1928; Westin, 1967)). On the other hand, society by definition requires com-
munality. Therefore, “without accepting some intrusions of privacy society cannot exist” (van der Geest,
2018). In summary, there is an inevitable tension between a lack of privacy as a cohesive force for soci-
ety and a degree of privacy as a necessity for well-functioning society. In the words of the anthropologist

David Miller,

“We cannot be for or against privacy. It must be a question of balance.” (Miller, 2020a)

1.3.4 PoOLITICAL SCIENCE

Whatis meant by the term ‘politics’ is highly contested but one mainstream definition takes it to denote the
public affairs of a society (Heywood, 2013; Leftwich, 2004). More explicitly, this definition asserts that
“the distinction between ‘the political’ and ‘the non-political’ coincides with the division between [the]
public sphere of life and [the] private sphere” (Heywood, 2013, p.5).5* In this case, politics and privacy
are complementary concepts: what is political is not private, and visa versa. Could then political science —
aka the study of politics — be characterised as the study of what is not, or should not be, private? Could
the boundaries of the political inform us of the boundaries of the private?

Alternatively, we could take politics to mean the “exercise, legitimacy and organisation of power” (Raab,
2018, p.257) (see also (Heywood, 2013, p.9 “politics as power”)). While not immediately apparent, this
definition is also complementary to privacy. The boundaries of power over the individual ascribe the rights
of the individual “to be let alone” (Warren and Brandeis, 1890) — or, in other words, the right to privacy.

And conversely, the right to be let alone delimits the boundaries of political power.

5#This conception of politics and privacy can be traced back to Aristotle’s Politics.
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So far, T have been deliberately vague on who holds this power because, under this broad definition, po-
litical power can appear at many levels: a government, an organisation or a family. In fact, political power
can appear in all social activity, in all groups, institutions and societies (Leftwich, 2004). Freedom of the
press is a non-obvious example of political power; and the limits to journalist’s free expression are curtailed
by the rights to privacy (Lever, 2015). In saying that, the most recognisable politics-privacy dynamic con-
cerns the power of the state as restricted by a bill of rights (see the constitutional right to privacy in the
legal summary).5s

Indeed, the U.S. Bill of Rights and the French Declaration of the Rights of Man and of the Citizen were
important drivers for both today’s privacy and today’s politics (Keulen and Kroeze, 2018, p.28).5¢ More
generally, democracy necessitates a degree of privacy and visa versa (Moore, 1985), since both concepts
rest on the principle of the inviolate individual. Many of the tenets of democracy - freedom of voting,
speech, assembly, religion and unwarranted government intrusion — are rights of privacy. At the same

time, some level of transparency is required in a true democracy (Francis and Francis, 2017, p.290).57 A

5SMore concretely, the state is provided the power to acquire information necessary for the well-functioning of
society — for example, search warrants, surveillance to identify anti-social activity but also official statistics. What is
‘necessary for the well-functioning of society’ is hotly contested and varies between nations but it is limited by the
informational privacy rights of that society. The state is also provided the power to restrict individual behaviour to
the benefit of society’s functioning or morals — for example, controlling abortion rights; restricting child pornogra-
phy; or implementing public health measures such as adding fluoride to drinking water (Keulen and Kroeze, 2018,
p-36) or mandating vaccination. The state’s power in this regard complements the legal notion of decisional privacy

rights.

5¢These documents were created around the time of the industrial revolution with the growth of the bourgeoisie.
As T argued in a previous section, this was the environment in which the modern notion of privacy was conceptu-
alised. It was also the environment which birthed the modern liberal democracy.

57 Primarily, a democracy requires a transparent government, secure freedom of information rights and a press
that is free to be politically critical. Secondarily, a democracy also requires individuals to sacrifice their privacy. In
order to limit corruption — which is antithetical to democracy — some prying into the private lives of politicians
and public servants is inevitable. Finally, national security concerns require the private citizen — not just the public
official — to give up some of her privacy in order to secure the democratic state against insurgent forces (Francis and
Francis, 2017, p.290).
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privacy tradeoff — termed the “paradox of the liberal state” (Keulen and Kroeze, 2018, p.31) — therefore

arises in the political context as well the psychological and sociological.

THE POLITICS OF ALLOCATING PRIVACY

A third definition of politics states that it is the decision-making of resource allocation within a society
(Boswell, 2020). If privacy is a resource, how should it be distributed? This question is fundamentally
political.

As embodied in the UN’s Universal Declaration of Human Rights, the legal ideal is that privacy is a
basic right. As such, all individuals should enjoy some minimum level of privacy. In other words, privacy
should be distributed equally. However, the political reality may be very different to the legal ideal. There
is a strong argument that privacy is now a luxury good: The base price of a typical good or service is sub-
sidised by the collection of personal information; and privacy is available only to those who can afford the
(often expensive) extra premiums (Papacharissi, 2010).5® Maintaining one’s privacy then requires one to
repeatedly pay a premium for each good or service. Privacy is thus a luxury in the sense that the aggregate
cost of these premiums is beyond the budget of the average citizen.

If politics is resource allocation decision-making, then technological artefacts have politics (Winner,
1980; Bowles, 2018).57 That is, a technology confers a certain distribution of resources when embedded

in a society. it is true that how a technology furnishes this distribution amongst members of society is

5¥The extra premiums are not necessarily monetary; they could be the extra time required to monitor and disable
settings to share your personal information, or the requirement to be savvy and computer-literate. Alternatively, it
may be that it is impossible to access the good or service without degrading privacy. In this case, privacy is a luxury
good since maintaining privacy would require the often-significant cost of forgoing this good or service. For example,
one must divulge their personal information to access Facebook. On the other hand, forgoing Facebook can come
at significant cost of social capital. As such, it may only be an option to people with sufficient social resources.

59See also the literature on algorithmic fairness for more examples of how technology can have unintended and
unexpected political consequences.
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often implicit. But despite it being hidden from plain view, a technology’s implied resource allocation is

no less important than more explicitly allocations, such as a government’s policy agenda.

Difterential privacy (DP) is no exception in this regard. (In its vanilla version) it is equalitarian since
the same protection is given to everyone. Traditional statistical disclosure control techniques are typically
more equitable than they are equal: more protection is given to unique or distinguishable records, and

minimal or no protection is given to the ‘average’ person.

DP is also political in its focus on the individual as the unit of protection. The question of whether
individuals, groups, or sub-populations deserve protection, is a question of privacy resource allocation. It

is thus a question of politics. DP’s implied answer to this question is therefore political.

Marginalised populations are defined by the fact that they are discriminated or excluded based on their
population-level characteristics. Thus, almost by definition, marginalised populations can be hurt by
group-level inference — not just individual-level inference. On the other hand, members of majority pop-
ulations are not hurt by group-level inference, since they are not discriminated by their population-level
characteristics. DP is therefore political in its choice of protecting the individual and its absence of protec-

tion for marginalised groups.

This is not to say that DP cannot be modified so as to adapt its politics. This discussion solely serves to
highlight the politics implicit in a technology, particularly as they relate to the question of privacy. It is a
reminder that a well-developed technology has hidden political biases just as a human expert has; and that
we must be cognisant to these biases as we implement the technology in society, lest we cause harm and
reinforce systemic discrimination by doing so. My aim with this discussion is to open the door to further

political analysis of privacy technologies (particularly by experts who know more about politics than I).
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SUMMARY

To summarise, privacy and politics are inseparable. It is not simply that changes in one influence the other;
rather any change in one 7s a change in the other. A shift in how the state interacts with the citizen (for
example, personalised e-government service, surveillance or national identifiers) is simultaneously a change
of both politics and privacy. Yet, the study of privacy has been largely neglected by political scientists (Raab,
2018).

Political scientists are concerned with resource allocation — the questions of “who gets what, when and
how” (Boswell, 2020). They have a well-developed theory of the exercise, legitimacy and organisation of
power. They elucidate the distinction between public and private affairs. These matters naturally arise as
we grapple with today’s privacy issues. Thus, the political perspective on privacy is integral to balancing

the many competing interests in the privacy debate.

1.4 Privacy UNDER A PHILOSOPHICAL LLENS

SOLOVE BEGINS HIS 2008 MONOGRAPH “Understanding Privacy” (2008) by stating:

Privacy ... is a concept in disarray. Nobody can articulate what it means. Currently privacy
is a sweeping concept.... Philosophers ... have frequently lamented the great difficulty in
reaching a satisfying conception of privacy.

As a further complication, we must weigh privacy’s virtues — for example, its protection of human
autonomy, amongst other things — against its ability to enable corruption and abuse.®® Moreover, many
philosophers argue that privacy can, at least in most cases, be explained in terms of other rights or moral

goods (Thomson, 1975). Thus, the concept of privacy is afflicted by slipperiness in its multiple meanings

¢That privacy could be negative has been known since antiquity through the myth of the ring of Gyges (Laird,
2001), and remains relevant today as evidenced by the feminist critique of privacy (MacKinnon, 1989).

40



and uncertain scope; in its sweeping reach across many facets of life and society; in its position as a virtue

on the precipice of vice; and in its frequent reduction to other rights.

Philosophical discourse on privacy dates back to Aristotle’s distinction of the public and private spheres.
Yet the philosophical development of privacy only began in earnest with the late 19th century legal discus-
sions (Warren and Brandeis, 1890) and continues to this day closely entwined with the law’s understanding
of privacy.

The 20th century saw much debate over how to conceptualise and ascribe value to privacy. One popular
view, as described in (Parent, 1983), characterises privacy as control over information: privacy is defined “as
the condition of not having undocumented personal information known or possessed by others” (DeCew,
2018). A related, but in some ways broader, conceptualisation defines privacy in terms of access — to
an individual’s body, thoughts, personal information or attention; or to a physical location (Bok, 19825
Gavison, 1980; Allen, 1988; Moore, 2003). Other philosophers took the reductionist view (Thomson,
1975) that privacy is not a concept in and of itself, but simply a proxy for a variety of other moral interests;

as such any perceived right to privacy is no more than a derivative of other rights.

Accounts of the philosophical value of privacy are similarly varied: One view considers privacy as essen-
tial for one’s autonomy and for developing a concept of self as an independent agent (Gross, 1971; Henkin,
1974). Others see privacy as instrumentally valuable®® for human dignity (Bloustein, 1964); put another
way, “invasion of privacy is best understood, in sum, as affront to human dignity” (DeCew, 2018). A
third view takes privacy as important because intimacy is impossible without it (Inness, 1992), or more
generally because the ability to be self-expressive is critical for developing any interpersonal relationship

(Rachels, 1975). Philosophers have used these arguments to develop values-based definitions of privacy.

©1 X is instrumentally valuable if there is a valuable good which cannot exist without X, or degrades as X degrades.
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Privacy has not been free of criticism. Most prominently, feminist critiques (MacKinnon, 1989; Allen,
1988) worry that privacy, particularly in the home, enables domestic abuse. More generally, privacy can aid
a wide variety of crimes, such as financial malpractice or acts of terrorism. However, privacy can be useful
for facilitating actions which are acceptable yet run against the prevailing social norms, such as LGBTQI re-
lationships. Therefore, there is a continuing difficulty in drawing the fine line separating the public/private
dichotomy (Moore, 2015).

21st century trends appear to move away from an abstract understanding of privacy in terms of an essen-
tial characterisation. Many contemporary authors see any such approach — including values- and concept-
driven definitions — leading inevitably to flawed theories of privacy. Instead, modern understandings have
moved towards pluralistic views of privacy as a set of inter-related concepts (DeCew, 2018), which can
only be properly understood and constructed in context (Moore, 2008). Broadly these approaches (see
(Nissenbaum, 20105 Barth et al., 2006; Rubel, 2006, 20115 Solove, 2002, 2008; DeCew, 1997)) can all
be thought of as normative theories®* of privacy and are collectively termed family resemblance views of

privacy.®3

>Normative theories of privacy describe what should be private based on an understanding of a given soci-
ety/culture’s norms. In contrast, a descriptive theory of privacy details what Zs private. Both types of theory can
be useful in describing the reality of privacy as it exists in society — although one should obviously build systems
which uphold the ideal of a normative theory, rather than the reality of a descriptive theory.

©Qur ontology of privacy also follows this modern trend, by specifying, in a given context, A) what should be kept
private (the ‘secrets’) and to whom (the ‘attackers’); B) how, and by what extent, privacy can be lost (the ‘measure of
increase in attacker’s confidence’); and C) what the contextual value of that privacy loss is (the ‘loss function’).

There is a parallel here between the historical trends in the philosophical and computer science understandings of
privacy: Computer scientists, like philosophers, began by trying to distil privacy into a single characterisation. (In
the case of computer science, this characterisation is the single equation of differential privacy Pr(M(D) € 4) <
¢ Pr(M(D') € A).) After about so years, philosophers gave up on this elusive ideal and moved to a context-driven
approach. Now, almost 20 years later, the computer science literature — our work included, along with (Nissim and
Wood, 2018; Kifer and Machanavajjhala, 2011, 2014) — is beginning to argue that a single characterisation is impos-
sible and a context-driven approach is, in fact, required. Philosophers can be forgiven for feeling a bit exasperated.
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Five Building Blocks of Difterential Privacy*

2.1 MotrvaTioN: WHY Do WE NEeD To IDENTIFY BUILDING BLOCKS
FOR DP?

DIFFERENTIAL PRIVACY EXEMPLIFIES A FORMAL APPROACH to data privacy protection. It advocates
a mathematical formulation of the otherwise elusive concept of ‘privacy,” which in turn provides design
principles to data release algorithms that provably satisfies the stated formulation. Less than two decades
since the inception of the first differential privacy definition, e-indistinguishablility (Dwork et al., 2006b),
differential privacy has grown into a vast literature, with a simple Google Scholar search of the phrase
returning over 8 million results as of this writing. The interest in differential privacy is fueled by renewed
threats to the confidentiality of individual data contributors as one of the core challenges to the modern

reality of increased data collection, sharing, and dissemination.

"Based on work coauthored with Ruobin Gong and Xiao-Li Meng.
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As differential privacy finds its application in a variety of scientific, commercial, and administrative con-
texts, much scholarly attention has been devoted to refining the original definition in ways that suit the
unique characteristics of the data and relevant usage. For example, straightforward mathematical general-
izations to e-indistinguishablility are found to be conducive to thinner-tailed privacy noise distributions,
which can be less harmful to the data quality. Certain structured databases, such as network, graph, and
geospatial data, present complications in conceptualizing the notion of an “individual” and gave rise to var-
ied treatments. Also prevalent, particularly so in the context of official statistics, are external constraints
that the data product must satisfy. These practical restrictions gave rise to branches of work that recapitu-
late DP under invariants, as well as other empirically defined or derived standards or hybrids. We provide

an extended, albeit still selected, review of some of these variants in Section 2..3.

The myriad of modifications made to the original definition of differential privacy, as much as they may
be justifiably motivated by the use case to which they apply, insinuates the worry that the essence of its
protection becomes diluted (Dwork et al., 2019). Without standardization and comparability, it becomes
challenging for stakeholders to tell when a definition becomes “too” diluted. Separately exacerbating is
the tremendous, though ironic, success that differential privacy has achieved in streamlining privacy loss
into a single numerical quantity. Indeed, proposals that discuss the “privacy-utility tradeoft” frame privacy
loss as a one-dimensional value that can be depicted on an axis (see e.g. Abowd and Schmutte, 2019, Fig.
1). While convenient, an oversimplified narrative of privacy protection induces forgetfulness that “privacy
loss” is no more than a shorthand representation of a set of complex probabilistic characteristics associated

with a data product to which real people contributed their information.
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2.2 CONTRIBUTIONS: FIVE BUILDING Brocks or DP

Our starting point is the question, who s eligible for privacy protection? Under our framework, this ques-
tion is answered by specifying the actual, potential or counterfactual datasets that are to be protected. The
collection of all such datasets is called the data space, or domain, and is denoted by X'. From an attacker’s
perspective, the confidential dataset x — which always belongs to X’ by design — is the unknown “parame-
ter” to be inferred from the released data, hence the choice of & is conceptually analogous to the choice
of a parameter space in standard statistical inference. Based on the confidential dataset x, some output

statistics are computed and published via a data-release mechanism T — a random function of x € X.

In this work, we take X as fixed, for it is sufficient for all subsequent developments. However, explicat-
ing X is necessary but insufficient. As we discuss repeatedly, permitting invariants necessitates the concept
of adata universe D C X, which is a collection of all datasets that are deemed possible for a specific world
in which we live. For example, when the enumerated US population size N5 is 330 million, then any data
set that does not lead to its total count N to be 330 million will not be eligible for being in the data universe

when Ny is an invariant.

A reader may wonder why we do not restrict X" in the first place to eliminate any dataset that violates
N = 330,000, 000. The answer is because the particular value of the observed national total is accidental
— even if it was a completely accurate enumeration (which it never is), it is only the total at the time of
the Census. The DP mechanism needs to work regardless of the actual value of the total. This leads to the
concept of a data multiverse 7, which is a collection of all possible data universes D — be they actual or
hypothetical - to which privacy protection can be extended. Hence the data multiverse is specified by es-

sential quantities (e.g., Nys), while a data universe corresponds to the accidental values these quantity take
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(e.g., Nus = 330,000, 000), a distinction necessary to ensure the generality of the theoretical guarantees

of DP.

The data multiverse Z answers the question, to where does the protection extend? Next is the question
of what is the granularity of protection, which can be a source of confusion, as well as potential for ma-
nipulation in capable but malicious hands. The granularity is given by the protection units — the entities
whose data changes when the data x is counterfactually altered. Individual persons or business entities are
common choices for the protection units, but they are not the only ones. For example, for the privacy pro-
tection of electronic communications, the unit may be defined as a single message sent by a person, rather
than the sender herself. As an individual may send many messages a day, such a fine-grained privacy unit
allows a social media platform to declare a privacy loss budget that is impressively small on a nominal level,

even though the actual risks of identification of the sender remain exponentially large.

In DP, a protection unit is formally conceptualized via a premetric dx (x, '), which is a measure of the
difference between two datasets x and «’ in X'. A unit of privacy protection corresponds conceptually to a
unit difference in dx. That is, the difference between datasets x and &’ with dx (x, ') = 1 — which might
be, for example, the deletion of one record, or the alteration of a single attribute — is the formal definition

of a protection unit.

Fundamentally, DP quantifies privacy protection as the rate of change in output variations. This rate is
calculated with respect to the premetric d x on the data space X but, how is the change in output variations
measured? A premetric is also used for this, except in this case the premetric Dp; (P, Py) is a measure of dif-
ference between probability distributions P, and P,s. Here, P, denotes the probability distribution of the
released statistics, as a function of the confidential data x, where the randomness in P, is introduced solely

by the data-release mechanism 7. This is a sensible approach to privacy quantification: as all statistical in-
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formation is created by variations in the data, by limiting the relative changes in the output distributions,
we limit the changes in variations due to the change from x to &’ as measured by d v (x, x’). We will show in
Section 2.4 that the most common DP definitions, including the classic pure e-DP, approximate (¢, 9)-DP,

and zero-concentrated p-DP (zCDP), are all special cases of the general formulation:

Dp, Pm Px’
M <¢, or, morecorrectly, Dp(Py,Py) < edy(x,x'), forallx,«, (2.1)
dy(x,x)

with different choices for Dp, and d x. We provide two expressions here because the first one resembles the
familiar notation of taking derivative, and hence the term “differential privacy”; while the second shows
that mathematically a DP specification is simply a Lipschitz continuity condition on Py as a function of

the input data x. (Informally speaking, Lipschitz continuity is simply a generalization of differentiation.)

» « » <«

Only with answers to the above questions — “who” “where”, “what” and “how” — can we render the
. « » b
. J
privacy loss budget (the answer to “how much”) a concrete meaning. Taken together, these five answers

form the building blocks of a differential privacy specification:

* The protection domain (who is eligible for protection?), as defined by the set X'

* The scope of protection (where does the protection extend to?), as instantiated by the multiverse

9, which is a collection of universes D C X.

* The protection unit (what is the granularity of protection?), as conceptualized by the input pre-

metric dy on the domain X.

* The standard of protection (how to measure change in the output variations?), as captured by the

output premetric Dp; on the released data’s possible probability distributions.
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* The intensity of protection (how much protection is afforded?), as quantified by the privacy-loss
budget ¢p for each data universe D (where smaller budgets correspond to a higher intensity of

protection).

2.3 AN ETYymMoroGicaL AccouNT ofF DP

2.3.1 THE ORIGIN OF DP: &-INDISTINGUSHABILITY

A data custodian is interested in publishing a privacy-protected (i.e. sanitized) statistic T € ‘T based some
datax € &X' The data x is some representation of a population — a collection of individual entities, which
need not be persons, but could be, for example, households or business entities; and the statistic 7'is simply
a function (i.e. a transformation) of the data x.

Although the data x is frequently held in confidence by the data custodian, this is not always the case.
For example in randomized response (Warner, 1965) (or in local DP (Kasiviswanathan et al., 2011) more
generally), the data custodian does not have access to x. We therefore use the term ‘data custodian’ in this
paper to refer to the entity responsible for designing and implementing the function 7.

We name T the data-release mechanism to emphasize that, in addition to privacy protection, 7" may
encompass many other data processing steps (such as cleaning, coding, imputation, etc.) from data collec-
tion — or even earlier — through to data publication (see Subsection 2.4.2). In fact, the dual role of 7 as
simultaneously a statistic about the population from the data user’s perspective and a data privatization
mechanism from the privacy analyst’s perspective creates a fundamental tension in its design, one that has
come to be known as the privacy-utility tradeoff (see e.g. Abowd and Schmutte, 2016).

For a concrete example, 7'may be the mean of the realized data x. This may not be sufficiently privacy-

protecting (indeed, according to the standards of DP, it is typically not), in which case the data custodian
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may add some noise to the mean before release, so that 7'is a noisy mean of x.
The first definition of DP, called ¢-indistinguishability (and, later, pure &-DP), is given by Dwork et al.

(2006b) and is paraphrased below.

Definition 2.3.1 (Definition 1 of Dwork et al. (2006b)). Let the datset x be a vector of 7 records from
some domain R, typically of the form {0, 1} or R?. A data-release mechanism T'is e-indistinguishable if
for all neighbors — i.e. pairs x, ' € R” of datasets which differ in exactly one record — and for all outputs

teT:

P(T(x, U) =)
In W <e. (2.2)

Here, using our generic notation, 7 is the space of possible outputs, or simply the output space. Typ-
ically 7 C R4, but it can be more complex. For example, if 7'is an algorithm that turns a confidential
dataset into a synthetic one, then 7 contains all possible configurations and values of the synthetic dataset.

It is important to emphasize that 7'is a 7andom map from X to 7. The probability P as it appears
in (2.2) is induced solely by the auxiliary randomness (the seed) Uin T and not in x, which is treated as
fixed. To pinpoint this source of randomness we assume (without loss of generality) that 7: X xU — T
is a function of both x and some auxiliary random variable U € U/. When the dependence of 7"on U or
on both (x, U) is apparent from the context, we write 7(x) or just 7 for simplicity.

Since it is not modeled, the dataset x — as the object of an attacker’s inference — plays the role of the pa-
rameter in privacy analysis. An immediate consequence is that any distribution placed on x can be viewed
either as a posited generative model for x or as a prior distribution for x, or a blend of both in its construc-
tion. We emphasize the crucial role of x by denoting the law of 7(x, U) by P,.

Definition 2.3.1 allows for an intuitive understanding of DP as a condition on the data-release mecha-
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nism 7. It is the requirement that if the data x change slightly, then the output 7(x) - or more precisely,
the distribution P, (7" € -) of the output - also only changes slightly. In other words, DP requires that

the stochastic behavior of 7"be robust to small perturbations in x.

To state the intuition mathematically, a data-release mechanism 7 satisfies e-DP if the “derivative” of
In P, with respective to x is bounded within [—e¢, ¢], for all permissible datasets x. The considerations of
what constitute permissible lead to concepts of multiverse 2 and universe D, as we shall discuss in de-
tail shortly. Furthermore, the choice of In P, has the statistical interpretation of controlling information
loss via limiting the power of any hypothesis test for distinguishing x and x/ (Wasserman and Zhou, 2010;
Kifer et al., 2022; Bailie and Gong, 2023a). But without casting this choice in a broader framework that
permits potentially other choices, we deprive ourselves the opportunity to seek the optimal mathematical
representations of privacy control, including forming criteria and guiding principles for defining the op-
timality. Clearly the meaning of ¢ — which in this context is called the privacy loss budget — depends on
which derivative we choose (as well as the broader social context (Nissenbaum, 2010)). These are the issues
that we will examine one by one in Section 2.4, after a brief overview (Subsection 2.3.2) of the major works

extending pure ¢-DP, as ¢-indistinguishability is now termed.

2.3.2 GENERALIZATIONS, RELAXATIONS AND VARIATIONS OF PURE ¢-DP

Nearly two decades of research following Dwork et al. (2006b) has taken DP to the academic forefront
of data privacy protection. Central to this work is the quest to delineate the very notion of “privacy” that
is encapsulated by the mathematical definition of DP. While a plethora of literature exists on the subject
(see Cuftf and Yu (2016); Tschantz et al. (2020); Kifer et al. (2022) and the references cited therein), there

remains a significant misperception in some of the common (non-technical) narratives concerning what
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DP truly safeguards. This misperception largely stems from the slipperiness in translating the Lipschitz
bound (2.1) into more intuitive (i.e. less mathematical) notions of privacy. Such translations sometimes
rely on the “strong adversary” (SA) assumption, which appears on the surface to correspond to the “worst-
case” scenario. Thisassumption posits that the adversary knows with certainty the entire population except
for the data belonging to a single unit, which is the adversary’s intended target (Tschantz et al., 2020).
(For the purposes of an informal exposition, the reader may think of a unit as an individual person; more
generally, protection units are defined via the choice of dx in a DP specification — see Section 2.4.4.) In
place of the strong adversary assumption, other work use any of a number of commensurate assumptions —
which we collectively term generalized strong adversary (GSA) assumptions to highlight their similarity to
SA - such as: the non-target units are conditioned upon, or independent of, the target unit; or the target
unit can be counterfactually manipulated or deleted (e.g. via the do-operator (Pearl, 1995)); or the target
unit can be counterfactually resampled from a distribution which can depend arbitrarily on all other units
in the population (Dwork et al., 2006b; Wasserman and Zhou, 2010; Kifer and Machanavajjhala, 2011;

Kasiviswanathan and Smith, 2014; Tschantz et al., 2020; Kifer et al., 2022).

If DP protects against the strong adversary, who has access to the maximal amount of auxiliary infor-
mation, it should stand to reason that DP would also protect against weaker adversaries. Yet the greater
the knowledge we attribute to an adversary, the more we limit the remaining information which the ad-
versary can attack. Consequently, DP actually offers diminished protection against adversaries whose
information-seeking goes beyond the confines of the GSA assumptions — assumptions we contend are
rarely met in reality, a point we will elaborate on in a forthcoming article (Bailie et al., 2025¢). In fact,

regardless of how one measures the adversary’s knowledge-gain from observing a DP output 7'(e.g. ac-
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cording to the power of the adversary’s hypothesis test relative to its size; or the increase in their posterior
relative to their prior, or relative to a counterfactual posterior where the target unit did not contribute to
the data; or their improvement in reconstructing the target unit’s record (Jarmin et al., 2023; Kifer et al.,
20225 Bailie and Gong, 2024)), a GSA assumption is necessary to ensure that pure &-DP bounds the at-
tacker’s knowledge-gain by the nominal level exp(¢). More generally, a DP specification directly protects
only those units which can be counterfactually altered (as determined by dx), and only when such alter-
ations are not just mechanistically conceivable (i.e. in the same data universe D), but are in fact statistically
feasible, as made possible by a GSA assumption. Any one of the GSA assumptions works because they
all have the common effect of reducing the attackable information to that which is completely unique to
the target unit — i.e. to the variations unexplained by any other unit in the database, or by knowledge on
(and beyond) the database population. When the literature states that DP provides relative privacy, this
is what is meant: protection of what is left of your personal data after excluding any information that
can be inferred from your relatives, colleagues, neighbors and broader community (Hotz and Salvo, 20225
Jarmin etal., 2023). (This is in contrast with the alternative definition of relative privacy as the protection

of information which is a-priori unknown to the attacker.)

Additional information may still be protected by a DP specification, but at degraded levels of protec-
tion, where the level of degradation depends on the specification’s “group privacy” properties.> DP’s rel-
ative protection of this additional information is modelled by an adversary’s knowledge-gain under some
relaxation of a GSA assumption. This relaxation might be, for example, the assumption that the adversary

knows all but £ > 1 units. So these sorts of relaxations limit the information-seeking of the attacker not

*Group privacy (Dwork and Roth, 2014) refers to the bound on D, (P, Pvv) when dy (x,5’) > 1.
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to an individual unit’s unique information, but instead to that of a group of units (Kifer and Machanava-
jjhala, 20171).

Itis crucial for discussions on the essence of DP to steer clear of perpetuating misinterpretations and mis-
conceptions. On this front, we briefly make two points. Firstly, since data privacy is a multi-dimensional
problem (to hintatjustafew dimensions, consider the adversary, the legitimate data user, the data-generating
mechanism, the probability induced by the data-release mechanism and the a-posteriori observed output
of the data-release mechanism), the worst-case scenario is not well-defined without first specifying A) how
to rank scenarios when deciding which is worst; B) which dimensions are allowed to vary when determin-
ing the “worst-case”; and C) which dimensions are being held constant — and indeed there must be some
dimensions held constant in order to speak about non-trivial worst-case protection (Dwork and Naor,
2010; Kifer and Machanavajjhala, 2011). Secondly, we emphasize that when we write throughout this ar-
ticle about the privacy protection afforded by a DP specification, we are referring solely to the Lipschitz
continuity bound (2.1), rather than bounds on the knowledge gained by an adversary — unless we explicitly
state otherwise. The translation of (2.1) into a measure of protection against an adversary? is the subject of
much work (see Dwork et al. (2006b); Ganta et al. (2008); Wasserman and Zhou (2010); Dwork and Naor
(2010); Bassily et al. (2013); Hall et al. (2013); Kasiviswanathan and Smith (2014); Cuff and Yu (2016);
Dwork et al. (2016); Kairouz et al. (2017); Balle et al. (2019); Tschantz et al. (2020); Desfontaines et al.
(2020); Protivash et al. (2022); Kifer et al. (2022); Bailie and Gong (2023a); Bailie et al. (2025¢)). In this
article, we limit our attention on such work to the preceding discussion and one additional remark: Any

non-vacuous translation requires assuming a GSA, or one of its relaxations (Dwork and Naor, 20105 Kifer

3Such measures of protection are called ‘privacy semantics’ in the literature, following the terminology of ‘se-
mantic security of encryption’ (Goldwasser and Micali, 1984).
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and Machanavajjhala, 2011). This is not a criticism of DP since such an assumption is necessary in order
to artificially demarcate a boundary between individual- and population-level information (which, by the
sorites paradox, are naturally two ends of a continuum) and hence these complications are inevitable to any

workable statistical-inferential conceptualization of data privacy which permits population-level learning.

Even putting such fundamental issues aside, as differential privacy has been applied to a myriad of prac-
tical contexts, researchers have come to realize the limits of the original definition of Dwork et al. (2006b),
and to recognize the need for variants and relaxations of pure ¢-DP. In this subsection, we briefly review

some of this literature, grouped in terms of the four building blocks Dy, dx, Z and X

A first branch of work seeks to augment and relax the ways that the change in output distributions
are measured (Subsection 2.4.5). Pure &-DP requires that the log-likelihood ratio between P, and Py is
universally bounded between —¢ and . This requirement is too stringent in many practical settings, such

O(I) density) noise distributions. As a result, notions

as the US census, since it requires fat-tailed (i.e. ¢~
such as (¢, 9)-approximate DP (Dwork et al., 2006a), computational DP (Beimel et al., 2008; Dwork et al.,
20062; Mironov et al., 2009), Rényi DP (Mironov, 2017), concentrated DP (Bun and Steinke, 2016), -
divergence privacy (Barber and Duchi, 2014; Barthe and Olmedo, 2013) and f-DP (including Gaussian
DP) (Dong et al., 2022) relax this requirement by considering different choices for Dp, in place of the
multiplicative distance (defined below in equation (2.9)) which is mandated by pure e-DP. These different

choices for Dp, trade-oft the strictness of pure e-DP for an increase in efficiency of statistical inference and

estimation.

A second branch seeks to clarify what databases constitute neighbors and to give flexibility to this choice
(Subsection 2.4.4). For example, the data custodian may want an asymmetric neighbor relation (Kotso-

giannis et al., 2020; Takagi et al,, 2022). More generally, (R, ¢)-generic DP (Kifer and Machanavajjhala,
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2011) defines neighboring datasets with an arbitrary relation on X In our terminology, this line of work
explores different choices of the input premetric 4x and hence investigates the concept of the protection
unit. Further examples include applications to social networks and graph data which conceptualize neigh-
bors according to modifications of a single edge or node (Hay et al., 2009; McSherry and Mahajan, 2010).
Understanding neighbors as datasets separated by a unit distance lead to d-metric DP (Chatzikokolakis
etal, 2013) — a generalization of pure e&-DP which uses a metric 4 instead of neighbors. Flexibility in the
choice of neighbors has been used to accommodate the need to allow for structured databases for which
some existing information already exists. Blowfish privacy (He et al., 2014) considers neighbors induced
by a policy graph, which is designed to encode known constraints on the dataset. Related variants include
element-level DP (Asi et al., 2022), distributional privacy (Zhou et al., 2009), one-sided DP (Kotsogiannis
etal., 2020), asymmetric DP (Takagi et al., 2022), event-level vs user-level DP (Dwork et al., 2010a), and

others (see the many examples listed in Section 4 of Desfontaines and Pejé (2020)).

A third branch is concerned with restricting the scope of protection (Subsection 2.4.3). Blowfish pri-
vacy addresses this concern by allowing the data custodian to limit the set of potential datasets — that is,
it allows the data custodian to specify data universes. In addition to the existing literature on privacy un-
der invariants (Ashmead et al., 2019; Gong and Meng, 2020; Gao et al., 2022; Dharangutte et al., 2023),
other work in this branch include conditioned or empirical DP (Abowd et al., 2013; Charest and Hou,
2016), personalized DP (Ebadi et al., 2015; Jorgensen et al., 2015), individual DP (Soria-Comas et al.,
2017; Feldman and Zrnic, 2022), bootstrap DP (O’Keefe and Charest, 2019), stratified DP (Bun et al.,
2022), per-record DP (Seeman et al., 2023) and per-instance DP (Wang, 2018; Redberg and Wang, 2021).

Such work is concerned with the specification of the multiverse &, and of the privacy loss budget ep as a
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function of the universe D € 9.

A fourth branch is concerned with what the protection objects x € X are (Subsection 2.4.2). While
DP was traditionally concerned with tabular data (see Definition 2.3.1), x € X could instead be, for
example, a graph encoding network data (Hay et al., 2009), or geospatial data (Andrés et al.,, 2013). (Note
that alternative data structures often necessitate new choices for d x, not just X.) Alternatively, X’ could
be artificially restricted to make DP easier to implement — for example, by assuming the domain of every
possible dataset record is [—a,4]? (for some large ), rather than R?. Another possibility is to permit
randomness in the confidential dataset, by generalizing the protection domain &’ to be a set of probability
measures on the data space, rather than the data space itself. Pufferfish privacy (Kifer and Machanavajjhala,
201 4; Bailie and Gong, 2024) uses this generalization to encode the background knowledge of an attacker
via a probability distribution. Special cases of the same idea can be found in Bhaskar et al. (2011) and
Seeman et al. (2022). A related vein of work studies how DP protection varies as the domain X moves
along the data life cycle. (We use the terms ‘data pipeline’, ‘data journey’ and ‘data life cycle’ synonymously,
although we prefer the latter since it highlights the circular nature of, and feedback loops inherent to,
the processes of data conceptualization, generation, processing, analysis, etc.) This includes the effect of
privacy amplification by shuffling (Cheu et al,, 2019; Erlingsson et al., 2019; Feldman et al., 20225 Cheu,
2022) and by sampling (Beimel et al., 2010; Balle et al., 2020; Bun et al., 2022), as well as the effects of
data pre-processing steps in general (Debenedetti et al,, 2024; Hu et al,, 2024). However, work studying
pre-processing steps is still largely primarily, and a broad understanding of how — for example — various
common survey sampling steps (e.g. non-response imputation, editing and survey weight adjustment)

alter privacy is still an open area of research (Reiter, 2019; Drechsler, 2023; Das et al., 2022; Bailie and
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Drechsler, 2024; Drechsler and Bailie, 2024).

This subsection is a soupgon of the literature on DP which is limited to a cursory discussion on a few
of the many research areas in this large and active field — the ‘systematization of knowledge’ article Des-
fontaines and Pejé (2020) found approximately 225 published DP specifications which are generalizations,
relaxations or variants of pure e-DP. Our intentions here are threefold: to give credit to existing research
which informed our understanding of a DP specification as a tuple of five components; to provide an ini-
tial demonstration of why this system of five building blocks may be useful for comparing difterent DP
formulations; and to hint at how these formulations all share a common spirit as Lipschitz continuity con-
ditions. This discussion also explains the phrase “stirred, not shaken” as it appears in this paper’s title. As
this system of DP specifications is not itself a novel conceptualization, the way that we discuss DP through-
out this article stays faithful to its spirit as exemplified in the original formulation of Definition 2.3.1. That
is, DP — as a Lipschitz condition — studies the change of the variations in the output statistics with respect
to alterations in the input space. Granted this way of thinking, however, we will argue and demonstrate
that small distinctions in the choices for the components of a DP specification can make a substantial

difference in the quality and the strength of the resulting privacy guarantee in practice.

2.4 A SYsTEM oF DP SPECIFICATIONS

2.4.1 A DP SrECIFICATION: FLAVOR AND INTENSITY

As Section 2.2 overviews, there are five building blocks to a DP specification. We begin with the “who”,

» «

“where”, “what”, and “how” questions, which define the flavor of a DP specification.

Definition 2.4.1. A differential privacy flavor is a four-tuple (X, 2, d x, Dp;) where

1. The domain X is a set, whose elements are called protection objects;
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2. The multiverse 2 C 2% is a collection of universes D C X;
3. The input premetric dx is a premetric (see Definition 2.4.14 below) on &5 and

4. The output premetric Dp, is a probability premetric (Definition 2.4.16).

A flavor of DP is therefore a distinct set of choices for the domain &, the multiverse &, the input
premetric d x, and the output premetric Dp,. The domain X is typically the data space — the space of all
(theoretically-conceivable) datasets — but it can take other forms (as explained in the previous subsection).
We typically denote protection objects - i.e. elements of X - by x or .

After fixing a particular flavor of DP, the “how much” question becomes relevant, as it affords a mea-
surement of the intensity of privacy protection. Importantly this intensity is relative to the chosen flavor
and hence must always be interpreted within its context. The flavor and the intensity together constitutes

a DP specification, as defined below.

Definition 2.4.2. A differential privacy specification is a quintuple (X', Z,dx, Dy, ¢p) consisting of a
DPflavor (X, 2, d x, Dy, ) and a privacy-loss budget ep : 9 — [0, 00| (or privacy budget for short). We de-
note a DP specification by ep-DP(X, Z, d x, Dp;) (following the notational style of Kifer and Machanava-

jjhala (2014)).

Definition 2.4.3. A data-release mechanism (or mechanism for short) isa function 7' : X xU — T,
along with a probability P(U € -) on the (secret) seed U € U. The probability P(U € -) induces a

distribution P, on 7 in the standard way:

P(T(x,U) €8) = P(UE {uel:T(x,u) € S})

6o



P, is the distribution of the data-release mechanism T(x, U)’s output, given a fixed x € X. (We omit some

non-trivial measure-theoretic details of this definition — see Appendix A.1.)

Definition 2.4.4. A data-release mechanism 7" : X' X U — T satisfies the DP specification ep-DP (X,

9,dx, Dp,) if, for all data universes D € Z, and all protection objects x, X €D,
Dp[Po(T € -),Pu(T € )] <epda(x,«). (2.3)

Definition 2.4.5. Given a DP flavor (X, Z,dx, Dp,), the privacy loss of a data-release mechanism 7is

the smallest ep such that T'satisfies ep-DP(X, Z,d x, Dy;).

Remark 2.4.6. To resolve the edge case where ep = 0 but dy(x,x) = 00, we define 0 X 0o = oc.
This means DP never controls the difference between P, and P,y when dy (x, x') = o0, even in the case of

complete privacy (ep = 0).

Remark 2.4.7. In Definition 2.4.4, the domain of the data-release mechanism 7 and the domain of the
DP specification ep-DP(X, Z,d x, Dp;) are exactly the same set X. This is a necessary precondition for

a data-release mechanism to satisfy a DP specification.

Remark 2.4.8. Throughout this article, we use the terms ‘DP definition” and ‘DP formulation’ informally
to refer generally to an existing notion of DP or one of its variants, extensions or generalisations. We reserve
the terms ‘DP flavor’ and ‘DP specification’ for the precise meanings given in Definitions 2.4.1 and 2.4.2.
A ‘DP mechanism’ is a data-release mechanism which satisfies some (implicit) DP specification. When
we speak of the ‘DP guarantee’, or the ‘privacy guarantee’ of a DP mechanism 7, we are referring to the

assurance that 7 satisfies the Lipschitz condition (2.3), under a given (implicit) DP specification.
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The privacy loss budget p controls the intensity of protection that is guaranteed by a DP specification.
A larger budget allows for mechanisms with less intense protection; whereas a small budget corresponds
to requiring a higher intensity of privacy protection.

Note that the privacy loss budget is a component of a DP specification, whereas the privacy loss is an
attribute of a DP mechanism. The privacy loss budget should be interpreted as the maximum possible
privacy loss that is considered acceptable by the data custodian. (The maximum acceptable privacy loss
can be in absolute terms, or it can be relative to the statistical accuracy achievable under the corresponding
DP specification (Abowd and Schmutte, 2019).) In contrast, the privacy loss of a DP mechanism 7'is the
actual reduction in privacy that results from releasing data via 7. As with the budget, the privacy loss is
always relative to the underlying DP flavor.

The privacy loss budget ep is allowed to vary with the universe D. That s, ep is a function with domain
the multiverse . Since each universe is allowed to have its own privacy loss budget, some universes may be
afforded more protection than others. This property is important in many applications, such as stratified
DP (Bun et al., 2022) or per-record DP (Seeman et al., 2023).

The DP property (2.3) is achieved by injecting artificial noise into the data-release process. By decreasing

the dependence of P, on x, noise injection flattens the ‘derivative’ iz; of the data-release mechanism and

hence one can view DP as a stability, or a robustness, condition (Dwork and Lei, 2009; Avella-Medina,

2020, 2021; Asi et al,, 2023; Hopkins et al., 2023).

Definition 2.4.9. Let M(X, Z,dx, Dy, ¢p) denote the set of data-release mechanisms which satisfy
the DP specification ep-DP(X, Z,d x, Dp;).
We say that one DP specification ep-DP(X, 2, dx, Dp,) is stronger than another specification -
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Notation ‘ Description

Reference

X ‘ The domain

Subsection 2.4.2

9 c 2% ‘ The multiverse; a set of subsets of the domain X

Subsection 2.4.3

dy : X x X — [0, 00] ‘ The input premetric; a premetric on the domain X’

Subsection 2.4.4

Dp, : P xP — [0, 0] ‘ The output premetric; a probability premetric

Subsection 2.4.5

The privacy-loss budget; when Dp; # Dyjyrr, it may

ep: 2 = [0,09] be denoted by other Greek letters, e.g. o,

Subsection 2.4.1

(X,92,dx,Dy;) ‘ A generic DP flavor

Definition 2.4.1

(X,@,dX,Dpr,E’D) or

ep-DP(X, Z,dy, Dy,) A generic DP specification

Definition 2.4.2

The set of all data-release mechanisms satisfying

M(X, P, dx, Dy, ep) the DP specification ep-DP(X', Z,dx, Dp;)

Definition 2.4.9

Table 2.1: Notation related to DP flavors and specifications.

DP(X, 7', d", Dp,) if

M(X, @,dx,Dpr,ED) C M(X, @I, /X,Di)r,zlp).

2.4.2 THE ProjectION OBJECTS: THE DOMAIN X

The domain X’ is the set consisting of all the protection objects — that is, all those objects which are eligible
for protection by a DP mechanism. Supposing that the protection objects are datasets, X" can be under-
stood before data collection as the set of all potential datasets that are a-priori realizable. (We use the term

‘potential’ in the same sense as ‘potential outcome.’) After the actual dataset has been realized, X’ may be

interpreted as the set of all possible, counterfactual datasets.

However, this definition of the domain X’ is not completely satisfactory because it leaves indeterminate

what makes one dataset potentially or counterfactually realizable and another dataset not so. To address
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Notation | Description

Reference

Two generic protection objects, i.e. elements of the domain
X, ¥ekX . /
X typically (for most DP flavors) x, x” are datasets

Subsections 2.3.1 & 2.4.1

DcXx ‘ A universe; an element of the multiverse &

Subsection 2.4.3

A data-release mechanism; a function X x U — T;

Subsection 2.3.1,

T Also denoted by 7(x) or T{(x, U) Definition 2.4.3
The space of all possible outputs; the codomain _

T of the data-release mechanism 7" Subsection 2.3.1

; An element of T'; a generic, realized output (as Subsection 2.3.1

opposed to the (unrealized) random variable 7)

UandU ‘ The random seed of a data-release mechanism 7"and its space

Subsection 2.3.1

P,Q ‘ Two generic probability distributions

P(Ue") ‘ The probability of the random seed U

Definition 2.4.3

The probability distributions of 7(x, U) and 7(x/, U),

Pyand Py respectively, as induced by the random seed U

Subsection 2.3.1

Px ‘ The density of P (with respect to some dominating measure)

L(x | ) ‘ The likelihood of x given output  py(7 = ¢)

Subsections 2.4.5

A generic measurable space where () is a set

ar
(Q,7) and .% is a g-algebra on Q

Pa,7) ‘ The collection of all probability measures on (Q,.%)

P ‘ The collection of all probability measures

Definition 2.4.16

Table 2.2: Notation related to data-release mechanisms.
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Notation | Description Reference
D(-) and | A universe function X — 2% and Subsecti
, . ubsection 2.4.
D = D(x) | the universe associated to x +3
X >R ‘ A generic invariant function Subsection 2.4.3

D.(-) : X — 2% and
Ze = {D(%) }xex

The invariant-induced universe function and the
corresponding invariant-induced multiverse

Subsection 2.4.3

The Hamming distance on unordered datasets at the

*ams (% ¥) | resolution #; # may be, for example, Equation (A.3)
person-records p or household-records 4 (df;, . s is an example of d x)
The multiplicative distance; the probability .
Diurx premetric used by pure e-DP Equation 2.9
Drer The normalized Rényi metric; the probability Subsection 2.4.5

premetric used by p-zero concentrated DP

Table 2.3: Notation related to various choices for the five building blocks of a DP specification.

this criticism, one may define the domain X’ according to a pre-specified database schema. (A schemaisa

set of logical rules describing the “blueprint” of a database, which includes a declaration of the variables of

the database and the set of values each variables can take.) From this perspective, &’ is the set of all datasets

that are compliant with the given database schema. Yet this definition, while concrete, is not particularly

illuminating, since it begs the questions, why is the database schema the way it is, and why this database

schema, rather than some other schema?

To tully appreciate the domain X and its role in DP’s privacy protection, we need to examine the data

life cycle: the journey of the data within the context of its environment, from conceptualization, gener-

ation, collection and processing, through to analysis, visualization, re-use and beyond. (This is not an

exhaustive list of the various components of a data life cycle. For a more comprehensive treatment, see

Wing (2019), Leonelli and Tempini (2020), Gitelman (2013) and Borgman (2019).)
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The data-release mechanism — as a procedure which processes and transforms the data — is an integral
phase of the data life cycle. But what steps of the data life cycle are included as part of the data-release mech-
anism is a subjective decision — one which must be made by the data custodian in the course of implement-
ing DP. In fact, the data custodian is, consciously or unconsciously, forced to categorize the steps of the
data life cycle into three consecutive phases: 1) the data-recording phase, which comprises the initial steps
of the data life cycle up until the data-release mechanism starts; 2) the data-processing phase, which consists
of the steps that are performed by the data-release mechanism; and 3) the post-release phase, which covers
all the subsequent steps of the data life cycle. Although it is not always the case (since it depends on the
data custodian’s choice of data-release mechanism), the data-recording phases usually includes data con-
ceptualization and generation, as well as the recording (or measurement) step; the data-processing phase
might involve data cleaning, preprocessing and wrangling, along with the privacy-noise injection; and the

post-release phase may incorporate analysis, visualisation and data re-use.

By delineating where the data-release mechanism ends in the data life cycle, the data custodian defines
the processing-disseminating boundary — the boundary between the second and third phases. And in decid-
ing where the data-release mechanism starts in the data life cycle, the data custodian defines the recording-
processing boundary, which demarcates the first and second phases. This boundary provides us with a
tully-rigorous definition of the domain X: Each x € X’ is a potential input to the data-release mechanism
and these inputs are, by definition, the outputs of the data-recording phase. Therefore, the domain X is

the set of all a-priori potential, or a-posteriori counterfactual, outputs of the data-recording phase.

While important for the data analyst (as illustrated by the debate surrounding the 2020 US Census

“noisy measurement files” (McCartan et al,, 2023)), the processing-disseminating boundary is inconse-
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quential from the perspective of DP, because the post-processing property (Subsection 2.5) implies that
the DP guarantee applies to all data downstream of this boundary. However, the same point does not
apply to the recording-processing boundary: moving this boundary upstream — by re-categorizing data-
recording steps as data-processing — can dilute, or even invalidate, the DP guarantee (Das et al., 20225 Bun
etal,, 20225 Huetal,, 2024). Infact, we will see that the recording-processing boundary plays an important

role in determining the privacy protection actually afforded by a DP mechanism.

The data life cycle of the 2020 US Decennial Census provides an illustrative example. After respon-
dents provide their information (which, to be clear, is not the start of the life cycle), the resulting data is
passed through a number of complex processes, including data coding, editing (to correct implausible or
illogical responses) and imputation (to fill in missing responses) (Cantwell, 2021; Ramirez and Borman,
20215 Marks and Rios-Vargas, 2021). The dataset outputted at the end of these processes is termed the
Census Edited File (CEF), which is the input to the data-release mechanisms of the 2020 Census (e.g. the
TopDown algorithm) (Abowd et al., 2022a). Therefore, the “data-recording” phase of the 2020 Census

includes key steps which would ordinarily be classified as data processing, such as imputation and editing.

The reader may wonder why discussion on the processing of Census data is important to privacy. The
key realization is that, because it is the dataset x € A&’ at the recording-processing boundary which is subject
to the Lipschitz condition (2.3), it is this dataset which is protected by a DP mechanism. As such, DP’s
semantics (i.e. measures of DP’s protection against an adversary — see Subsection 2.3.2) are framed in terms
of inference about this dataset. That is to say, DP semantics assume that the attacker’s target of inference

is the data at the recording-processing boundary (or some subset of these data).

While the Lipschitz condition (2.3) holds for data at the recording-processing boundary whenever the

data-release mechanism is DP, there is no guarantee that this condition holds for data elsewhere in the data
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life cycle. In fact, there are simple examples which illustrate that, without additional assumptions on the
data life cycle, a DP mechanism does not ensure that the Lipschitz condition (2.3) holds for data upstream
or downstream of the recording-processing boundary: Data downstream of any noise-injection will clearly
not satisfy (2.3), at least not with the same privacy loss, and neither will data which is upstream of steps
that impact a query’s sensitivity, such as data-dependent clipping* (Kamath et al., 2023) or imputation
(Dasetal., 2022). (For a more general discussion on this point, see the /inkage inequality of privacy (Wang
etal, 2017).) It follows that only the data at the recording-processing boundary — not data elsewhere in

the data life cycle — are directly covered by DP’s privacy semantics.

The domain X" of a DP mechanism’s flavor is therefore important since it specifies which data is directly
protected by the mechanism. Returning to the 2020 US Census as an example, the domain of the TDA’s
flavor is the set of all possible CEFs, not the set of all respondents’ possible data. As such, it is not the
respondents’ data (i.e. their ‘raw’ Census responses) which are directly protected by the TDA, but rather it
is the edited and imputed data (i.e. the CEF) which receives the DP guarantee. (Moreover, by their choice
of dx, the USCB’s DP analysis treats the CEF as #f it were the ‘raw’ data — see Subsection 2.4.4.) The
TDA’s privacy semantics therefore model an attacker who is interested in learning the edited and imputed

responses, not the respondents’ actual answers.

Because pre-processing steps are pervasive in machine learning and data analysis, similar complications
also arise in many other scenarios beyond the 2020 Census. In addition to the examples of coding, editing
imputation and data-dependent clipping mentioned above, data deduplication, scaling and quantization

are common pre-processing steps which can reduce privacy. That is to say, data downstream of these pre-

*Clipping is also called winsorizing or top- and bottom-coding, depending on the context.
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processing steps will have weaker (or no) privacy guarantees than data upstream; or equivalently, moving
these steps from the data-recording phase to the data-processing phase would require additional noise to
be added in order to maintain the same level of privacy protection (Debenedetti et al., 2024; Hu et al,,

2024).

The data custodian faces anumber of important considerations when determining the recording-processing
boundary. If there were a point in the data life cycle when the data were ‘raw,” then one might reasonably
suppose that the recording-processing boundary should be drawn at that point. Yet ‘raw data’ is an oxy-
moron (Bowker, 2005); data never ‘just exist’ but are always manufactured (Gitelman, 2013). Even so, data
are generally ‘rawer’ at earlier points in their life cycle. This suggests that to effect better privacy protection
a data custodian should set the recording-processing boundary towards the start of the data life cycle. For
example, by including editing and imputation inside the data-processing phase, the data custodian pro-
tects a form of the data which is a closer representation of the collected data (although perhaps not a closer
representation of the respondents’ ‘actual’ — i.e. ‘true’ — information). An extreme example of this ap-
proach is Pufterfish privacy (Kifer and Machanavajjhala, 2014), which mandates that the data-generation
process is included in the data-processing phase. In this case, the data-recording phase ends before the data
is even generated (but crucially, this phase still includes the data conceptualization step), and the protec-
tion objects x € X are not datasets, but rather they are the potential probability distributions which could
(potentially or counterfactually) generate the data (Bailie and Gong, 2024). Alternatively, the goal may of-
ten be to protect the ‘untransformed’, ‘unprocessed’ responses of the data providers (when it is clear what
are the ‘untransformed’ responses). If so, the recording-processing boundary should be set at point of the

life cycle where the data are these ‘untransformed’, ‘raw’ responses.
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We have described why the recording-processing boundary should be set early in the data life cycle.
However, there are also compelling reasons to set the recording-processing boundary later in the data life
cycle. Firstly, some stages of the data life cycle may be out of the data custodian’s control. Pragmatically, it
may be difficult to incorporate these stages in a DP mechanism. If that is the case, the recording-processing
boundary will need to be drawn after these stages. Secondly, DP privacy semantics usually assume implic-
itly that an attacker does not have knowledge of data intermediate to the data-processing phase. This
assumption is reasonable when the data-processing phase is completely contained within a secure comput-
ing environment, but it is harder to justify when the phase includes real-world processes such as survey
sampling. In fact, if an attacker has auxiliary information about a data-processing step (such as knowledge
of who is in the sample), they can partially undo the DP mechanism’s protection, rendering the typical
DP semantic guarantees invalid (Bailic and Drechsler, 2024). Thirdly, because the recording-processing
boundary determines what data is protected by a DP mechanism, there is an ethical consideration when
setting this boundary: What form of the data is the custodian obligated to protect? Returning to the US
Decennial Census as an example, does the data custodian have a responsibility to protect the data as it
is reported by respondents (in which case the data-processing phase should begin immediately after data
collection and include editing and imputation), or should the data custodian protect their best guess of
the respondents’ actual data (in which case the data-processing phase should only begin after processing
the raw responses into the data custodian’s best guess of the actual data and thus editing and imputation
should be included in the data-recording phase)? In summary, it is debatable where the data custodian
should draw the recording-processing boundary. As such, the data custodian’s segmentation of the data

life cycle into the three phases of recording, processing and post-release is a value-laden, but necessary,
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designation.

To conclude this subsection, we reiterate three points. Firstly, the domain X" of a DP flavor matters be-
cause it encodes where the recording-processing boundary is drawn. Secondly, the recording-processing
boundary is important because a DP mechanism protects the data as it is conceived at this boundary. In
the terminology of Seeman and Susser (2023), this is one of the framing effects of a DP flavor. (In fact,
we will see throughout this section that all four components of a flavor contribute to its framing effects.)
Thirdly, understanding the recording-processing boundary is crucial because this places the protection
objects x € A& within the broader context of their data life cycle. Contextualization determines how
the protection objects x € X are given meaning and value (Leonelli, 2019). It defines how x relates to
real-world entities (e.g. the survey respondents) and what real-world quantities x measures (e.g. the re-
spondents’ characteristics). Therefore, the choice of X, as the set of possible data within the context of
the recording-processing boundary of the data life cycle, partly determines the substance of a DP flavor’s

protection by specifying “who” and “what form and kind of their data” is eligible for protection.

2.4.3 THE SCOPE OF PROTECTION: THE MULTIVERSE ¥

The multiverse & is a collection of subsets of the domain X'. The elements of Z are the potential universes
D, and each universe D is a set of mutually-plausible datasets. (For ease of interpretability, we assume
throughout this subsection that the protection objects x,x' € X are datasets, although the discussion
generalizes beyond this case.)

For example, in the 2020 U.S. Decennial Census, any applicable DP flavor must entertain universes
which are delineated by values for the state population totals, as mandated by the U.S. Constitution (see

Theorem 3.3.1 specifically and Proposition 2.4.11 below more generally). Any particular combination
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of state population totals would be accidental upon observation: there does not exist a universal law that
dictates that these totals could not have been realized in a different way. On the other hand, that the pub-
lished Decennial Census accords to the known state population totals is essential to the Census because
it is made to happen by design. It is this essential quality (hence the multiverse &), rather than any acci-
dental observation (i.e. any particular universe D attained), that must be respected by an applicable DP
mechanism. Therefore, the multiverse commands careful treatment in a DP specification, to ensure that
no information of accidental nature leaks through privacy protection, such as those illustrated in Gong

and Meng (2020) which render the celebrated composition property of differential privacy inapplicable.

One may see the distinction between the multiverse and a universe as analogous to the difference be-
tween the conditional probability P(:|Y) conditioning on a random variable ¥ and the conditional prob-
ability P(:|Y = y) conditioning on an event {¥ = y}. The random variable Yis the essential quality and
the event {¥ = y} an accidental observation; in the same way, a DP specification is concerned with the
essential nature of a data-release mechanism 7; rather than the properties of 7"within some particular, but

accidental, universe D.

A DP specification requires that, for every data universe D € &, the Lipschitz continuity condition
must hold in the space D — but not necessarily in the space X'. This distinction is crucial because x typically
has high dimension, and we could plausibly demand for Lipschitz continuity along every dimension — i.c.
we could require that the ‘derivative’ V, P, is bounded by ¢ in every ‘direction’ v = % (Here we write
the derivative as the gradient V, P, to emphasise the intuition that the derivative can be taken in multiple

directions.) By limiting the choices of &/, restricting D decreases the directions v for which the directive

VP, is bounded. Therefore, reducing the size of the universes strictly weakens the privacy protection in
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two senses: 1) it limits the datasets x that are protected to those in some universe D; and 2) it reduces the
protection afforded to each of these datasets x € D by limiting comparisons to other datasets ' which are

also in D. This is the sense in which & defines the scope of the protection given by a DP flavor.

In practice, it is often the case that the multiverse & is induced via a set-valued function that we call
the universe function D(-) : X — 2%, which associates every potential dataset x € X with a universe

D = D(x) C X. In this case, the multiverse Z = {D(x) } v x is the image of the universe function D.

An important class of universe functions encodes 7zvariants: exact quantities calculated from the con-
fidential dataset. Due to legal and policy mandates, or other guidance, invariants are published as-is. From
the perspective of data utility, invariants are thus restrictions on the output of a mechanism. Conversely,
from the perspective of data privacy, invariants are restrictions on the input, or more exactly, on the data

multiverse &. For this work, we are particularly interested in universe functions of the form

D.(x) = {x’ EX:c(x) = c(x)}, (2-4)

for a given deterministic function ¢ : X — R’ Here the function ¢ describes the features ¢(x) of the
dataset x which are taken to be invariant. We call D,(-) the invariant-induced universe function and its

image {D,(x) }vex the invariant-induced multiverse Z,.

Note that invariants of this form define an equivalence relation ~ over its domain &', defined by x ~ X
if c(x) = ¢(x'). Hence, the data universe function (2.4) induces a partition of X’ indexed by the image of

the invariant function c.

Example 2.4.10. Let the dataset be an contingency table of 7 X 7 records taking non-negative integer

values: X = (NT)”*% Suppose the function ¢ : (N*)”*? — (N*)”*” tabulates the column- and
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row-margins:
m m n n
o(x) = <Zxﬂ,...,me,ZxU,...,mej>. (2-5)
=1 =1 j=1 j=1

The data curator may treat the column- and row-margins of the confidential dataset as invariant. This
would be equivalent to employing the universe function D,(-) as defined in (2.4) using the function ¢
from (2.5), since D,(+) ensures that only pairs of datasets x, ' with the same column- and row-margins are

subject to the Lipschitz condition (2.3) of the DP specification.

In some applications, there are also inequality invariants (Abowd et al., 2022a). As an example of such
an invariant, the 2020 US Decennial Census requires that the reported number of group quarters in any
geographical unit is at most the number of persons in that unit. More generally, an inequality invariant
is of the form f{x) < 0 for some function /' : X — R. Such an invariant can be incorporated in our

framework by defining

1 ifflx) <0,
o(x) = (2.6)

0 ifflx) > 0.

While weakening the Lipschitz condition (2.4.4) via a non-vacuous multiverse Z leads to a reduction
in actual privacy protection, this complication is necessary in many real-world applications of DP. (A mul-
tiverse is vacuous if, for all distinct x # &' € X with dy(x,%') < 0o ordy(¥/,x) < 0o there exists a
universe D € 2 withx, 2’ € D.) In addition to the examples from the literature referenced in Subsec-
tion 2.3.2, we prove in Subsection 3.3 that an invariant-induced multiverse &, is necessary for describing
the DP guarantee of the 2020 U.S. Census. Furthermore, the practice of empirically restricting the data
universe is typical in statistical disclosure control and data analysis more broadly. Top-coding — where one

sets a maximum limit on a continuous variable, usually after looking at the raw data — is one common
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example.
In the following two propositions, we will see that the interpretation of the value of ¢ cannot be isolated
from the multiverse 4, and indeed this complicates the comparison of privacy loss budgets across different

applications. For these two results, fix a domain X and invariants ¢ : X — R’

Proposition 2.4.11. Forany dx and Dy, the mechanism T(x) = c(x) that releases the invariants exactly
satisfies ep-DP(X , D, d x, Dpy) with privacy loss budget ep = 0 forall D € 9,

Now suppose Dp,(P,Q) = oo if dry(P,Q) = L5 Ler D be a multiverse such that there exists some
universe Dy € 9 and some x,x' € Dy with dx (x,x") < 00 and c(x) # (x'). Then T does not satisfy

ep-DP(X, 9 ,dx, Dy;) whenever ep, < <.

The results of Proposition 2.4.11 also hold if 7 is any multiverse with ¢ constant within every universe
D € % (ie. ifc(x) = () forallx,x’ € Dandall D € Z). The following result is the converse of

Proposition 2.4.11.

Proposition 2.4.12. Suppose that a mechanism T varies within some universe Dy € D in the sense that there
existsx,x € Dowithdxy (x,x') < 00 but P, # P. When Dy, isa metric, Tsatisfiesep-DP(X, 2, d x, Dp;)

only if ep, > 0.

These two propositions demonstrate that in order to formulate DP with invariants ¢, it is necessary
and sufficient to limit the Lipschitz condition via the invariant-induced universe function D,. Necessity

follows from the second half of Proposition 2.4.11: if there are datasets x, ' € D, with different values on

SWe write drv to denote the total variation distance (or statistical distance). dv(P,Q) = 1 means that the
probability measures P and Q have no common support. The assumption dv(P,Q) =1 = Dp,(P,Q) = oo is
satisfied by most common choices of Dp.
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the invariants, then releasing the invariants exactly would require ep = 0o. Sufficiency is described in two
parts: 1) the invariants can be released exactly without privacy loss (by the first half of Proposition 2.4.11);
but 2) any additional information (not logically equivalent to the invariants) cannot be released without
incurring privacy loss (by Proposition 2.4.12).

As a concrete example of how the meaning of the privacy loss budget ep changes with &, consider
evaluating the same mechanism 7 against two DP flavors (X', 7, dx, Dp,) and (X, D, d ', Dp,) which
difter only on their invariants. Suppose the second set of invariants are nested within the first; that is, ¢ is
strictly more constraining than ¢’. (For example, ¢ are population counts at the block level and ¢’ are counts
at the county level.) Then 7’s privacy loss ¢7,, under & cannot be smaller and may be strictly larger than

T’s loss ep under Z,, for any D’ C D. We formalize this statement in Proposition 2.4.13.

As we repeatedly emphasize, it is dangerous to think that the ¢-release is indeed afforded with less privacy
protection than the ' -release because there is privacy leakage due to specifying additional invariants, which
is not captured by the “within-system” privacy evaluation ¢. Indeed in the extreme example where ¢ is an
injective function so that the universes D are singletons, there is no privacy protection afforded by the DP
specification ep-DP(X, Z,, d x, Dp;) regardless of the choices of dx, Dp; and ep. This point is crucial to

understanding the comparative analysis between the PSA and the 2020 TDA as presented in Section 3.4.

Proposition 2.4.13. Suppose that D and D' are nested in the sense that, for all D' € D', there exists
some D € D such that D' C D. (That is, 7' is a refinement of 2.) Then, for all privacy loss budgets

er 1 D' — [0, 00|, we have

M(X,@,dX,DPr,ZD) CM(XaglaanDPrv‘ng/% (2'7)

where ep = inf{e, : D' € P’ with D' C DY} is the budget under 9. Further, (2.7) holds for all privacy
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loss budgets ep : D — [0, 00| when e, = inf{ep : D € P with D' C DY} is the budget under 7'

This proposition illustrates that refining the data multiverse weakens the protection provided by a DP
specification. As we have stated, this is (intuitively) because reducing the comparisons between protection
objects reduces the dimensions along which Lischitz continuity is required. The operation of refining the

data multiverse is mathematically equivalent to redefining d v, as shown by the following proposition.

2.4.4 THE PrOTECTION UNITS: THE INPUT PREMETRIC d v

Because information is generated by variations — and differential privacy is the control of variations — we
need a way of measuring how P; varies as x € X is altered. To do so mathematically, we first need to have

a measure of change inx € X' In the context of DP, the general notion of premetric is usetul.

Definition 2.4.14 (premetric). A premetricdonasetSisafunction SX.S — [0, 0o] satisfyingd(x, y) = 0

ifx = y.

A premetric generalizes the mathematical concept of a metric, because it is not required to be symmetric,
positive for distinct points, nor does it need to satisfy the triangle inequality. While many of the premetrics
used in DP are metrics — such as the multiplicative distance adopted in the original formulation of DP
(Dwork etal., 2006b) — the more general notion of premetric is needed because it has been used in forming
various approximations to the multiplicative distance, as we shall see in the next subsection, and because it
has been used in generalizing Dwork et al. (2006b)’s notion of neighboring datasets, as we explore in this
subsection.

The input premetric dx of a DP flavor (X, 2,dx, Dp) is 2 mathematical tool which encodes the

flavor’s protection units — that is, the entities that an attacker is assumed to be interested in, or the entities
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that the data custodian wants to directly protect. Although common narratives focus on an individual’s
personal information as the adversary’s target, many applications are concerned with protecting the privacy
of other kinds of units, such as households, businesses, messages, transactions or even single attributes. In
the literature, the protection units are ordinarily implied by the neighboring datasets, that is, the pairs
of datasets that “differ by one entry” (as stated in Definition 2.3.1). Here “an entry” refers to the data
associated with a single unit and “differ by one entry” refers to changing a unit’s attributes as recorded in
the dataset, or to changing the indicator of whether a unit is included in the dataset or not. In this way,

exactly one protection unit’s data changes when x is counterfactually altered to a neighboring x.

The input premetric d y provides a way to encode neighboring datasets: x,x’ € X’ are neighbors if and
only if dx(x,x') = 1. Hence, dx also provides a way to describe the protection units: A protection unit
is an entity 7 for which there exists x, &’ € X with dy(x,«’) = 1such thatx and «’ differ only on 7’s data.

Put simply, a protection unit is an entity whose data is the difference between neighboring datasets.

While we have described how to derive the protection units from the input premetric d x, typically in
practise, the protection units are actually chosen first. In the process of implementing DP, the data cus-
todian will usually determine the entities that they want to directly protect. These entities will then serve
as the protection units. As mentioned earlier, they could be persons, businesses, households, interactions
with a website or service, etc. After deciding upon the protection units, the data custodian will then select
an input premetric which encodes their choice of protection units. By ‘encoding protection units’, we
mean that this input premetric d y satisfies the requirement: dx (x, x") = 1ifand only if x and &’ differ on
a single protection unit’s data. For example, if the data custodian’s desired protection units are individual

persons, then they could select the Hamming distance ;. on person-records as their input premetric.
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The Hamming distance d’;l x,x) on person-records between two equal-length databases x and «’ is the

am(
number of records — where each person is associated with a single record — which differ between x and «/.
(See Appendix A.4 for a precise definition, along with the definitions of other common choices for d x.)

Hence dilam (x,x") = 1if and only if x and &’ differ on the attributes of one individual, which is one of

the data custodian’s protection units.

In the above discussion, we did not explain what is meant by ‘an entity’s data.” Since this is critical
for understanding what protection units are encoded by an input premetric, and hence what entities are
protected by a DP mechanism, this deserves some attention. In simple cases, it is obvious which entities
each data point concerns. Hence, a rudimentary definition of ‘entity 7’s data’ is all the data points which

are concerned with 7.

In more complex cases, it may not be clear which entities a data point concerns. This can make it diffi-
cult to determine the protection units. To illustrate this complexity, we return to the 2020 US Decennial
Census. As discussed in Subsection 2.4.2, the domain X is the set of all Census Edited Files (CEFs), and
each CEF x € X can be represented as a dataset of person-records. The input premetric . is the Ham-
ming distance 45y, on these person-records (Abowd et al., 20224). Therefore, one might naturally sup-
pose that the protection units are individuals. However, in producing the CEF, the Census Bureau copies
the records of a donor household to impute the missing records of a nearby, recipient non-responding
household (Ramirez and Borman, 202.1). In this way, the data of a donor individual can be associated with
multiple person-records in the CEF: the donor’s original record; and zero, one or more imputed records.
Plausibly, an imputed record may concern either 1) the recipient only (since it contains the geographical

information of the recipient, not the donor, and since it may be considered as the Census Bureau’s best
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guess of the recipient’s data); 2) the donor only (since it is a copy of the donor’s response); or 3) both the
recipient and the donor (by a combination of the previous two rationales). The protection units of the
2020 Census are individual persons only in the first of these three possibilities, because, in the other two
cases, d%am (x,4/) > 1 whenever x and &’ differ on a donor’s data, and so donor individuals cannot be
protection units.

Since in certain scenarios it is unclear which entities a data point concerns, a more sophisticated defi-
nition of ‘an entity’s data’ is required. At the core of DP’s philosophy is the conceptualization of privacy
as indistinguishability: under DP, an attacker should not be able to distinguish between two protection
objects x and «/ (which are in the same universe and have smaller input premetric). Equivalently, DP is
concerned with masking the difference between such x and «’. If we want to mask an entity, what really
matters is the influence of the entity on the protection objects. Therefore, we properly define ‘an entity’s
data’ as the data points which change when the entity counterfactually alters their behavior or attributes
during the data-recording phase. By the definition of the protection units above, it follows that the pro-

tection units are those entities with the following property:

There exist two counterfactual runs of the data-recording phase which are the same in every
regard except that the entity behaves differently (or has different attributes) in these two runs.
Suppose these two runs produce the protection objects x and . Then dy (x,«') = 1.

In making this definition, we must assume that the probability distributions of the protection units
are mutually independent (except for deterministic or logical constraints between units, such as those in
graph data). This allows a protection unit to change their behavior without affecting the rest of the data-
recording phase, except in deterministic ways. (If non-deterministic dependencies were allowed, the result-
ing outputs x and ' would not even be well-defined.) This is a necessary assumption to avoid modelling

the data-recording phase, as is typically desired. Yet it is also why a generalized strong adversary assump-
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tion (or one of its relaxations) is necessary for translating DP specifications into privacy semantics (see

Subsection 2.3.2).

The above definition of ‘an entity’s data’ resolves the ambiguity in the 2020 Census’s protection units.
A donor can behave differently in the data-recording phase by altering their response to the Census. Their
behavior affects multiple records — their own and their recipients’ — and hence the resulting CEFs x and
¥’ would have dﬁam (x,x") > 1. The 2020 Census’s protection units are thus ‘post-imputation persons,’
those (fictional) entities with data that is exactly one record in the CEF, so that the attributes of a ‘post-

imputation person’ can be altered in the data-recording phase without affecting other records in the CEF.

The distinction between ‘post-imputation persons’ and real world persons is important. Notably, a
donor individual’s privacy is not protected at the nominal level given by the privacy loss budget of the
2020 Census. In fact, because the Hamming distance induced by persons as protection units is smaller
than d%,__, donor individuals receive strictly less protection than prima facie indicated: a donor’s privacy
loss is increased by a factor equal to the number of their recipients, as demonstrated by Proposition 2.4.15
below. The important realization is that df;__ treats the CEF as if it consists of ‘raw’ Census responses; yet
an examination of the data-recording phase belies this misconception. Fundamentally, an input premetric
dx measures changes in data — but, as we discuss extensively in Bailie et al. (2025¢), data are accidental
representations of essential information (Robertson Ishii and Atkins, 2023). As such, what really matters
is the information encoded in the data, not the data itself. If a premetric 4y allows for the manipulation
of data values without respecting the underlying data-generating process, it contradicts the information
in the data and so cannot encode real-world protection units, but only fictitious ones. As we also saw in

Subsection 2.4.2, there is therefore the potential for a disconnect between DP’s protection of data values
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and the protection of an individual unit’s information. We re-emphasize Subsection 2.4.2’s point of the
necessity of placing the data in the context of its life cycle in order to understand this disconnect and, hence,

to understand the privacy actually afforded by a DP mechanism.

The protection unit is a useful concept for translating the input premetric 4y into a measure of real-
world privacy protection. Yet dy cannot always be interpreted in terms of protection units. There are
cases where there are no protection objects x, ¥’ € X with dx(x,x’) = 1; and there are cases where a
value of dx(x,«') = 1is not imbued with any special significance (see Chatzikokolakis et al. (2013) and
(Desfontaines and Pejé, 2020, Section 4.3), as well as the references in Subsection 2..3.2). However, there
is a second, more general, interpretation of the input premetric d y', which is more broadly applicable than
the notion of the protection units: dy is the yardstick (i.e. unit of measurement) against which the rate
of change in output variations is measured. By this statement, we mean that dx serves the role of the de-
nominator in the ‘derivative’ %. Mathematically, d x specifies which counterfactual input alterations are
permissible — an alteration of x € X is permissible whenever it results in some &’ with dx (x, %) < o0

— while also quantifying these alterations according to the corresponding value of dx (x, x’). This quan-

tification is the yardstick of data alterations — “the dx” — against which changes in the output variations —

“the dP,” — are benchmarked.

Moreover, shrinking (or enlarging) this yardstick corresponds to decreasing (or increasing) the granu-
larity of privacy protection. That is, decreasing the value of dx (x, x") — which intuitively corresponds to
increasing the size of the protection units — translates to protecting larger changes in x. For example, the
data custodian might want household-level data to be the protection units, instead of person-level data.

This would be equivalent to using an input premetric 4% with the property d% (x,%') = 1 whenever x
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and «’ differ on the data belonging to a single household. This household-level premetric dg( is smaller

than the analogous person-level premetric dI;(:
dby < dy < bdly,

where bis an upper bound on the number of people in a single household. Hence, a unit with respect to %,
can correspond to & units with respect to de. By decreasing the granularity, more data is being protected
per unit change in the yardstick dx. This results in a stronger DP flavor, as the following proposition

demonstrates:

Proposition 2.4.15. Fixa domain X and let dx ,d"y be two input premetrics satisfying
ldy < d'y < udy,
for some constants 0 < | < u < oo. Then

M(X7 .@,dX,DPr,ED) C M(X7 gad.l)(aDPra‘ED/Z)a

and

M(X, @,d’;(,Dpr,ED) C M(X, @,dx,Dpr,uED).

Thus, the input premetric dx provides a notion of granularity (or resolution) of the protection af-
forded by a DP specification ep-DP(X, Z,dx, Dp;). A specification with lower granularity is stronger:
Ifdy < d'y,thenep-DP(X, 2,dx, Dp,) is a stricter condition than ep-DP(X, 2, d',,, Dp;). The intu-
itive justification of this result is that ep-DP(X', Z, dx, Dp;) protects more data per unit change in dx
than ep-DP(X, 2,d",., Dp;).

In addition to d x’s ability to generalize the notion of neighboring datasets (as in the examples presented
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in Subsection 2.3.2), another advantage of using a divergence d x in the definition of DP - instead of the
notion of neighboring datasets — is that it enables the quantification of privacy protection beyond what
is required by the original DP formulation of Dwork et al. (2006b). Comparing Definition 2.3.1 with
Definition 2.4.2, we can see that the former places restrictions only on datasets x and x’ that are neighbors
(that is, only when dx (x, ") = 1), while the latter holds for all pairs regardless of the value of dx (x, x’).
However, this does not necessarily imply that the latter definition is a more stringent requirement. A
simple way to see this is that we can always define dx (x,x) = 0o when x and " are not neighbors, in
which case Definition 2.4.2 would be satisfied trivially for any non-neighboring x and «’.

One real value of using 4 x instead of the notion of neighbors perhaps is best seen by considering what
will happen for datasets x and ’ which differ by # entries, under the original Definition 2.3.1. For sim-
plicity, let’s assume # = 2, and x = {x1,x2,¢} € Dand«’ = {{,x),c} € D, where ¢ represents the
common part of xand x’. Let ¥ = {1, %}, ¢} and assume it is also in D (this is not a trivial assumption in

general). Then because x is a neighbor of both x and &/, we have from (2.2) that

P(T(x, U) = 1)
P(T(<,0) = 1)

P(7(x, U) = 1)
P(T(% U) = ¢)

P(1(x, U) = ¢) _
In In + |In W <e+4e=2e. (2.8)

We can see that the factor 2 corresponds to £ = 2, and the above derivation is easily replicated with general
k € N. Hence when we adopt the Hamming distance for d ', we see that (2.2) holds for all (legitimate)
pairs, as long as we replace ¢ by dx (x, «')e, which is a special case of (2.3). (This is related to the concept
of group privacy; see Dwork and Roth (2014).) Two other values of using dx instead of neighboring
datasets is 1) in applications where there is no appropriate notion of neighbors, for example, in geospatial
data (Andrés etal,, 2013) and 2) when there are invariants (or more generally when there is a non-vacuous

multiverse), because invariants often imply that there are no pairs of datasets x and «’ in the same data
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universe D with d x (x, x') = 1and hence restricting to such datasets would result in a vacuous DP flavor.

In a nutshell, using a premetric d » makes explicit the protection bounds for all pairs of datasets, with-
out losing the intuition of neighbors as the protection units. It also allows us to explicitly write a DP
specification as a Lipschitz condition, thereby explicating that the essence of DP is to limit the change of

variations per unit change in x, where “unit change” is precisely defined by d x taking the unit value - one.

2.4.5 THE STANDARD OF PROTECTION: THE OUTPUT PREMETRIC Dp,

Having formulated changes in the input x via dx, we now explicate the measure of change in the output
variations. Output variations are captured by the probability distribution of the data-release mechanism
T given an input x, so we need to measure change in terms of these probability distributions. Pure e&-DP
(Definition 2.3.1) uses the multiplicative distance Dityrr (which is also termed the max-divergence in some

contexts) to measure this change:

P
In —= ‘ if P and Q are on the same measurable space (Q, %),
DMULT(P7 Q) = &7

00 otherwise,

(2.9)

where we define % = 1when P(S) = Q(S) = 0. (The multiplicative distance is strongly equiva-

lent (in the sense of metrics) to the density-ratio metric (Wasserman, 1992).) For & < 00, the condition
Do (P, Q) < bis equivalent to P and Q being mutually absolutely continuous and having densities
(with respect to a common dominating measure ) whose ratio is g-a.e. bounded by exp() (Bailie and
Gong, 2024). When P and Q are probabilities Py, Py for the output of 7, this condition translates to

bounding the log-likelihood ratio (or, in other terms, the log-Bayes factor) between x and «’. Thatis, pure
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e-DP is equivalent to the condition:

Lix|#)
n [w )

] < edy(x,'),
uniformly for almost all # € T and all x, &' € X, where L(x | £) = py(7 = ) is the likelihood func-
tion. (Here p, is the density of P,.) The use of the multiplicative distance to formulate a mathematical
formalization of privacy is therefore justified by the law of likelihood (Hacking, 1965), which asserts that
this likelihood ratio L(x | £) /L(«’ | #) is the degree to which the output # supports the hypothesis that the
true input dataset is x rather than x/. By bounding this likelihood ratio, pure &-DP restricts the degree of
support for x against & to at most exp|ed.x (x, x')].

Yet requiring that this property hold for all outputs # — even those # which are highly-improbable - is
a stringent condition. For additive noise, it requires a fat-tailed noise distribution, with density e_O(|x|),
which rules out Gaussian noise for example. This motivates the study of different ways to measure the

change in the output variations. We capture these various different ways with the unifying concept of a

‘probability premetric’:

Definition 2.4.16. Let P(q ) be the collection of all probability measures on the measurable space

(Q, F). Let P = U(Q,y‘) P(a,#) (where the union is over all measurable spaces (Q,.%)) be the col-

lection of all probability measures. A probability premetric Dy, is a function P x P — [0, 00| satisfying
* Dp(P,Q) =0if P = Q;and

* Dp:(P,Q) = o0 if P and Q are on different measurable spaces (that is, P € 73(97 F) and Q €

P(Q/’g—/) Wlth (Q, 3?) ;é (Q,, y,))

Most distances and divergences encountered in statistics and probability theory (including the total
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variation distance, the KL-divergence, the Rényi divergences, the Hellinger distance, the ;[z—divergence,

the integral probability metrics and the Wasserstein distances) are probability premetrics.

Many of the most popular variants of DP simply replace the multiplicative distance Dyfyr for some
other probability premetric Dp,. (Note that technically these variants refer to families of DP flavors, since
they leave the other three building blocks unspecified.) For example, approximate (¢, 9)-DP (Dwork et al.,

20064a) uses the d-approximate multiplicative premetric D3 (P, Q) for Dpy:

D (P.Q) = sup
SeF

,In

%Jﬂﬂ—ﬂ*

Q(s) — o
Q) ”}

P(S)

for P,Q € P(q, ), where [x]* = max{x, 0}. (Clearly D3,...(P, Q) reduces to MuLT(P, Q) when

MuLt

)

0 = 0, but for & > 0, it is generally not a metric. Dy, .

is the symmetrization of the J-approximate
max-divergence (Dwork et al.,, 2010b).) And p-zero concentrated differential privacy (o-zCDP) (Bun and

Steinke, 2016) uses the normalized Rényi metric DNor for Dpy:

Dron(P, Q) = sup — = max{ /D.(PI[Q), vD.(QIIP) }.

a>1 @

where D, is the Rényi divergence of order a:

. f [j—g} adQ, if P is absolutely continuous wrt. Q,

a—1

D,(P||Q) =

00 otherwise.

Here Zi% is the Radon-Nikodym derivative of P with respect to Q. (Note that we reparameterize p so that
Dyor is a metric (Bailie et al., 2025a). This is similar to the parameterization of zCDP given in Canonne
etal. (2022). The original parameterization p in Bun and Steinke (2016) is equivalent to p* in our formu-

lation of zCDP.)
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Conceivably, when defining a DP specification, any probability premetric Dp, could be used, such as
the total variation distance or a Wasserstein distance. But some choices of Dp; are more appropriate for
capturing the notion of data privacy than others. For one, DP flavors are commonly required to be well-
behaved, in the sense that 1) the aggregate privacy loss increases smoothly with additional DP data releases;
and that 2)) transformations of the released data do not have weaker DP guarantees than the released data
itself. We will show in Subsection 2.5 that these properties of a DP flavor — called ‘closure under composi-
tion” and ‘immunity to post-processing’ respectively — are consequences of the choice of Dp,. (For example,
a DP flavor with any of the above choices for Dp, will always satisfy composition and post-processing.) It
is natural to select a probability premetric Dp, which ensures the composition and post-processing axioms

are satisfied. This is one argument for using some probability premetrics Dp, over others.

More fundamentally, DP’s goal is to limit a specific type of inferential disclosure and the probability
premetric Dp, plays a crucial role in doing so. For example, all of the above probability premetrics are
concerned with the likelihood ratio L(x | #)/L(x’ | #) in some way and hence they limit likelihood-based
inference (such as hypothesis testing and most Bayesian inference). (For specifics, see the references on
DP semantics given in Subsection 2.3.2.) Adopting choices of Dp, that do not involve the likelihood ratio

should require similar justification in terms of their impact on inferential disclosures.

By comparing P, and P, the probability premetric Dp, specifies how to measure differences in varia-
tions in the output ¢. Because inference is derived from the information inherent in these variations, Dp,

is the standard of privacy protection afforded by a DP specification.
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2.4.6 MULTI-PARAMETER BUDGETS

Many existing DP definitions, such as (¢, 9)-DP, have multi-parameter privacy loss budgets. There are
two options for incorporating these definitions into our system. Firstly, all but one parameter may be in-
cluded inside Dp,. This is the approach taken in the previous section when we showed that the probability

premetric Dp, corresponding to (g, 8)-DP is D3, ..

The second option is to generalize the definition of a probability premetric to have a multidimensional
codomain [0, 00, and replace the inequality < in the Lipschitz condition (2.3) with the pointwise partial
order on [0, 0o]?. (Recall that this partial order is given by x < yif x; < y; for all 7.) This is the approach
taken in £DP (Dong et al., 2022), where Dp, (P, Q) is the tradeoff function 7r(P, Q) € [0,1]!. (Recall
that the tradeoff function 77(P, Q) maps 2 € [0,1] to the infimum type II error over all level-« tests
of P (the null) versus Q (the alternative).) Under this approach, (o, dy)-DP would correspond to the
probability premetric Dy, , which maps a pair (P, Q) € P? to the function § — D3;,,.(P, Q), along

with the privacy loss budget £(+) € [0, 00]*!] given by

i) ifo = 50,
£(9) =

0o otherwise.

Using a multidimensional probability premetric does not affect our formulation of DP specifications as
Lipschitz conditions. For simplicity, we will not consider multidimensional probability premetrics further,

although all ideas in this paper can be naturally extended to account for this generalisation.
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2.5 PosST-PROCESSING AND COMPOSITION

Two common desiderata for a DP flavor are immunity to post-processing and closure under composition.
This subsection will express these two properties using the vocabulary of Section 2.4. We will then show
that these desiderata are consequences of the choice of Dp; (except in trivial edge cases).

Closure under composition means that the overall privacy loss smoothly increases as more DP outputs

are released. For simplicity, we present the case where the increase in privacy loss is linear:

Definition 2.s.1. A DP flavor (X, Z,dx, Dp;) is closed under linear self-composition if the following

statement holds: For all data-release mechanisms

T11XXM1—>71,

Tz:XXZ/{z—),Tz,

and all privacy loss budgets 5%) , zg) ,if 71 and T both satisfy the DP flavor (X', 2, d x', Dp,) with budgets

E(Dl) and Eg) respectively, then the composition mechanism (formally defined in Appendix A.s),

(Tl,Tz):XXZ/ﬁXUz—)'HX'rz,

(x, (ul,u;)_)) — (T(x, uy), T(x, uz)),
also satisfies (X', 2, d x, Dp,), with budget zg) + zg).

Often a DP flavor is closed under the composition of data-release mechanisms 77 and 75 only when the
mechanisms’ seeds Uy, U, are independent (Bailie and Drechsler, 2024). When the composition (77, 7%)
satisfies (E(Dl) + Eg) )-DP(X, 2,dx, Dy;) for T1 and T, with independent seeds, we say that the DP flavor

(X, 92,dx, Dy) is closed under linear, fresh self-composition. (For a discussion of why non-fresh composi-
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tion is important, see Appendix A.s.)
Immunity to post-processing means that any transformation (i.e. post-processing) of a DP output is

also DP, with the same privacy guarantee:

Definition 2.5.2. A DP flavor (X, Z,dx, Dp,) is immune to post-processing if the following statement
holds: For all data-release mechanisms 7 : X x U — T, all functions f : 7 — 7T and all privacy loss
budgets ep, if T'satisfies ep-DP (X', Z, d x, Dp;) then the post-processing mechanism fo7: X xU — T’

(formally defined in Appendix A.s) also satisfies ep-DP(X', Z, dx, Dp; ).

Post-processing and fresh composition are properties of the output premetric Dp, only. Thatis, (except
for trivial edge cases) whether or not a DP flavor (X', 2, d x, Dp;) is immune to post-processing or closed
under fresh composition depends only on Dp;, as illustrated by the following two propositions.

Recall that P #) is the set of all probability measures defined on the measurable space (Q, 7).

Proposition 2.5.3. Fixa probability premetric Dy.. The DP flavor (X, 2,dx, Dy, ) is cdlosed under linear,
Sresh self-composition for all choices of X, 9 and d x if and only if, for all P, Q € P z)and allP', Q" €
P77y

Dpr(P x P',Q x Q) < Dpe(P, Q) + Dp:(P', Q). (2.10)

Proposition 2.5.4. Fix a probability premetric Dp,. The DP flavor (X, 9, dx, Dyp;) is immune to post-
processing for all choices of X, D and dx if and only if; for all P,Q € Pq 7, and all measurable f
(Q,7) = (O, 7,

Dp:[P,Q] = Dp[i(P),A(Q)], (2.11)
where f(P) is the push-forward probability f,.(P)(S) = P[f(S)].
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When fis a randomized function, (2.11) is the data-processing inequality for Dp, (Cover and Thomas,
2005). Immunity to post-processing by a random f'is implied by non-random post-processing (Defini-
tion 2..5.2) by first composing 7" with the random seed of /, which has zero privacy loss since it is constant
in x (see Appendix A.s).

Blackwell’s theorem establishes a connection between post-processing and the tradeoff function 77,
which is defined as follows: For P,Q € P(q ), the tradeoff Tr(P, Q)() is the supremal power of a
level-« test between P (the null) and Q (the alternative). A recent result of Su (2024) shows that (2.11)
implies Dp; is a function of 77. We extend this result by proving the converse, thereby establishing another

characterization of post-processing:

Theorem 2.5.5. Fix a probability premetric Dp,. The DP flavor (X, 9, d x , Dp;) is immune to (random-
ized) post-processing for all choices of X, D and dx if and only if Dy, = A o Tr for some non-decreasing

function A.

It is straightforward to verify that Dp; = Dyfy.r satisfies (2.11) and (2.10). Hence, the DP flavor (X,
9,dx, Dyurr) is always immune to post-processing and closed under linear, fresh self-composition. The
DP flavor (X, 2, dx, Dnor ) is also immune to post-processing and closed under fresh self-composition.
However, instead of linear composition 5%) + sg), the privacy loss of (77, T3) is bounded by 1 /0? + 03
when T satisfies p -DP(X', Z,d x, DNor ) (assuming 77 and 75 have independent seeds).

We leave to other work discussion on the composition of multi-parameter flavors — such as (X', 2, d x,

D§

Rorr)» Which measures its privacy loss budget in terms of ¢ and 9 (Dwork et al., 2010b; Kairouz et al.,

2017; Steinke, 2022) — and the composition of multiple DP flavors (e.g. what flavor does 7' = (77, 75)

satisfy for mechanisms 77 and 7, which satisty different DP flavors?). This second topic is important for
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quantifying the total privacy loss across multiple DP data releases in the likely scenario that these releases
do not all share the same DP flavor. (For example, different preprocessing procedures may be used for the
different data release, so that the DP flavors have different values for their domain X.) In this scenario,
self-composition does not apply and so new results on the composition of multiple flavors will be needed

in order to assess an individual’s aggregate privacy loss.
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Invariant-Preserving Deployments of
Differential Privacy for the US Decennial
Census!

3.1 MOoOTIVATIONS AND CONTRIBUTIONS

3. 1.1 DATA PrIvaCcY WITH INVARIANT CONSTRAINTS

IN 2018, THE UNITED STATES CENSUS BUREAU (USCB) announced an overhaul of its disclosure avoid-
ance system (DAS) (Abowd, 2018). The DAS for the 1990, 2000 and 2010 US Decennial Censuses primar-
ily consisted of a data swapping method (Dalenius and Reiss, 1982; Fienberg and McIntyre, 2004), which
permuted the geographical data of a randomly selected subset of households (McKenna, 2018). The pro-

tection provided by this statistical disclosure control (SDC) method has traditionally been justified with

"Based on work coauthored with Ruobin Gong and Xiao-Li Meng.
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intuitive arguments. In contrast, the DAS for the 2020 Census would be redesigned from the ground up
with the primary goal of supplying a mathematical guarantee of protection. Moreover, this guarantee, the
USCB decided (Abowd, 2018), must be some type of differential privacy (DP) (Dwork et al., 2006b) —
a large family of technical standards (Desfontaines and Pejo, 2022) which characterize the ‘privacy’ of an

SDC method in terms of its sensitivity to counterfactual changes in its input data.

However, there were other priorities for the 2020 Census, some of which complicated a straightforward
adoption of DP. In particular, state population counts are legislatively required to be published exactly as
counted, whereas, DP — at least as originally defined in Dwork et al. (2006b) - requires that these counts
be infused with random noise. The USCB’s TopDown Algorithm (TDA) addresses this conflict by first
adding DP-calibrated noise to all of the 2020 Census data and then removing this noise from a set of key
statistics, called zzvariants, via a complex optimization procedure (Abowd et al., 202.2a). These invariants
include not only the state population totals but also the counts of housing units at the lowest level of Cen-
sus geography, amongst other statistics (see Table 3.4). (More generally, invariants refer to any summaries

of the confidential data that are released without modification.)

A complete and rigorous assessment of TDA’s mathematical guarantee of protection must address the
entire procedure, including both the noise infusion in the first step and the noise removal due to the in-
variant constraints in the second step. A guarantee for the first step is easy to determine, because it follows
an established DP method for adding noise to the confidential counts (Canonne et al,, 2022). However,
the second step, as the Census Bureau’s own assessment makes clear (Ashmead et al., 2019), is particularly
challenging to analyze because it does not immediately align with standard formulations of DP, includ-

ing those which the 2020 DAS invoked (zero-concentrated DP), referenced (approximate DP), or at some
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point considered (pure DP) (Abowd et al., 2022a).

The issue is that these formulations of DP do not permit consideration of the multiple counterfactual
data universes induced by TDA’s invariants. Yet, as we will see, to spell out these universes is key to ar-
ticulating TDA’s actual guarantee of SDC. This same point also applies to any data swapping algorithm,
which by definition keeps invariant all counts that are unaffected by its swapping operation. However,
these invariants are inevitably much more numerous than the TDA’s — an important observation when
comparing data swapping with the TDA because, as the number of invariants increases, their impact ranges
from negligible to completely nullifying any supposed guarantee of protection. Nevertheless, conceptually
and mathematically, all invariants can be handled in a unified way, making it possible to compare different

invariant-preserving SDC methods within the same theoretical system.

3.1.2 A SYSTEM OF DP SPECIFICATIONS

Intuitively speaking, the impact of invariants on SDC is similar to conditioning in statistical inference, that
is, constraining the possible states of the confidential data by known or assumed information. Indeed, the
procedure for infusing invariants into a DP formulation parallels the process of disintegrating a probability
into a collection of conditional probabilities. The overall mathematical notion of probability (or of DP)
remains the same; the difference is that now there are multiple probabilities (or DP formulations) — one for
each possible value of the conditioning random variable (or invariant) — each living on a restricted space.
Even setting aside the adjustments required for invariants, the plethora of existing DP formulations
differ across several other dimensions (Desfontaines and Pej6, 2022). As such, DP can vary widely in form
and spirit (Dwork et al., 2019), making it difficult to 1) understand what it means for an SDC method

to be DP and 2)) objectively compare different DP deployments in a systematic way — two tasks which are

96



central to the goals of this paper. Our own confusion regarding this state of affairs motivated us to explicate
asystem of DP specifications, which we describe in a companion article titled “A Refreshment Stirred, Not
Shaken (I): Five Building Blocks of Differential Privacy” (Bailie et al., 2025b). (We will refer to this article
as Part I hereafter.)

The phrase, “a refreshment stirred, not shaken,” is intended to emphasize that the system described in
Part I is not new, but simply a synthesis of existing literature. Indeed, this system is in essence the formal-
ization of three principles which we believe are widely accepted in the DP community. The first principle
states that a DP formulation is a technical standard which requires the rate of change, or ‘derivative,” of
an SDC method to be controlled (hence the epithet ‘differential’). The second principle asserts that the
rate of change of an SDC method is defined as the change in the probability distribution of the method’s
output, per unit change in its input data. And the third principle observes that different DP formulations
correspond to different choices for how and where to measure these changes, as well as how much to con-
trol the associated rate of change. We call these choices the buzlding blocks of DP. Part I identifies five such

building blocks:

* The Domain X': a set of datasets x;

* The Multiverse P C 2% aset of universes D C X';

e The Input Premetric d x: a dissimilarity measure on X’;

* The Output Premetric Dp,: a dissimilarity measure between probability distributions; and

* The Privacy-Loss Budget ¢p: a function  — [0, <.
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A thesis of the system developed in Part I is that formulating DP requires instantiating choices for each
of these five building blocks. A collection of such choices is called a DP specification, while choices for the

first four building blocks define a DP flavor.

Definition 3.1.1 (Definition 2.4.4). A data-release mechanism (aka SDC method) 7 : X xU — T

satisfies the DP specification ep-DP(X, 2, dx, Dyp,) if, for all universes D € Z and all x, ' € D,

D[P (T, U) € ), P(T(, U) € )| < epdie (w.4), (3.1)

where P is the probability distribution induced by the random seed U € U, taking x or «” as fixed.

From the perspective provided by the system of DP specifications, there are two possible ways that in-
variants can naturally be integrated with DP. Firstly, one can set dx (x, ') = oo if xand «’ disagree on the
invariants. (This shows that the formulations of DP which use the Hamming distance d,m have as invari-
ant the dataset size because dyam (¥, ¥') = 00 whenever x and &’ have a different number of records.) The
second approach for encoding invariants into a DP specification is through the multiverse &. Specifically,

for invariant statistics ¢ : X — R¥, define the invariant-induced universe function
Di(x) = {+' € X : ¢(x) = o(+')}, (3.2)

and the invariant-induced multiverse 9, = {D,(x) : x € X'}. Either of these two approaches has the same
result: it ensures that the Lipschitz condition (3.1) only bounds the dissimilarity between P ( T(x,U) € )
and P (T(x/ ,U) € ) when x and «’ agree on the invariants. Intuitively, this is the same as conditioning
on the invariants, except that a-priori we do not know the realized value of the invariants and hence the
DP specification must account for all possible values through the multiverse Z,, rather than conditioning

on any one particular universe D(x). As a concrete example, a DP specification for the TDA should
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guarantee SDC regardless of what the actual value of the US total population count turns out to be. As
such, requiring the Lipschitz condition (3.1) to hold for any particular universe would be insufficient, since
each universe corresponds to a specific total population count, along with specific values for the TDA’s
other invariants. Ensuring the Lipschitz condition (3.1) holds for all possible population counts is a key

rationale for the concept of the multiverse &, over and above that of a single universe D.

3.1.3 PAPER CONTRIBUTIONS AND ORGANIZATION

Section 3.2 introduces data swapping and determines the invariants induced by it. It formally defines
the Permutation Swapping Algorithm (PSA), which is a data swapping method with similarities to the
2010 Census DAS. We prove that the PSA satisfies a DP specification (Theorem 3.2.4), and we show how
its privacy loss is determined by the swap rate and the maximal size of the swapping strata. The PSA’s
DP specification is stated formally in Subsection 3.2.3, after we first define some necessary notation, but
intuitively it can be thought of as ‘e-DP (Dwork et al., 2006b) subject to the invariants induced by the PSA.’
While this means the PSA’s specification differs from conventional formulations of DP, this specification
nevertheless provides a mathematical description of the SDC provided by the PSA. As such, this result
adds to a growing body of literature showing that — even though they were designed without DP in mind
— traditional SDC methods can still be fruitfully analyzed from the perspective of DP (Rinott et al., 2018;
Bailie and Chien, 2019; Chien and Sadeghi, 2024; Neunhoeffer et al., 2024).

In Section 3.3, we move to the 2020 Census and subject zero-concentrated DP (zCDP) (Bun and
Steinke, 2016) to the TDA’s invariants, thereby deriving a DP specification for the TDA. Theorem 3.3.1
proves that the TDA satisfies this DP specification, while also showing that this specification is tight in the

sense that the TDA can only satisfy DP subject to its invariants.
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Broadening our scope, Section 3.4 compiles DP specifications for all the primary 2020 Census data
products, which we aggregate into a single specification covering the 2020 Census as a whole. This spec-
ification describes the SDC protection afforded to the 2020 Census data across all major 2020 releases.
Naturally, this begs comparison to the counterfactual scenario in which the PSA was used for protecting
the 2020 Census. As such, we also supply a DP specification for this counterfactual scenario.

Other contributions of this paper include: an application of the PSA to the 1940 Census (Subsec-
tion 3.2.4); an estimate of the DP specification associated with the 2010 Census under the assumption that
the PSA was used as the 2010 DAS (Subsection 3.2.5); a summary of the mechanics of the TDA, focusing
on aspects which are salient to SDC (Section 3.3); a determination of the protection (or privacy) units for
the 2020 Census as ‘post-imputation persons’ with a discussion of why this matters (Subsection 3.4.4);
and an exposition of the 2010 DAS through a comprehensive review of publicly-available information
(Appendix B.6), along with a comparison between the 2010 DAS and the PSA (Subsection B.6.1) and a
discussion of ways the PSA could be modified to further align with the 2010 DAS while still preserving
its DP flavor (Subsection B.6.2). Background on data swapping and other related work are provided in

Appendices B.1 and B.2 respectively.

3.2 A DP ANALYSIS OF DATA SWAPPING

3.2.1 DATA SWAPPING

Given a dataset «, partition its set of variables }into two non-empty subsets: the swapping variables Vsyqp
and the holding variables Vijolq. A data swapping algorithm randomly selects some records of x and inter-
changes the values of their swapping variables Vswap- (The values of their holding variables V11,14 remain

the same.) This creates a new dataset consisting of individual records whose V014 values are as originally
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observed and whose Vsyap values are possibly different. The exact procedure for selecting records and

interchanging their Vs, values varies between different data swapping methods.

Sometimes, swapping is restricted to records which share the same values on a subset of the holding
variables V014, called the matching variables Vigych. Also referred to as the swap key (McKenna, 2018;
Abowd and Hawes, 2023 ), the matching variables are often important characteristics of the data popu-
lation, as swapping records with different Vypaec values is prohibited. Whenever Vygyech is nonempty,
records are partitioned into strata according to their Vych values and data swapping is repeated indepen-

dently within each stratum.

Example 3.2.1. This example is a simplification of the disclosure avoidance system (DAS) for the 2010 US
Decennial Census. Represent the 2010 Census data as a list of household records, whose variables include
all the household’s characteristics, as well as the questionnaire responses from each individual associated
with that household. The matching variables Vygaech (i.e., swap key) include both the number of voting
age persons and the total number of persons in the household. Pypych also includes a geographic vari-
able V, (see US Census Bureau (2021¢)), either the Census tract, county or state of the household. (The
exact choice of V, has never been made public by the USCB.) Vsy,p are the geographic variables nested
underneath V,. For example if V, is the county, then Vs, is the block and tract of the household. All
other variables belong to Vo4 — in particular, the household and person characteristics. One can imag-
ine the 2010 DAS as digging up pairs of houses of the same size in the same geographic area and swapping
their locations but not changing the houses and their occupants. In the 2010 DAS, each household is
assigned a risk score based on the USCB’s assessment of how unique the household is within its neigh-

bourhood. These risk scores are used to compute each houschold’s probability of being swapped. Every
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(non-imputed) household has a non-zero swap probability. Selected households are then swapped with
one of their neighbours. (See Appendix B.6 for a detailed description of the 2010 DAS and references for

this information.)

3.2.2 WHAT INVARIANTS DOES SWAPPING PRESERVE?

Swapping is, very loosely, a synthetic data generation mechanism. Given a dataset x as input, swapping
produces a ‘privacy enhanced’ version Z of x. Both x and Z contain the same variables as well as the same
number of records. Hence, the invariants of swapping are determined by examining what swapping does,
and does not, change in the data.

Consider the dataset x as a matrix whose rows correspond to the records of x and whose columns cor-
respond to the variables 7 of x. Without loss of generality, the holding variables are ordered before the
swapping variables so that x can be partitioned as [xfld, xswap] . A swapping algorithm randomly selects a

permutation o of the rows of x and interchanges the rows of the matrix Xswap according to . This operation

yields xg

wap

, whose 7th row is given by the o(7)-th row of Xswap- Lhis defines the swapped dataset Z as the

matrix [xgold; X&,,,,)> and the swapping mechanism releases as its output the fully-saturated contingency

WQ.P
table generated by Z.

One can see that after swapping, any statistic generated by only the matrix x4 is invariant. Moreover,
since Vpacch is identical among swapped records, any statistic generated by only xygacch and Xgyap is also

preserved by swapping. Only statistics that depend nontrivially on both variables Vsy.p and Viold \ V' Match

can be altered by swapping.

Proposition 1. Suppose that Viiold \ Varch @7d Vswap are non-empty. Then, without loss of generality, we

may assume that each of Viacch, Vswap a7nd Vitold \ ViMacch are univariate. Denote a value of the matching
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variable Vigaen by m. Similarly, let b and s be values of Vigold \ VMarch and Vswap respectively.
Disregarding the ordering of records, the dataset x can be represented as a 3-dimensional contingency table
H(x) = [n}, | of counts in each combination of possible values for m, b and s. (We will omit the superscript*
when it is clear from the context.) In general, interior cell counts n,,), are not preserved under swapping and
neither are the margins n.p; = Y Nopps. But swapping does keep . = Y ) Npps and npp. = Y B

invariant.

Proof. First we justify why we can assume that Vygaech, ¥swap a0d Piold \ P'Macch are univariate (i.e. that
these variable sets are singletons). If Vypachn is empty, replace it with a set consisting of a new variable
taking the same value on every record. And if either of Vytacchs Vswap O VHold \ ¥'Macch has more than
one variable, then cross-classify these variables into a single variable. Neither of these two operations will
change the behavior of a swapping method, so we may use them to ensure Pyacchs Pswap and Viold \ VMacch
are univariate.

Since every permutation ¢ can be written as the composition of swaps (i.e. 2-cycles), it suffices to show
that all possible swaps preserve 7,,., and 7,,;,. but not necessarily 7.;,. A swap pairs a record « in categories
mbs with a record bin mhb's'. It moves a to mb's and b to mbs'. The matching category m is the same in 4
and b by construction. Unless m = m' ors = ¢, after the swap 7, and 7,,,;,¢ decrease by one, and 7,,

and 7,y increase by one. Hence, 72,,,.; and 7,,,. remain unchanged but 7., changes whenever » # 5’ and

s#£4. O

Example 3.2.1 (continued). In the 2010 US Census DAS, the number of adults, children and households
in each block are invariant. (This is the 7,,., margin.) The counts of all the person and household charac-

teristics inside each I, are also invariant. (This is the 7,,;,. margin.) For example, if V/; is the county, then
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the aggregate characteristics at the county level remain unchanged by swapping, but these aggregates at the

block and tract level are perturbed.

Definition 3.2.2. Under the setup of Proposition 1, define the swapping invariants csyap (x) for a given
choice of Pptarchs Vswap and Folg as the vector of all margins 7,,;,. and 7,,., for all possible values of
m, b and s. For example, if Pyacchs Vitold \ ¥'Macch a0d Vsyap take valuesin {1,..., M}, {1,...,H} and

{1,..., S} respectively, then

CSW'AP(’C): 7. ni.e v AMH- M M2 BMS

As the following example illustrates, we do not have complete flexibility in choosing the invariants of
swapping.
Example 3.2.3. In the 2020 TDA, there are three invariants: 1) the number of people in each state; 2)
the number of housing units in each block; and 3) the count of each type of occupied group quarters
(e.g. residence halls, nursing facilities, prisons) in each block (US Census Bureau, 2021d). We cannot
design a swapping algorithm which preserves these — and only these — invariants. In other words, the
2020 US Census invariants do not correspond to any swapping invariants csyap, regardless of the choice of
VMatch, Vswap and Vigold. Why? Swapping always preserves the one-dimensional marginals: 7,,.., #.;. and
n..;; but the 2020 US Census DAS does not. For example, the number of 25-3 4 year old people in the US

is not invariant under the 2020 TDA, but it must necessarily be invariant under any swapping algorithm.

3.2.3 PERMUTATION SWAPPING SATISFIES ¢-DP SUBJECT TO ITS INVARIANTS

In this section, we design a specific data swapping algorithm — called the Permutation Swapping Algo-

rithm (PSA) to distinguish it from other data swapping methods — which satisfies the DP flavor (X', Z,

Swap ?
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A}1ams> Pvurr ). Here X' denotes any set of datasets which all have the same common set of variables, and
iy, denotes the Hamming distance (formally defined in (A.3))) at the resolution 7 of the PSA’s swapping
procedure. For example, if the PSA swapped records which correspond to individual persons, then the in-

put premetric of the PSA’s DP flavor would be the Hamming distance &4y, _¢ on person-records. Alterna-

am.

tively, the PSA could swap household-records, in which case its input premetric would be the Hamming

distance d?”

ms at the resolution of households. (This distinction will become important when we com-

pare the PSA with the TDA.) The output premetric of the PSA’s DP flavor is the multiplicative distance,

which underlies pure e&-DP (Dwork et al., 2006b) and is defined as:

for two probabilities P and Q on the measurable space 7 with s-algebra 7.

While the PSA was not used in 2010, a specific instantiation of it does reflect the essential features of the
2010 DAS’s data swapping algorithm (Subsection 3.2.5). However, certain aspects of the PSA were made
with the specific goal of satisfying DP. For example, a swapping method cannot satisty (X', Zsg,..,» @i1ams>
Dipyrr)if the number of swaps it makes is fixed. (To be clear, based on the available public information, we
do not believe the 2010 DAS fixes the number of swaps, although it does appear to control this number
to some degree.) To see this, suppose that a possible output dataset z difters from x € Dy by m swaps
and from &’ € Dy by m + 1 swaps. If the swapping methods allows a maximum of 7 swaps, then z has
non-zero probability given x as input but zero probability given «/, thereby violating ep-DP(X, Z,.»
A 1,ms> DMurr) for any finite ep,. More generally, a necessary condition for a swapping method to satisfy
ep-DP(X, @[SWap7 A 1ams» Dvurr) for finite ep, is that, given input x € Dy, any dataset ' € Dy has a

non-zero probability of being outputted (up to reordering of the rows of x').
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To ensure this condition, rather than swapping rows of xsyap in the same matching category 7, the
PSA instead randomly permutes these rows, a type of data swapping method introduced in DePersio et al.
(2012). Since we do not want to permute every row of Xsyap, rows are randomly selected, independently
with probability p, and only these selected rows are shuffled. Or, more accurately, after selecting rows of
Xswap With matching value 7, the PSA samples uniformly at random a permutation 7, : {1,...,7..} —
{1,..., n..} which fixes nonselected rows (i.c. 7;, () = 7 for all nonselected 7), and deranges selected rows
(ie. o (7) # i for all selected 7). This process is repeated for all values of 7 so that the final dataset, after

all permutations have been applied, is given by Z = [xp3014, ..., ], where ois defined by o(7) = 0, (%) for

Swap
record 7 with matching category 7. In the case that only one record was selected, there are no possible 7,
and so records are re-selected. Hence, the probability that a record with matching category m is swapped
isp ;‘;”i'_l (”’”]_l)p’(l — p)" 17, When 7,,.. > 1, the expected fraction of records which will have
their swapping variables interchanged is approximately p. For this reason, we call p the swap rate.
Pseudocode for the PSA is provided in Algorithm 3.2.1. The output is a fully-saturated contingency
table C(Z) = [”an 5] (L-e. a 3-way tensor) computed on the swapped dataset Z. When Vytaech, Vold \
VMarch and Vsyap all take a finite number of values, C(Z) = [#Z, ] is a collection of M matrices C,,(Z) =

[nZ,], form = 1,..., M, each of which has dimension 7 x S. This contingency table C(Z) fully

determines Z up to re-ordering of the rows of Z.

Theorem 3.2.4. Suppose X is such that every dataset x € X shares the same common set V of variables which
is partitioned into Vsyap and Vigold. Let Viiaeh C VHold be the (possibly empty) st of matching variables

and

b = max{0, 7,,.. | there are two records with different values in matching stratum m}.
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Suppose that the PSA (Algorithm 3.2.1) permutes records of resolution r. Then it satisfies ep-DP(X, D,

CSwap ?

dﬁams, DMULT) wl‘th

0 ifb =0,

In(b+1) —Ino if0<p< -2 andb > 0,

Vot1+1
ep = (34)
Ino 1f\/\/LTH<11)<1ar1d[7>07
00 ifp € {0,1} and b > 0,

whereo = p/(1 — p).

It is worth noting that the monotonic increase of ep with & may seem counter intuitive, until one real-
izes that the privacy loss budget quantified in Theorem 3.2.4 does not include the loss due to the invariants
themselves. In other words, the more invariants the PSA imposes — which tends to lead to smaller & — the
less information there is left for the PSA to protect, and hence it is easier to achieve smaller ep. This phe-
nomenon is not unique to the PSA, but reflects the fundamentally relative nature of DP. See Section 3.5
and Part ITI (Bailie et al., 2025d) for more discussions, especially regarding how this relative nature of DP

provides a perverse way of achieving seemingly low privacy loss budget while increasing disclosure risk.

A proof of Theorem 3.2.4 is presented in Appendix B.3. Here we give a broad sketch for the case
0 <p<0.5andb > 0. Because Vb + 1/(v/b+1+1) > 0.5, we need to show, for fixed datasets x, x’

and z in the same universe D € Y, , that the budgetep = In(b + 1) — In o satisfies the inequality

PIC([ot101ds Fwap)) = C(2)] < exp(kep) P[Cl[h1o1gs ap]) = C(2)]; (3-5)

where k = dj;, (x,«"). The probabilities in (3.5) are over the random sampling of the permutations &
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Algorithm 3.2.1: The Permutation Swapping Algorithm (PSA)

Input: A dataset x € A whose variable set /" which is partitioned into Viyolg and Vyap,
and a set Vyach C Viold 0f matching variables which define the matching strata.
1 SetZ +«x
2: for all matching strata 7z do

if n,,.. = O or n,,,.. = 1 then

3:
4 continue
S: end if
6:  for record 7 in stratum m do
7: Select 7 with probability p
8:  end for
9:  if orecords selected then
10: continue
;. elseif exactly 1 record selected then
12 Deselect all records
13: go toline 6
14:  endif
15:  Sample uniformly at random a permutation ¢, which fixes the unselected records and
deranges the selected records
16:  /* Permute the swapping variables according to o,: */
170 Z 4 [Znold, Zgug)
18:  Deselect all records
19: end for

20: return fully-saturated contingency table C(Z2)

and ¢’ in Algorithm 3.2.1. We can show that there exists a derangement p of k records such that C(x) =

C([¥qo1as xlfwap]) (Lemma B.3.4). (A derangement is a permutation which does not fix any rows.) More-

over, there is a bijection between the possible oand 7 given by Jd=vco p. Hence, if £, is the number of

records deranged by o, we have

by — k< ky < ky+ k. (3.6)

For such pairs of possible and &, the ratio P(s) /P(¢’) can be bounded in terms of 0¥ ~* and the ratio

between the number of derangements of size k£, and of size k,. For o < 1, this can in turn be bounded by
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(b4 1)*0~* using the inequality (3.6). Hence ep = In(b + 1) — In o does indeed satisfy (3.5).
In Appendix B.4, we prove that the privacy-loss budget ep for the PSA given in Theorem 3.2.4 is tight
in the weak sense that under some mild assumptions the difference between the right and left sides of the

inequality (3.5) is arbitrarily close to zero for some choice of x, x” and z.

Remark 3.2.5. Since n;.. is an invariant, nj’f = njxl for all x and &’ in the same universe. Thus, & is a
function of D and hence so is the privacy-loss budget ep given in (3.4). In the context of the PSA, we will

use ¢ to denote the value of £, (x*) under the universe &,
wap

sua (X7) corresponding to the realized data x*.
P

We will also report the PSA’s privacy loss budget in terms of this value £ and omit the values of ep for other
universes D. Even though it is a function of the realized data x*, the value of ¢ can still be publicly reported

under the PSA’s DP specification without additional privacy loss (Corollary A.2.2).

3.2.4 A NUMERICAL DEMONSTRATION: THE 1940 CENsUs FurLL Count DaTa

We demonstrate the PSA using the 1940 US Decennial Census full count data, obtained from IPUMS
USA Ancestry Full Count Database (Ruggles et al., 2021). For the 1940 Census, the smallest geography
level is county, hence swapping is performed among household units across counties within each state,
where each household’s county indicator is set to be Vsyap. The matching variables (or swap key) Vacch
are the number of persons per household and the household’s state. Our analysis is focused on the owner-
ship status of household dwellings, an indicator variable taking value of either owned (including on loan)
or rented. This is our Viold \ "Macch- The invariants ¢sy,p induced by this swapping scheme include 1)
the total number of owned versus rented dwellings at each of the household sizes at the state level, and 2.
the total number of dwellings at each of the household sizes at the county level. In our notation, these are

the 7,,.’s and the 7,,).’s, respectively.
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county owned rented total | owned rented total

(swapped) (swapped) (swapped)
Barnstable 7461 3825 11286 | 5907 5379 11286
Berkshire 14736 18417 33153 | 13770 19383 33153
Bristol 33747 63931 97678 | 35537 62141 97678
Dukes 1207 534 1741 | 946 795 1741
Essex 53936 81300 135236 | 52631 82605 135236
Franklin 7433 6442 13875 | 6337 7538 13875
Hampden 30597 58166 88763 | 32267 56496 88763
Hampshire 9427 8630 18057 | 8145 9912 18057
Middlesex 104144 147687 251831 | 100372 151459 251831
Nantucket 593 432 1025 | 471 554 1025
Norfolk 44885 40285 85170 | 38566 46604 85170
Plymouth 24857 23882 48739 | 21549 27190 48739
Suffolk 49656 176553 226209 | 67357 158852 226209
Worcester 53126 78535 131661 | 51950 79711 131661
total 435805 708619 1144424 | 435805 708619 1144424

Table 3.1: A comparison of two-way tabulations of dwelling ownership by county based on the 1940 Census full count for the
state of Massachusetts (left) and one instantiation of the PSA atp = 50% (right). Total dwellings per county, as well as total
owned versus rented units per state, are invariant. All invariants induced by the PSA are not shown.

We restrict our illustration to the state of Massachusetts. Table 3.1 compares the two-way tabulations of
dwelling ownership by county based on the original data and one instantiation of the swapping mechanism
using a high swap rate of p = 50%. The row margin of either table is the county-level total dwellings and
is invariant due to 7.,. = > #,,).. The column margin is the total number of owned versus rented

dwellings in Massachusetts and is invariant due to 2., = Y 72,,.5.

Table 3.2 supplies the conversion between different swap rates to the privacy loss ¢ of the PSA. Under
the current swapping scheme, the largest stratum size delineated by Viaech is & = 264, 331, consisting
of all two-person households of Massachusetts. Therefore by (3.4), we see that a low swap rate of 1%

corresponds to ¢ = 17.08, whereas a high swap rate of 50% corresponds to ¢ = 12.48. It is worth noting
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p o001 005 010 0.50
£ 17.08 15.43 14.68 12.48

Table 3.2: Conversion of (expected) swap rate p to privacy loss ¢. Under this swapping scheme, the largest stratum size is b =
264, 331, the number of all two-person households of Massachusetts.

that since the invariants csyap are fixed in this analysis, the different values of ¢ presented in this table can be
directly interpreted as SDC guarantees of different quantified strengths. On the other hand, as we alluded
to earlier, the privacy losses corresponding to different invariants CSwap are not directly comparable — see
the discussion in Section 3.5.

We also examine the accuracy of the two-way tabulation as a function of swap rate. Figure 3.1 shows
the mean absolute percentage error (MAPE) in the two-way tabulation induced by swapping at different
swap rates from 1% to 50%. The variability across runs is small: each boxplot reflects 20 independent runs
of the PSA.

Here, the mean absolute percentage error of a swapped table from its true table is defined as the cell-wise
average of the ratio between their absolute differences and the true table values. The MAPE in Figure 3.1
is with respect to the contingency table of county by dwelling ownership in Massachusetts and is defined

in the notation of Proposition 1 as

X A
1 }nJﬂx - n-/o5|
x )
HS Zm n,

where x is the true table, Z is the swapped table, 4 is the county indicator and s whether the house was
rented or owned.

The accuracy assessment we demonstrate here is highly limited. The analysis above assesses only cell-
wise departures of the swapped two-way marginal table from its confidential counterpart. It does not cap-

ture potential loss of data utility in terms of multivariate relational structures. It is well understood in the
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Accuracy: 1940 Decennial Census, Massachusetts, Dwelling Ownership
Swap key: persons per household; Invariant geography: state
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Figure 3.1: Mean absolute percentage error (MAPE) in the two-way tabulation of dwelling ownership by county induced by the
PSA applied to the 1940 Census full count data of Massachusetts, at different swap rates from 1% to 50%. Each boxplot reflects
20 independent runs of the PSA at that swap rate.

literature that swapping erodes the correlation between Vsyap and Viold \ Pacch; see e.g. Slavkovic and
Lee (2010); Drechsler and Reiter (2010); Mitra and Reiter (2006). For the current example, this means the
county-wide characteristics of household dwellings (other than their size) are not preserved, but other mul-
tivariate relationships are. While an in-depth investigation into the utility of swapping is out of scope of
this paper, we return to the subject of data utility in Part IIT (Bailie et al., 202.5d) to discuss the implication

this work may have on that line of inquiry.

3.2.5 ESTIMATING THE DP SPECIFICATION OF THE 2010 DAS

If we entertain the assumption that the 2010 DAS implemented the PSA, we could obtain a crude sketch of
the SDC guarantee afforded to the 2010 Census data. (We examine the validity of this assumption in detail
in Appendix B.6.1.) As detailed in Example 3.2.1, the 2010 DAS swapped houschold records. Therefore,

the DP flavor for the 2010 DAS would be (Xcgr, Z,

eswap d{”_ﬁms, Dyjurr). Here the domain Xggr is the set
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of all possible Census Edited Files, where the term Census Edited File (CEF) refers to the dataset which is
inputted into the USCB’s DAS and consists of the Census data after editing and imputation.

The 2010 DAS utilized a swap key which included household size as well as household voting age pop-
ulation and some geography (either tract, county or state). As we are unable to locate 2010 Census data
products that allows for the precise calculation of & pertaining to this particular swapping scheme, the
swap key we consider here is coarser as it does not accounting for the household count of voting age per-
sons. However, setting Vpfacch to be ‘state X household size” would imply & = 3.65 million, which serves
as an upper bound for the actual & for the 2010 Census. Combined with a purported swap rate p between
2-4% (boyd and Sarathy, 202.2)) we arrive at (an overestimate of) the nominal ¢ to be between 18.29 and 19.
We emphasize that this value of ¢ does not necessarily reflect the privacy loss budget of the 2010 DAS, but
rather the privacy loss of the PSA when we choose its parameters to reflect what we know about the 2010
DAS.

As is always the case, this privacy loss budget must be interpreted within the context of its DP flavor.
Crucially, the DP flavor (Xcgr, @L-Swap, debamS, Dyyrr) for the above instantiation of the PSA includes the
invariants Vol and Vswap X VMacch (Proposition 1). Under the 2010 parameter choices, these invariants
are the counts of households by number of occupants at the block level, and all cross-classifications of
non-geographical variables at the state level. The values of ¢ provided above are modulo any SDC leakage

caused by the release of these invariants.

3.3 A DP ANALYSIS OF THE ToPDOWN ALGORITHM

This section provides a DP specification for the TopDown Algorithm (TDA) (US Census Bureau, 2023];

Abowd et al,, 2022a). The TDA was used to produce the P.L. 94-171 Redistricting Summary File (PL)
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(US Census Bureau, 2021a,b) and the Demographic and Housing Characteristics File (DHC) (US Census
Bureau, 2023c¢) for the 2020 Census. Four other products — the Demographic Profile (US Census Bureau,
2023¢), the Privacy-Protected Microdata Files (PPMF) (US Census Bureau, 2024b), the Redistricting and
DHC Noisy Measurement Files (NMF) (US Census Bureau, 2023h,b) and 118th Congressional District
Summary File (US Census Bureau, 2023a) — were also derived during the production of the PL and DHC
files. Hence the publication of these four additional data products do not contribute to additional privacy
loss, and our SDC guarantees for the PL and DHC files automatically extend to cover the release of all six

products.

We prove in Theorem 3.3.1 that the TDA satisfies zero concentrated DP (zCDP) (Bun and Steinke,
2016) subject to its invariants. Specifically, the TDA satisfies the DP flavor (Xcgr, Zipp, » dﬁams, DNoR)»

where Dnor is the normalized Rényi metric (Section 2.4.5) and %, is the multiverse induced by the

CTDA
TDA’s invariants: the state population totals; the total number of housing units in each census block; and
the count of each type of occupied group quarters in each block. By proving that the TDA cannot satisfy

p-2CDP (with input premetric &5y, _¢) for any finite p without conditioning on these invariants, we will

also show that the TDA’s DP flavor must have &

erpa ( ) as its multiverse.

or a refinement of 7,

The TDA, summarized in Algorithm 3.3.1, was run twice for the 2020 Census — once to produce the
PL file and then a second time for the DHC file. It is a two step procedure: The first step (called the
“measurement phase” in Abowd et al. (2022a)) produces the NMF 7}, (x;,) and 7),(xp). Here x5 and xy,
denote the representations of the Census Edited File at the person and household levels respectively. The
NMEF are privacy-enhanced versions of tabular summaries Q, (%), at the person level, and Q, (x), at

the household level, respectively. (In this section, we will include group quarters as households for the
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purposes of conciseness.) The tabular summaries Q, (x5) and Q) (x) are different for the PL and DHC
files, but, roughly, they are the statistics (without privacy noise) that the US Census Bureau would like to
include in each of these files. For example, when releasing the PL file, Q, (x5) and Q) (x3),) are the statistics
in this file, but aggregated directly from the Census microdata without any privacy protection. (However,
to improve accuracy, the USCB adds some additional statistics to Q, (x5) and Q, () which do notappear

in the PL file.) Discrete Gaussian noise is added to Q, (x5) and Q, (x3),) to produce the NMFs T (x,) and

Ty (-

‘ P> e(withd=10"17)

PL Household | o.07 2.70
Person 2.56 17.90

DHC Household | 7.70 34.33
Person 4.96 26.34

Total 15.29 52.83

Table 3.3: The privacy loss budgets of the mechanisms TP (person) and 7}, (household) used in the first step of the TDA to
produce the 2020 Census Redistricting Data (P.L. 94-171) Summary File (PL) and the Demographic and Housing Characteris-
tics File (DHC). Source: US Census Bureau (2023i). Note here for each row, the value of ¢ is computed using the conversion
3 :ﬁz + 2}\/ — In J given in Bun and Steinke (2016) and adopted by the USCB. (Hence the aggregate loss of 52.83 is not the
sum of the individual ¢'s.) We follow the USCB's choice of § = 10710

In the second step (called the “estimation phase” in Abowd et al. (2022a)), the PPMF Z, and Z), are
produced by solving a complex optimisation problem. (The PPMF is also called the Microdata Detail File
by Abowd etal. (2022a).) The PPMF Z, and Z), agree with the Census Edited File x, x, on the invariants
crpa- In addition, the PPMF Z, and Z), for the DHC are consistent with related statistics in the PL file
(US Census Bureau, 2023n). To enforce this consistency, the PL file P is passed as input into the TDA
when producing the DHC and a constraint H(Z,, Z;,) = Pis added to the optimization problem. (The

input Pis not used by the TDA in producing the PL file.)
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The PLand DHC files are tabulations of the PPMF datasets Z, and Z),. In addition to the PLand DHC
files, the USCB released the NMF 7, (x,) and T (2x;) produced for the PL and DHC files (US Census
Bureau, 2023r) and the PPMF Z, and Z), for the DHC file (US Census Bureau, 2023j). The Demographic
Profile and the 118th Congressional District Summary File are retabulations of the DHC file (US Census

Bureau, 2023d,a).

Algorithm 3.3.1: Overview of the TopDown Algorithm (Abowd et al., 2022a), focus-
ing on aspects salient to SDC.

Input:
A CEF x € Xcgr with representations x, and x, at the person and household levels
respectively
Person and houschold queries Q, and Q,
Privacy noise scales D, and D,
Constraints c}“D  (including invariants crpa, edit constraints and structural zeroes)
(Optional) previously released statistics P along with an aggregation function A which
specifies the relationship between P and the Privacy-Protected Microdata Files Z,and Z),

1: Step 1: Noise Infusion
Sample discrete Gaussian noise (Canonne et al., 2022):

[

3: VV;, ~ N, 7 (0, Dp)
4 W, ~ Nz(0, D)
s:  Compute Noisy Measurement Files:
7: Th(xhb) — Qh (xhh) + W,
8: Step 2: Post-Processing
9:  Compute Privacy-Protected Microdata Files Z, and Z), as a solution to the optimization
problem:
10: Minimize loss between [T;(x,), T)(x5)] and [QP(ZP)’ Q,(Z)]
1 subject to constraints ¢, (2, Z)) = cipa (%, ) and H(Z,, Z,,) = P.
Output:

Privacy-Protected Microdata Files Z, and Z),;
Noisy Measurement Files 77 (x,) and 7},(x5) at the person and household levels.

Theorem 3.3.1. The TDA satisfies the DP specification j)—DP(XCEF, 9,

CTDA?

dlf-lamS? Dnovr ) with privacy-
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loss budget p* = 2.63 for the PL file and p* = 15.29 for the DHC file. (Note that these budgets do not vary
with the universe D € D,.,,.)
In the opposite direction, let d be any proper subset of TDA’s invariants. Then TDA does not satisfy p-

DP(Xcgr, Dv, dilamS’ Dnor) with any finite budget p.

A proof of Theorem 3.3.1 is given in Appendix B.s.

Remark 3.3.2. Because the standard parametrization of zCDP’s privacy loss budget is equal to the square
of our parametrization (see Section 2.4.5), throughout this paper we report zZCDP budgets in terms of p*

to maintain consistency with the values reported in existing publications.

3.4 (COMPARISONS BETWEEN THE PSA AND THE 2020 DAS

This section compares the DP specification of the PSA with the specification of the DAS used for the 2020
US Decennial Census. Specifically, we examine the PSA’s DP specification in the counterfactual situation
it was deployed as the 2020 DAS. This provides a comparison between the actual SDC guarantees for the
2020 Census and the hypothetical guarantees that would have been provided by the PSA.

These comparisons are presented in Table 3.4. Explanatory notes to this table are listen in Subsec-
tion 3.4.1. Subsection 3.4.2 provides necessary context to the first five rows of Table 3.4 by describing
the 2020 DAS and its data products. Subsection 3.4.3 derives the DP specification presented in the final,
sixth row of Table 3.4 by applying the PSA to the 2020 Census. Lastly, Subsection 3.4.4 describes the
protection units associated with each of the DP specifications given in Table 3.4.

3.4.1 EXPLANATORY NOTES TO TABLE 3.4

1. In addition to invariants, the TopDown Algorithm also enforces that the PPMF Z, and Z), satisfy

edit constraints and structural zeroes (Abowd et al., 2022a). But, because every possible x € Xcgr
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‘ Dp, ‘ dx (Resolution) ‘ Invariants! ‘ Privacy Loss Budget?

Population (state) P.L.94-171 & DHC:
Total housing units (block) P> =15.29
TopDown dﬁams (person) Occupied group quarters | (¢ = 52.83,9 =10"10)
by type (block See Table 3.
Der y type (block) ee Ta 2e 3.3
SafeTab-P | | | Total housing units (block) | DDHC-A: p? = 19.776
SafeTab-H | " 2 (household) | | DDHC-B:p* =17.79
PHSafe ‘ ‘ ‘ > 1 housing unit (block)? ‘ S-DHC: p* = 2.515
Overall (to date) =55.371
2020 DASH Dnor di[ams (person) Same as TopDown (e = 126 78,9 = 10-10)

Varies but much greater
than TopDownS

Swapping (PSA) | Dmurr debamS (household) ¢ between® 8.42-19.36

Table 3.4: The DP specifications of the TDA (US Census Bureau, 2023l; Abowd et al., 2022a), the SafeTab Algorithms (US Census
Bureau, 2023m, 2024e; Tumult Labs, 2022), the PHSafe Algorithm (US Census Bureau, 2024f), and of the hypothetical applica-
tion of the PSA to the 2020 Decennial Census. For each DP specification, the protection domain is the set Xcgr of all possible
CEFs and the multiverse is induced by the listed invariants. df{ams and dlf{hams denote the Hamming distance at the resolution of
person- and household-records respectively (Subsection 2.4.4); Dnor the normalized Rényi metric (Subsection 2.4.5), which is
the output premetric underlying p-zCDP (Bun and Steinke, 2016); and Dhturr the multiplicative distance (equation (3.3)), which
is pure £-DP’s output premetric (Dwork et al., 2006b).
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satisfies these constraints by construction, these requirements need not be included as invariants
(Proposition A.2.1).

2. We report zCDP budgets in terms of p* (rather than p) to be consistent with other literature on
the 2020 DAS (see Remark 3.3.2). Moreover, following the USCB, we use the formula ¢ = p* +
2pv/— In 9 to convert from p-zCDP to (e, §)-DP (Bun and Steinke, 2016) with § = 1071,

3. The PHSafe has inequality invariants (see equation (2.6))). Specifically, its invariant function ¢(x)
is the vector of indicators for whether each Census block has at least one housing unit or not.

4. This DP specification covers all of the primary 2020 Census data products (US Census Bureau,
2024d) (which are listed in Subsection 3.4.2) but not other data products which are derived from
the 2020 Census Edited File, such as the 2020 DAS accuracy metrics (US Census Bureau, 2023g),
the Population and Housing Unit Estimates (US Census Bureau, 2023q) and the National Popu-
lation Projections (US Census Bureau, 2023p). We were unable to locate information on the DP
specifications associated with these data products. Nevertheless, as with any data release, they nec-
essarily increase the total privacy-loss budget associated with the 2020 Census. They could also
possibly weaken the 2020 Census’s DP flavor by increasing the invariants, weakening the output
premetric, or increasing the resolution of the input premetric. Moreover, the USCB may make
additional releases in the future, such as the Surname File (US Census Bureau, 2016) or research
papers generated with access to Census microdata (Hawes, 2021a). These releases would further
weaken the DP specification for the 2020 Census. In comparison, under data swapping, the privacy
loss budget and DP flavor covers all data releases (Subsection 3.4.3).

5. Depending on the swap key Vyach and the swapping variables Vsy,p, invariants induced by the
PSA are all (multivariate) household characteristics at either the state, county or block group lev-
els, and optionally the household size at the corresponding geography one level lower. See Subsec-
tion 3.4.3 for details.

6. The exact privacy loss budget ¢ depends on the swap rate p and the swap key Vypaech, with the
combination of a higher swap rate and finer geography-household strata giving rise to the lower
range and vice versa (Table 3.5).

3.4.2 OVERVIEW OF THE 2020 DAS

The USBC has published three groups of privacy-protected data products for the 2020 Census. Group 1

encompasses the two principal data products of the 2020 Census that we have already discussed, namely
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the PL and DHS. (The Demographic Profile is also included in Group 1 but as it is simply a subset of
DHC’s tabulations, we do not consider it as a stand-alone product.) As detailed in the previous section,
both the PL and the DHC Files were protected using the TDA (US Census Bureau, 20231; Abowd et al.,
2022a).

Group 2 encompasses the Detailed DHC-A (US Census Bureau, 2023f) and Detailed DHC-B files (US
Census Bureau, 2024a), respectively protected using the SafeTab-P and SafeTab-H Algorithms (US Cen-
sus Bureau, 2023m, 2024¢; Tumult Labs, 2022) (where “-P” and “-H” stands for “persons” and “house-
holds”). It also includes the Supplemental DHC (S-DHC) file (US Census Bureau, 2024c), protected
using the PHSafe Algorithm (US Census Bureau, 2024f).

Group 3 contains the additional products derived from the 2020 Census data, most notably the PPMF (US
Census Bureau, 2024b), the 118th Congressional District Summary File (US Census Bureau, 2023a), and
NMFs (US Census Bureau, 2023h,b). As explained in the previous section, because these data products
are derived either from the Group 1 products or the privacy-protected intermediate outputs pertaining to
those products, their production does not contribute to the overall 2020 Decennial Census privacy loss
budget. As a result, we need not consider these Group 3 products in our analysis. Other Group 3 data
releases, such as publications from researchers with access to Census microdata, may be released in the fu-
ture (Hawes, 2021a). The results presented in Table 3.4 do not account for these releases — or for products

derived from 2020 Census data which are not listed in this subsection.

3.4.3 WHAT IF THE 2020 CENSUS USED SWAPPING?

In this subsection we ask the counterfactual question: what if the PSA was applied to the 2020 Decennial

Census? In particular, what would the SDC guarantee look like under different choices for the swapping
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schemes and swap rates?

Table 3.5 shows the total nominal privacy loss ¢ that would be achieved by applying PSA to the 2020
Decennial Census for a variety of possible parameter choices. For the purpose of illustration, we stipulate
the swapping variable Vsyap to be the block, tract, or county membership of each household, and the
matching variable ¥y, to be the geography one level higher than Vsyap, either alone or crossed with the
household size variable. From the top to bottom rows of Table 3.5, the Vsy,p levels are ordered according
to increasing granularity of geography. Within each level of Vsyap, the two Vypach levels are nested, in the
sense that the swapping scheme represented in the latter row (i.e. crossed with household size) induces a
logically stronger and more constrained set of invariants than the former one. These Vyfaech X Vswap level
combinations result in largest strata of varying sizes, as can be seen from & ranging from as large as 13.47
million (the total number of households in California) to as small as 4, 549 (the total number of 2-person

households in a Florida block group).

VMatch Vswap b  Totale Total e  Largest Stratum
p=5% p=50%
State county 13,475,623 19.36 16.42  California
State X household size county 3,948,028 18.13 15.19 California, 2-household
County tract 3,420,628 17.99 15.05 LA County
County x household size tract 939,185 16.70 13.7s LA County, 2-household
Block group block 6,204 11.68 8.73 a CAblock group
Block group x household size  block 4,549 11.37 8.42 aFL block group, 2-household

Table 3.5: The total nominal privacy loss ¢ for the PSA applied to the 2020 Decennial Census for a variety of /' acch, szap, and
swap rate choices. The column & is the number of households in the largest stratum, obtained from the DHC. (The CA and FL
block groups identified in rows 5 and 6 have 2020 Census GEOIDs 060730187001 and 121199114024 respectively.)

This analysis highlights an important, yet perhaps counterintuitive, observation: When the swap rate

p is fixed, including more invariants decreases the nominal privacy loss ¢ of the PSA. As Table 3.5 shows,
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when swaps are performed freely across counties in a state, even a high swap rate of 50% renders a nomi-
nal ¢ that is much larger than that pertaining to swaps among households of the same size within a block
group at a low swap rate of 5% (¢ = 16.42 and 11.37 respectively). If these nominal ¢’s are taken at face
value, one may be tempted to conclude that swapping schemes with finer invariants should be preferred
from a privacy standpoint. Furthermore, one may find it convenient to also recognize that finer invariants
are desirable from a data utility standpoint, for the obvious reason that more exact statistics about the
confidential are made known. However, as we warned right after presenting Theorem 3.2.4, such a con-
clusion - that finer invariants should benefit both utility and privacy — would be dangerously mistaken,
for it overlooks the privacy leakage, in an ordinary sense of the phrase, due to the invariants alone. This
highlights the importance of interpreting £ within the context of its DP flavor, and the necessity of treating

the invariants as an integral part of the SDC guarantee.

Note that if the PSA were applied to the 2020 Decennial Census, the nominal ¢ reported in Table 3.5
would be the total privacy loss budget across all data products derived from the swapped dataset Z, in-
cluding the PL, DHC, DDHC and S-DHC files, for both persons and household product types. This
is because swapping is performed on the full microdata file, and hence produces a synthetic version of it
from which all data products can be generated. Therefore, when comparing the ¢ values in Table 3.5 with
those reported for the 2020 DAS in Table 3.4, it should be understood that the privacy loss for the PSA
covers all the 2020 data products. This characteristic of swapping leads to an additional desirable property
that is not necessarily enjoyed by mechanisms based on output noise infusion (such as those used in the
2020 DAS): the logical consistency between, and within, multiple data products is automatically preserved

under swapping without the need for post-processing.
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3.4.4 THE PROTECTION UNITS FOR THE 2020 DAS AND FOR THE PSA

As detailed in Section 2.4.4, the protection units (aka privacy units) of a DP specification are the basic
entities which are protected under that DP specification. More exactly, a specification’s privacy loss budget
restricts how much a mechanism can change when a single protection unit’s data changes. One might
imagine that the protection units of a DP specification correspond to the resolution of its input premetric
dx - and this is true in simplistic examples. Here by ‘the resolution of 4 x’, we mean the size of the change
between x and x’ when d x (x,«’) = 1. For example, if d v (x, ') = 1 whenever x and «/ differ on a person-
record, then the resolution of d x is a person. Common resolutions, in order from high to low, are: single

transactions or interactions, persons, households and businesses.

However, data preprocessing can create complications, so that the protection units of a specification are
not always given by the resolution of dx. In the case of the US Census, an individual respondent’s data
can be used for multiple records in the CEF x € Xcgr because the USCB’s imputation procedure replaces
missing records with copies of non-missing records. As such, the protection units of (Xcgr, Z, dx, Dpr)
do not correspond to the resolution of dy. Rather, the protection units of the 2020 DAS are ‘post-
imputation persons,” — i.e. those (fictional) entities with data that is exactly one record in the CEF. Simi-

larly, the PSA’s protection units are the ‘post-imputation households’ rather than actual households.

This point is not simply a matter of semantics. From the perspective of a data respondent, the resolu-
tion of d y is not particularly informative in determining the SDC protection provided to them, because
the respondent’s actual privacy loss — in terms of p — is given by the nominal privacy loss multiplied by
the number of person-records the respondent contribute to. For example, if the 2020 imputation process

duplicates a respondent’s record once, then their actual privacy loss is ﬁz > 221.48 (or ¢ > 364.31 with
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9 = 10719), rather than p* > 55.37 - since doubling p quadruples p* (Bun and Steinke, 2016, Proposi-
tion 27). (We write > rather than = because the privacy loss will increase due to data releases which we
have not accounted for — see note 4 in Subsection 3.4.1.) In general, the conversion from a DP flavor with
post-imputation persons as units to a DP flavor with persons as units requires an inflation of the privacy
loss budget (¢ or p) by a factor equal to the maximum number of times a record can be duplicated (Propo-
sition 2.4.15). To avoid this complication, we have reported post-imputation budgets in Table 3.4, but we

caveat this with the important observation that these budgets correspond to unusual protection units.

3.5 DISCUSSION

This paper continues an existing line of research (Rinott et al., 2018; Bailic and Chien, 2019; Chien and
Sadeghi, 2024; Neunhoeffer et al., 2024) examining traditional SDC methods — which are typically re-
garded as ad-hoc and are motivated by intuitive notions of protection or specific attacker models — under
the light of DP. By proving that data swapping can be studied theoretically via the lens of DP, we hope
to inspire further formal analyses of other traditional SDC methods. This type of analysis improves our
understanding of such methods by supplying mathematical descriptions of the level and substance (or, in
our terminology, the intensity and flavor) of the methods’ SDC. Such descriptions are important: they can
provide assurance to data providers and custodians that their data is adequately protected; or, conversely,
they can reveal inadequate SDC and spur additional protection.

However, it can be challenging to assess whether a given DP specification provides an adequate level of
protection. To do so, we must understand how choices for each of the five building block can affect SDC -
both individually and in conjunction with choices for the other building blocks. This requires answering

a range of difficult socio-technical questions. For instance, taking the other four building blocks as fixed,
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what privacy-loss budget (if any) is sufficient for adequate SDC, adequate for whom, and who should
decide the adequacy? Also, what is the practical impact of the protection units being post-imputation

persons? And, most relevant for this paper, what is the effect of invariants on SDC?

While we know that increasing the invariants strictly weakens the DP specification (Proposition 2.4.11),
it is more difficult to determine how they affect an attacker’s ability to make disclosures. Ashmead et al.
(2019) have investigated the effect of the 2020 DAS invariants, but there is a need for future work which
studies the effect of invariants at the scale of those induced by data swapping. In addition to building
technical understanding — and parallel to studies that survey preferences on appropriate settings for the
privacy loss budget, protection domain and input and output premetrics — it could be beneficial to gauge

public opinion on the acceptability of specific invariants.

Nevertheless, by providing DP specifications for both the PSA and the TDA, we demonstrate the feasi-
bility of mathematically comparing on fair grounds traditional SDC methods with DP-based mechanisms.
With these two algorithms as prime examples, the paper points to the possibility of similar comparative
analyses between other SDC methods, both those that were explicitly inspired by DP and those that were
designed and motivated from non-DP perspectives. By explicating the five building blocks for the PSA
and the TDA, we hope to promote nuanced assessments of DP deployments which go beyond discussion

of the privacy loss budget e.

We end this paper with discussions on two main results of this paper — the PSA’s privacy loss budget and

the comparison between the DP specifications for the 2020 DAS and the PSA, as presented in Table 3.4.
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Privacy Loss Budget (Nominal) to Swap Rate Conversion

b (largest stratum size)
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Figure 3.2: Conversion between the nominal privacy loss budget (¢) and the swap rate (p) for the PSA. Color and line type encode
different values of b, the size of the largest stratum delineated by /jacch (from 2 to 1 million). Outlined diamonds indicate the
smallest ¢ attainable for each b. Grey dotted horizontal lines correspond to swap rates of 5% and 50% respectively. The ¢ values
are nominal in that the privacy guarantee they afford shall be understood in the context of CSwap (and hence the values of ¢ across
different values of & are not immediately comparable).
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3.5.1 WHAT DoEs THE PSA’s BuDGET Look LIKE?

Figure 3.2 provides a visual illustration of Theorem 3.2.4, connecting the privacy loss budget ¢ to the
swap rate p, for a number of choices of 4. Three observations are worth noting. First, for each 4, there
exists a smallest ¢, call it £%), below which no swap rate p € [0,1] can attain. The minimum budget
¢®) = In(b + 1) /2 is achieved by the swap rate p¥) = /64 1/(v/b+1 +1). For each & in Figure 3.2,
this quantity ¢*) is marked by an outlined diamond. Importantly, the larger the &, the larger the minimum
possible budget ¢(?). For example, when & = 10, ¢%) is 1.20 (attained at p¥) = 77%); whereas when

b =10 6" is 6.91 (at p¥) = 99.9%).

That some privacy-loss budgets are not attainable for a fixed & follows from the fact that the ratio P(z |
x)/P(z | «’) of probabilities of a swapped dataset z from two different input datasets x and x” depends
not just on the swap rate p but also the ratio 7 of the number of derangements of size d7, <(x,2) to the
number of derangements of size d77, (/. 2). (This is because the PSA selects 477, <(x,2) records and

then samples derangements of size 477, < (x, z) uniformly at random.) This ratio 7 is upper bounded by

(b + 1)%1ms(*') which means ¢ must be at least In(6 + 1) — Inp +1In(1—p).

Second, for every b and every budget & > £(), two different swap rates can achieve that budget £, with
the higher one often being very close to 100%. For example at & = 10, a swap rate of either 35.4% or
95.2% achieves the nominal budget of ¢ = 3. The mathematical reason behind this is that, for large p
(ie. p > p')) the ratio  is dominated by the odds 0 = p/(1 — p), in which case In P(z | x) — InP(z |
)] /di s (%, %) is maximised when dY. (¥, ) is as small as possible. This results in ¢ = In o, while, as
explained in the previous paragraph, ¢ = In(b + 1) — Ino for p < p(). Since the former ¢ is monotone

increasingin p and the latter monotone decreasing, there are two swap rates p corresponding toany ¢ > &%),
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This is akin to the behavior of the randomized response mechanism, where a large probability prr > 0.5
of flipping the binary confidential answer inadvertently preserves statistical information, thereby achieving
the same budget ¢ = |lnogr | as 1 — prr.

Third and most importantly, we emphasize that the budgets visualized in Figure 3.2 are nominal in the
sense that the SDC guarantee they afford must be understood with respect to the full context as outlined
by the PSA’s DP specification. An aspect of this context is 4, the size of the largest stratum of Vyfaech, and
as a result, the same value of ¢ across different &’s should not be equated to be the same SDC guarantee.
Indeed, the ordering of the & curves in the figure suggests a seemingly peculiar fact that, for a larger 5,
a higher p is needed to achieve the same ¢. This apparent contradiction is explained by a point we have
repeatedly made: for a fixed dataset, a change in the value of & requires that the swapping invariants, and

hence the PSA’s SDC guarantee, also change.

3.5.2 How DoES THE 2020 DAS COMPARE WITH SWAPPING?

The DP specifications in Table 3.4 allow for epistemically meaningful comparisons between the 2020 DAS
and the counterfactual scenario in which the PSA was used. A side-by-side examination of these specifi-
cations’ building blocks elucidates the similarities and differences between the SDC provided by the PSA
and the 2020 DAS.

Firstly, both the 2020 DAS and the PSA have the same protection domain: the set of all possible CEFs
Xcer. This means that the PSA and the 2020 DAS protect the data x € Xcgr as it exists after collection,
coding, editing and imputation, rather than as it exists at other stages in its life cycle. As such, it is not the
respondents’ data (i.e. their ‘raw’ Census responses) which are directly protected, but rather it is the edited

and imputed data (i.e. the CEF) which receives the DP guarantee.
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Secondly, because both the 2020 DAS and the PSA have invariants, each of their DP specifications
partition the protection domain Xcgr into multiple universes. This operation constrains the scope of the
2020 DAS and the PSA’s SDC protection to datasets which agree on their invariants. Therefore, for the
same reasons that the 2020 DAS cannot satisfy the original specification of zZCDP given in Bun and Steinke
(2016), data swapping cannot satisfy the original pure e-DP specification of Dwork et al. (2006b). In this

sense, both the 2020 DAS and the PSA are DP only in so far as their invariants allow.

To varying degrees, all of the SDC methods used in 2020 have invariants. However, the PSA has many
more invariants than any of these methods and, as such, places more restrictions on the scope of protection.
Unfortunately, the 2020 Census data products carry a set of invariants that cannot be induced by data
swapping. That is, the invariants induced by the TDA do not accord to any choice of Vswaps ¥Macch, and
VHold (as shown in Example 3.2.3). Therefore, we cannot design a swapping algorithm which respects the
2020 invariants, and only those invariants. On the other hand, while swapping almost always has stricter
invariants for most variables, it does not necessarily have the TDA’s group quarter invariants. Therefore,
the 2020 DAS DP flavor is not strictly stronger than the PSA’s flavor, nor visa versa — although the 2020
DAS places less restrictions on the scope of protection, these are not nested within the restrictions induced

by the PSA’s invariants.

Thirdly, the input premetrics for the PSA and the 2020 DAS are both Hamming distances, although
with differing resolutions — household-records for the PSA and person-records for the 2020 DAS. This
means the protection units are post-imputation households and post-imputation persons respectively.
Since the input premetric the yardstick for measuring change in the input data (Subsection 2.4.4), using

a lower resolution like household-records provides more protection than a higher resolution like person-
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records (all else being equal). That is, a household-level distance is a stronger notion than a person-level
distance, since if the record of a single household changes part of its value, the multiple persons residing in

a same household may all change their records.

Fourthly, the PSA’s output premetric is also stronger than the 2020 DAS’s. The PSA uses the multi-
plicative distance Dyfyrr — as used in pure e-DP (Dwork et al., 2006b) — while the 2020 DAS uses the nor-
malized Rényi metric Dnor — as used in zero-concentrated-DP (zCDP) (Bun and Steinke, 2016). There
exist probabilities P and Q with Dnor (P, Q) arbitrarily small but Dypyer (P, Q) = o00. As such, Dytyrr

ensures a greater level of SDC protection than Dyor (again, assuming that all else is equal).

Fifthly, and finally, the privacy-loss budget of the PSA and of the 2020 DAS are not directly comparable
because a budget’s ‘unit of measurement’ is determined by its DP flavor. That is to say, a privacy-loss bud-
getis anominal measure of SDC protection, which is always relative to — and hence can only be understood
within the context of — the four other building blocks. The DP flavors for the PSA and the 2020 DAS are
different and so their budgets have different units of measurement. Nonetheless, following the USCB, we
can convert the 2020 DAS zCDP budget p* = 55.371 to the approximate DP budget of ¢ = 126.78 with
9 = 1071%, which is more comparable with an &-DP budget. Under this crude comparison, the privacy
loss of the 2020 DAS is an order of magnitude larger than that of the PSA.

However, even when converting to (¢, 9)-DP, the budgets are still not directly comparable because the
DP flavors for the PSA and the 2020 DAS also have different invariants and input premetrics. While the
2020 DAS’s budget would substantially increase under a household-level input premetric (Appendix B.s),
removing even one invariant from the PSA’s DP specification would result in a budget ¢ = oo. This is
because, if an invariant statistic is included in the DP flavor, then it does not contribute to the measurement

of privacy loss under that flavor. As we have mentioned repeatedly, the PSA has many more invariants and
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so many more statistics are removed from consideration when calculating its budget.

Yet, releasing a statistic under a large privacy loss budget is pragmatically equivalent to making that
statistic an invariant. Hence in principle it should be possible to effectively tradeoff invariants with large
budgets, thus making the comparison between the PSA and the 2020 DAS’s budget more tractable. We

leave this as an open research question.
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Can Swapping Be Differentially Private?*

4.1 WHAT MoTIVATED THIS STIRRED-NOT-SHAKEN TRIO?

SINCE ITS CONCEPTUALIZATION TWO DECADES AGO by Dwork et al. (2006b), differential privacy (DP)
has received a tremendous amount of attention in research and practice. Theoretically, it aims to provide
a tractable, mathematical framework to quantify and operationalize the evasive concept of privacy within
the context of sharing (or releasing) statistical data. Yet, driven by a myriad of constraints (e.g., challenges
in establishing theoretical guarantees or in practical implementation), attempts to alter, enhance, and relax
the original, so-called pure &-DP definition have led to a plethora of ‘impure’ DP formulations. Today, DP
has evolved into an umbrella term encompassing a broad class of technical standards conceptualizing what
it means for a data release algorithm to be ‘private’ (see Desfontaines and Pejé (2020) for a dizzying but

still partial enumeration of this class), and there now exists a vast and burgeoning body of work supplying

"Based on work coauthored with Ruobin Gong and Xiao-Li Meng.
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algorithms which satisfy these technical standards.

From a practical perspective, the interest in DP, and subsequent explosion of different formulations,
is easy to understand. General concerns of privacy breaches have increased substantially as our society
adventures deeper into the digital age. Organizations in all sectors and at all levels are compelled to expend
effort addressing the issue of data privacy, whether for noble reasons or for fear of liability; yet each entity
is faced with its own unique set of concerns, necessitating its own custom solution (Schneider et al., 2025).
The adoption of a form of DP by the United States Census Bureau (USCB) for its 2020 Decennial Census
of Population and Housing is a shining example of organizational effort—one that has generated much
theoretical contemplation and methodological advances, as well as controversies and emotions ranging
from excitement to frustration (see the special issue of the Harvard Data Science Review, “Differential

privacy for the 2020 US Census: Can we make data both private and useful?” Gong et al. (2022)).

Indeed, this trio of articles owes its existence to the bureau’s adoption of DP. Because data privacy has
been a central concern for the census since its inception, seeing the USCB’s recent development of the
DP-inspired TopDown Algorithm (TDA) (Abowd et al., 2022a) for its 2020 Census, one naturally may
wonder in what ways it improves upon their past methods for statistical disclosure control (SDC). In par-
ticular, the data swapping strategy used in 2010, just like the TDA, involves injecting artificial randomness
into the published census tables. So could it be a form of DP as well, which would then make it easier to

compare both methods within a single, unified framework?

Those who adhere to the definition of pure e&-DP may immediately declare that any form of swap-
ping cannot satisfy DP because swapping leaves some aggregations of the data unaltered, and hence some
statistics—termed its zzvariants—will be released without any artificial noise injected. By the same to-

ken, neither can the TDA satisfy DP because it is designed to maintain various total counts (e.g., state
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population counts) in order to comply with mandates set by the US Constitution. Yet, such a strict ad-
herence to a narrow perspective not only greatly limits the applicability of DP, but also fundamentally
misperceives its essence. (Besides which, DP has accommodated invariants from its very inception: the
number of records in the dataset can be released exactly under many DP definitions, including pure &-DP.)
After all, DP is not concerned with protecting absolute privacy—no data release method can (Kifer and
Machanavajjhala, 2011). Rather, it concerns the protection of information that can be revealed by an in-
dividual’s confidential data but is otherwise unavailable. The constitutional mandates reveal information
that cannot be protected, and hence any adoption of DP—or any other data protection methodology for

that matter—must take that into account.

For the case of swapping, the matter becomes muddier as its invariants are not externally mandated
but instead are inherent to its design. One can see immediately the potential complications with, and de-
bates about, different designs and their resulting invariants. Confusions may easily result from comparing
SDC methods that are based on different postulates of what is already known or considered not to need
protection, akin to the trouble of comparing two distributions when they’re conditioned on by different

variables.

Such a problem is only one of many nuanced issues we have had to deal with as we seek precise and
contextual answers to the question in this article’s title, as an impetus for a deep study of DP to reveal
its statistical essence and to contemplate its practical complications. Consequently, it should come with
little surprise that our investigation took considerably more time, and pages, than initially expected. This
third part of a trio of papers therefore will first provide an intuitive summary and explanation of both

preceding parts (Bailie et al., 2025b,c) before elaborating on their broader and deeper implications, and
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discussing the more nuanced or subtle issues that tend to invite misunderstanding, misuse, and misplaced
expectations of DP.

Integrating the three parts together, this triptych reflects our triple ambition: firstly, to leverage the
merits of DP, including its mathematical assurances and algorithmic transparency, without sidelining the
advantages of classical SDC; secondly, to unveil the nuances and potential pitfalls in employing DP as a
theoretical yardstick for SDC procedures; and thirdly, to build connections between social and technical
conceptualizations of data privacy by outlining real-world considerations behind the five building blocks,

as demonstrated by comparing data swapping and the TDA in the context of the US Decennial Censuses.

4.2 HicHLIGHTS OF PART I: F1vE BUuiLpiNG Brocks or DP

A DPspecification, as explained in Part I, consists of five building blocks, addressing five related, but distinct
questions about a data release mechanism (also referred to as an SDC method, a data sharing algorithm,
or similar). As we will review shortly, the core idea behind any DP definition is that the relative change
in the mechanism’s likelihood function with respect to changes in individual data points is deliberately
controlled. Indeed, this narrow, mathematical formulation of data privacy in terms of a rate of change
highlights DP’s core idea of bounding the derivative of the mechanism, as is alluded to by its nomenclature
“differential.”

A technically oriented reader may immediately ask a host of questions. On what space is the likelihood
function defined? How is the relative change metricized? What constitutes an “individual data point™?
What does control mean? And so on. Indeed these questions are key to formalizing the above idea of DP
into mathematical definition, and their many possible answers are reflected by the numerous formulations

of DP found in the literature.
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A DP specification answers all these questions, thereby providing a complete, self-contained and well-

defined standard against which a data release mechanism can be assessed.

The DP specification framework starts with the most basic question: who is eligible for SDC protection?
which is addressed by specifying the actual, potential or counterfactual datasets that are to be protected.
The collection of all such datasets is called the data space, or the domain, and is denoted by X. Because
setting down all the possible counterfactual datasets requires situating the actual dataset x in the context
of its lifecycle—not just specifying the mathematical structure and schema of x—the domain X’ provides

the meaning of who x’s data subjects are and how x represents them.

Based on the actual, confidential dataset x, some output statistics are computed and published via the
data-release mechanism, which is a random function of x. (It is worthwhile to emphasize that in this
setup, the randomness is not in x, but rather artificially injected into the output statistics to reduce their
information content.) From an attacker’s perspective, the confidential dataset x—which always belongs
to X by design—is the unknown ‘parameter’ to be inferred from the output statistics, hence the choice of

X is conceptually analogous to the choice of a parameter space in standard statistical inference.

Explicating X', however, is only the first step. The next question is zo where does the protection extend?
which can be answered by specifying a multiverse 9, which is a collection of the possible data universes
D, be they actual or hypothetical. The need for—and the distinction between—the data multiverse and
the actual data universe is well illustrated by the application of DP to the US Decennial Census. Suppose
the enumerated US population size Ny is 330 million. Then, in order to comply with the constitutional
mandate that the state population totals must be released exactly as enumerated, any hypothetical census
dataset that does not yield Nys = 330,000,000 will not be within the scope of protection, since any

attacker can easily rule out such data sets. In this instance, if Ny is the only aggregation that must be dis-
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closed as it is, then the corresponding data universe is simply all datasets in X such that the corresponding
Nys = 330,000,000.

However, it would be rather unwise to design a mechanism that works only when Ny is exactly 330
million. The enumerated US total population count varies from census to census, and indeed it varies
within each census due to corrective adjustments (e.g., for reducing the impact of under-counting). While
it is essential for any data release mechanism to respect constitutional mandates—i.e., to disclose the total
state enumerations—the actual value of the disclosed Ny is rather accidental. A sensible design should
work regardless of the value of Nyss, at least for values within a reasonable range (e.g., one may argue that
itis insensible to require a mechanism to work for implausible values, such as Nyig = 330 billion). A data
multiverse, therefore collects all data universe within each of which the count Ny is a constant, so that all

datasets in X are protected—but only within the scope of their respective universes.

Next is the question, what is the granularity of protection? which can be a source of confusion, as well
as an opportunity for manipulation in capable but malicious hands. Recalling that a DP formulation is a
bound on a mechanism’s rate of change, the granularity of protection is understood by considering the en-
tities whose data is counterfactually altered when measuring this rate of change. These entities are termed
the protection units (or, elsewhere in the literature, the privacy units). Individual persons or business en-
tities are common choices for the protection units, but they are not the only ones. For example, for the
SDC protection of electronic communications, the unit may be defined as a single message sent by a per-
son, rather than the sender herself. As an individual may send many messages a day, such a fine-grained
protection unit allows a social media platform to declare a nominal level of DP protection which appears

impressively high, even though the actual risks to the sender remain exponentially large.

Mathematically, the granularity of protection is formally conceptualized via a premetric d x (x, ), which
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is a measure of the difference (or ‘distance’) between two datasets x and «’ in X'. Furthermore, the protec-
tion units correspond conceptually to unit differences in d y —i.e. the differences between neighboring (or
adjacent) datasets, which are pairs of counterfactual datasets x, ¥’ € X with dx (x,x’) = 1. More exactly,
a protection unit is what differs during the generating processes of two neighboring datasets. While neigh-
boring datasets could differ by the deletion of one record, or the alteration of a single attribute, to properly
define the protection units requires an appreciation of what a unit difference in d x actually represents in
the real world. This in turn necessitates placing x within the context of its data pipeline, highlighting once
again the importance of the domain &”s contextual definition, over and above a purely mathematical or

technical description of it.

As we have repeatedly emphasized, DP quantifies SDC protection as the rate of change in the variations
of a data release mechanism’s output. For each specification of DD, this rate of change is calculated with
respect to the specification’s premetric dx on the data space X', but how is the change in output variations
measured? A premetric Dp, is also used for this, except in this case Dp,(Py, P,/) is a measure of the dif-
ference between probability distributions P, and P,s. Here, P, denotes the likelihood function—i.e. the
probability distribution of the released statistics, as a function of the confidential data x, where the ran-
domness in P, is introduced solely by the data-release mechanism. This is a sensible approach to SDC: as
all statistical information is created by variations in the data, by limiting the relative changes in the output

distributions, we limit the changes in variations due to the change from x to x’ as measured by d.x (x, x’).

This brings us to the fifth and final question of a DP specification , how much protection is afforded,
which, foreach datauniverse D € Z, is answered by the quantity ep. The value of ep isabound on the rate

of change (as measured by d x and Dp,) within the universe D. Smaller values of ¢p are more restrictive and
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hence supply higher levels of protection. As explained in Part I, we propose the term protection loss budget
for ep instead of the commonly-used “privacy loss budget” (although we maintain the same abbreviation,
PLB) because we believe that the former more accurately captures the narrow question DP is addressing
(Seeman and Susser, 2023). Indeed, amid an environment of myriad and varied privacy concerns, our
choice of terminology—SDC and protection in place of privacy—reflects our desire to avoid running the
risk of misrepresenting DP as a solution to the broad gamut of data privacy issues (Nissenbaum, 20105
Bailie and Gong, 2023b).

We allow ¢ to vary between universes so that difterent protection loss for different universes, which may
be desirable when, for utility reasons or otherwise, some entities or attributes should receive less protection.

As shown in Part I, most common DP definitions, including the classic pure e-DP, approximate (e, 9)-

DP, and zero-concentrated p-DP (zCDP), are all special cases of the general formulation:

Dy, (Py, Py
M <e¢, forallx,x’ € D, andforallD € 2, (4.1)
dX (x7 x/)
or more generally,
DPr(va Px/) < £dX(X, x/)a forall X, « € D, and forall D € ‘@? (4‘2‘)

but with different choices for X', Z, Dp;,d and e.  'We provide two expressions here because the first
one resembles the familiar notation of taking derivative, and hence the term “differential privacy”; while
the second shows that mathematically a DP specification is simply a Lipschitz continuity condition on Py
as a function of the input data x. (Informally speaking, Lipschitz continuity is simply a generalization of

differentiation.)

Taken together, these five answers form the building blocks of a differential privacy specification:
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1. The protection domain (who is eligible for protection?), as defined by the set X'

2. The scope of protection (where does the protection extend to?), as instantiated by the multiverse
9, which is a collection of universes D C X.

3. The protection unit (what is the granularity of protection?), as conceptualized by the input diver-

gence dx on the domain X

. The standard of protection (how to measure change in output variations?), as captured by the out-
4 p 8 p p y
put divergence Dp, on the released data’s possible probability distributions.

5. The intensity of protection (how much protection is afforded?), as quantified by the protection-
loss budget ep for each data universe D (where smaller budgets correspond to a higher intensity of

protection).

In the current literature and practice, PLB has been treated largely as the sole measure of the strength
of a privacy guarantee, as is often the case in balancing the privacy-utility tradeoft (see e.g. Abowd and
Schmutte, 2016). However, the five-building-block framework reveals that ep can be meaningfully de-
fined only after the DP flavor, that is, the collection of the first four building blocks, has been declared.
To make an analogy, different DP flavors are to the PLB as different sovereigns are to their currencies. Ex-
change rates exist wherever trade relationships exist. Nevertheless, at the end of the day it is not currencies,
but purchasing power, that matters. If today Japan announces that starting from tomorrow their currency
would be denominated by “centiyen” which is equal to 100 yens, it would change the US-Japan exchange
rate by 100 fold, but it would not change how many Macbooks each Japanese person could afford. Cur-
rencies are arbitrary proxies to purchasing power which are determined by economic-political features of a
sovereign that are hard to measure, just like PLBs are arbitrary proxies to that ephemeral notion of “privacy”
that resists definition.

Lessons learned from studying the swapping algorithm , as presented in the following section, show

how one may spend apparently less PLB, all the while without adding more noise to the privacy-protected
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THE LipscHITZ CONDITION OF DIFFERENTIAL PRIVACY

Figure 4.1: Schematic of a differential privacy specification 5rp-DP(A’, D,dx, ) The domain X is the set of all possible
datasets (be they actual, potential or counterfactual). We denote two arbitrary datasets by v and " ; other possible datasets are
depicted by . The multiverse 7 = {Dy, D, D5, Dy, Ds } is a collection of sets of datasets - these sets are called
universes. (In this schematic, & partitions the domain X', as would happen when & encodes invariants. In general, this need not
be the case. In fact, often the universes may be overlapping.) A data release mechanism 7 transforms a dataset x to a random
output T(x),which is a draw from the probability distribution P,.. Intuitively, differential privacy requires that similar datasets x
and ' have similar output distributions P, and P... This is formalized by the Lipschitz condition Dp,(P., Py) < ep,dx (x, &),
which states that the ‘distance’ Dp, ( P,, Py ) between the output distributions is at most a constant multiple £ p, of the ‘distance’
dx (x, x’) between the corresponding input datasets. Here, similarity (or ‘distance’) between datasets is measured by the DP
specification’s input premetric d i, visualized above as a caliper, and similarity between probability distributions of the output
under different inputs is measured by the DP specification’s (the tape measure). For simplicity, we depict
the output space T as one dimensional, although in practice it is frequently a high-dimensional space, or even a union of many
different probability spaces (as is the case for local DP). (The PLB above, £ p,, has the subscript D because the Lipschitz condi-
tion is applied to the datasets x and x’, which are members of the universe D;, and because the PLB is allowed to vary between
universes, potentially taking five different values,ep,, €p,, . . . , €Dp.)
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data product, because one can manipulate other building blocks. These are not merely mathematical pos-
sibilities or pathological cases, but rather consequences of taking the value of ép nominally and out of

context, leading us down a slippery slope.

4.3 How 1o REDUCE ‘PRIvACY Loss’ WiTHOUT ADDING MORE NOISE:
A PERVERSE GUIDE
This section discusses some of the ways to ‘cheat,” i.e. to reduce the PLB without adding more noise.
The mathematical feasibility of this can be explained rather simply. In order to alter one component of a
differential privacy specification—in this case the PLB—one can maneuver the other components (X, &,
dx or Dpy), or parameters of the data release mechanism to that end. Some such maneuvers may be valid,
especially if the data custodian is transparent about the resulting DP specification, but others can be used to
corruptly promote a high nominal level of protection (small PLB), while hiding shortcomings in the other
building blocks. Needless to say, our intention is not to encourage unscrupulous behavior, but rather to
expose the inherent weaknesses that are open for exploitation in what might appear to be an objective and
mathematically absolute framework for privacy protection. These warnings may be particularly relevant to
commercial implementations of DP, where conflicts of interest are commonplace (see e.g. Waldman, 202.1).
For example, when the data custodian and data user are the same entity (such as a tech company collecting
data about their customers), it can easily be tempted to cut some differentially-private corners—or engage
in some privacy theatrics (Smart et al., 2022)—due to a desire to improve data utility while maintaining

prima facie privacy protection to assuage its data contributors.

We start with the first ingredient of the DP flavor, the protection domain, X. The less to protect, the

less protection budget needs to be spent. Therefore, choosing or interpreting X" more restrictively may
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lead to a smaller PLB, even without actually adding more noise to the data. This potentially perverse in-
centive should receive more scrutiny, because in most practice, the choice of &’ is a conscious one on the
data custodian’s part, and is indispensable to the interpretation of the DP specification. The domain X
frames the variables that are contained in the dataset and thus depends upon the socio-cultural sensitivity
of these variables (Nissenbaum, 2010). More generally, every choice of X" encodes a data conceptualiza-
tion (Leonelli, 2019)—a representation &y the data of the individuals who contributed their information.
Viewing the data release mechanism as a constituent phase in a data life cycle, A specifies the starting point
of that cycle. The impact of this choice permeates through other phases in the cycle, notably before data
privatization including coding, cleaning, imputation, (sub-)sampling, and so on (Meng, 2021). Restric-
tions imposed by each of these steps may impact X" before the privatization step, thus affecting the PLB.
Take the concrete example of topcoding and clamping, often performed as a data pre-processing step (see
e.g. Kamath et al,, 2023). By rounding or projection, the operation forces data to take value in an &’ that
has a bounded range, effectively reducing the sensitivity of any subsequent data release mechanism, allow-

ing for a smaller declared PLB for the same magnitude of noise introduced.

The second way to apparently spend less PLB without adding more noise is to change the multiverse
9, the second ingredient of the DP flavor. Piling on more invariants, i.e., summaries of data that will
be published exactly by the data-release mechanism, is one of such examples, because it creates a more
shattered data multiverse 7. (A multiverse Z is a shattering (or refinement) of another multiverse 2’ if
every D € P isasubsetof some D' € 2.) For those who appreciate DP as a framework for protecting the
relative privacy or information, this possibility is rather obvious. The more one discloses via the invariants,

the less information left in the data that require protection, and hence a smaller PLB is incurred. Take
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swapping as a concrete case: as shown in Part II and briefly recapped in Subsection 4.4.1, the PLB ¢ of
the Permutation Swapping Algorithm is determined by the swap rate p and the largest stratum size 4. To
decrease the nominal value of ¢, one can either increase p (up to a point) or decrease . When the dataset
has a fixed size, the simplest way to decrease & is to define the stratifying variables at a finer resolution,
resulting in smaller strata within which swapping is confined. As illustrated in Part II, the various choices
of the stratifying variables at different levels of geography, with or without crossing with the household
size variable, result in & ranging from as small as 11.7 thousand to as large as 13.7 million, and a nominal ¢

from 12.31 to 19.38 (respectively) at p = 5%.

A third way to achieve a nominal reduction of the PLB is to redefine the protection units—as captured
by the third ingredient of DP flavor, d xy —at a finer granularity. With all else being equal, a DP specification
with coarser protection units packs more weight in its PLB; it offers a stronger protection guarantee at the
same nominal budget than a specification with on finer protection units. In the opposite direction, when a
more expansive protection unit is supplanted by a narrower one, the input premetric 4 x becomes inflated
in that a unit of change in the former sense may amount to multiple units of change in the latter sense,

“watering down” the PLB by the same amount.

This maneuver has been recognized, and to some extent utilized, by the literature in privacy mecha-
nism design for complex data structures. For example, the choice of neighbors is particularly important
for network data — are neighbors defined by removing a node or an edge from the network, that is, are
privacy units edges or nodes (Raskhodnikova and Smith, 2016)? For business databases, does a company
constitute a unit, or should units be employees, or both (Haney et al,, 2017; Schmutte, 2016; He et al,,

2014)? Or should they be the company’s transactions? Similarly for large personal databases in commer-
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cial settings, should an individual constitute a unit, or should each of their interactions with the platform
(such as a post or a ‘like’) be privacy units, or should units be the set of a user’s interactions within a given
time period (e.g. a single day) (Kenthapadi and Tran, 2018; Messing et al., 2020b; Desfontaines, 2023)?
Finally, when publishing social statistics, do households deserve privacy protection above and beyond the
protection afforded to their individual members (Machanavajjhala, 2022)?

A fourth way to gain nominal PLB out of thin air is to artificially introduce an output divergence Dp;
that systematically assesses two distributions to be closer. Technically speaking, the relaxation from e-DP
to (¢, 9)-approximate DP (ADP) (Dwork et al., 20062) can be understood as a maneuver of this type. (This
is not to say that ¢, 9)-ADP is never a valid choice—in certain situations the gains to data utility may legit-
imately outweigh the loss to SDC of adopting (¢, 9)-DP. However, often there are other choices which
allow for the same gains in utility while requiring that a data release mechanism ‘fail gracefully’ rather than
allowing a non-zero probability of ‘catastrophic failure’ (see e.g. Near and Abuah, 2025, Chapter 7).) This

can be seen by writing out the multiplicative divergence for (¢, 9)-approximate DP, as in Part I:

Diu(P, Q) = sup
SeF

,In (4.3)

LCE 't

Q(s) — o
Q) ’0}’

P(S)
where [x]* = max{x, 0}, P and Q are two probability measures on the same output space of the data-
release mechanism 7, and .% is a collection of events of 7 that are of interests and that permit logically
coherent probabilistic assignment and operation, technically known as g-algebra. But clearly, for any 9 >
0, D312 (P, Q) < supge 5 |In P(S) — In Q(S)]|, which is the output premetric for pure &-DP. Hence, we
have reduced the PLB without changing the actual data release mechanism.

Because the PLB is used to bound the worst-cast rate of change, as seen in (4.1), any strategy of reducing

the extremeness of the worst-case will permit a smaller PLB without injecting any additional noise. This
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opens doors for manipulation or misuse. Specifically, we can reduce the -algebra .%, by pretending that
we are interested in fewer events for the outcome 7". This can be seen clearly in (4.3), where the right-hand
side is the largest possible value over all events in . (denoted by § € .%). If we reduce .# to a sub-o-algebra,

then this extreme value will deflate, affording us with a smaller PLB.

The concept of subspace differential privacy (Gao et al., 2022) reflects a maneuver of this type, for it
requires control over the output divergence for every set in the Borel s-algebra generated by a linear sub-
space of the ambient space. Coarsening the s-algebra associated with the output space signifies a weaker
standard against which the data release mechanism is held, and does not compel the mechanism to be
non-measurable with respect to another richer g-algebra. Therefore, for subspace differential privacy, the
mechanism could still take values in the ambient space. This is also different from the requirement of

invariants, which operates on the input space rather than the output space of the data release mechanism

T.

To emphasize further the importance of understanding the vulnerability and subtlety of DP, consider
the case where we use a constant data release mechanism, that is 7(x) = C, where C does not change
with x. Clearly such a data release mechanism has zero PLB because it is completely insensitive to any
manipulation of the input data x. But what if the data curator chooses C to be the same value as the very
data or query we try to protect? Surely that means PLB=00, since the actual query or data is disclosed.
Whereas this may appear to be a pathological case, it carries a critical message: the design of the data release
mechanism cannot be permitted to depend on the confidential data set itself. This is the very reason that
for 2020 Census, the US Census Bureau used the original data from 2010 Census, in its construction of
the 2020 TopDown Algorithm, instead of from the 2020 Census itself (Abowd and Hawes, 2023).

What has been discussed thus far does not nearly exhaust all perverse means to game the PLB. How-
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ever, our message is the opposite of perverse: the privacy loss budget is contextual in nature. Its context
in the narrowest sense encompasses the choice of parameter in a privacy specification and a data release

mechanism. These aspects of a DP guarantee deserve proper recognition.

4.4 HicHLIGHTS OF PART II: THE US CENsus’s EvoLvING DATA PrO-
TECTION

The Decennial Census of Population and Housing is a critical piece of US infrastructure. It determines the
apportionment of seats in the House of Representatives; it is relied upon for allocating trillions of dollars in
federal funding each year; and it informs the decision-making of businesses, urban planners and hospitals,
amongst many others (Villa Ross, 2023; Reamer, 2019; National Research Council, 1995). Safeguarding
such an important data source requires robust SDC, a task that the US Census Bureau has long taken
seriously. In fact, the bureau has been managing the risk of indirect disclosure in the Decennial Census
from 1940 onward (US Census Bureau, 2019b). In the 1990 Census, protections were strengthened and
anew SDC method was introduced: data swapping (McKenna, 2018; Dalenius and Reiss, 1982; Fienberg
and Mclntyre, 2004).

Data swapping (or record swapping) is a general concept that encompasses a broad class of algorithms.
These algorithms select a set of records and then shuffle the values of certain variables among these records.
We call the variables whose values are shuffled the swapping variables; all other variables are called the hold-
ing variables. Usually, records are partitioned into groups (or strata) according to the values they take on
a subset of the holding variables we call the matching variables; and records are only shuffled within their

matching group.

The primary SDC methods used in the 1990, 2000 and 2010 Censuses were forms of data swapping, the

147



full technical details of which have not been made public due to confidentiality concerns. We know how-
ever that the bureau swapped entire households, rather than shuffling person-level data between house-
holds; that the swapping variable was geographic (e.g. block group, tract, or county); and that the match-
ing variables included broader levels of geographies (i.e. tract, county or state) as well as the household’s
total counts of adults and children. Furthermore, unique or unusual households that the bureau believed

had higher disclosure risk had a higher chance of being swapped.

In the 2010s, spurred by an increasing awareness of privacy risks in statistical products (Dinur and
Nissim, 2003 ), the US Census Bureau conducted a reconstruction attack on the 2010 Census.  Using
published tables, and publicly-available information on the relationships between these tables, they were
able to determine with a high degree of confidence much of the underlying post-swapped microdata which
produced these tables (Abowd et al., 2023). This lead to a revolution at the bureau - the 2020 Census
would not be protected by using data swapping, as was the case for the previous three decades, but rather
by brand new SDC methods which were explicitly designed to satisty DP (Abowd, 2018). Yet, does the
USCB’s official adoption of DP, on its own, truly represent a sea change in how it protects the census?
What if, in fact, the census was already protected in 2010 by a DP method — or at least by a method which

is very similar to a DP one?

4.4.1 A DP GUARANTEE FOR THE 2010 CENSUS?

While data swapping was not originally invented with DP in mind, it may still be possible for it to satisfy
some DP specification. However, itis effectively a method for adding noise 07/y to the relationship between
the swapping and holding variables within each matching group. As such, the marginal distributions of

these three sets of variables are /nvariant under swapping, as is the joint distribution of the swapping and
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matching variables. Data swapping can therefore only be DP subject to the invariants it induces - i.e. it
can satisfy a DP specification only if the specification’s data multiverse respects its invariants. This limiting
of the scope of protection greatly reduces the SDC guarantee provided by DP, as we discuss extensively in

the following section.

Moreover, some of the technical implementation details of the 2010 swapping procedure preclude it
from satistfying a pure e-DP specification (i.e. a specification whose output premetric Dp; is the same as the
one used in the original DP specification of Dwork et al. (2006b)). Nevertheless, the Permutation Swap-
ping Algorithm (PSA) — which keeps to the spirit of the 2010 procedure, if not the exact implementation®
— does satisfy pure e-DP subject to the invariants it induces.

The PSA is very simple to describe: It selects records independently with probability p (the ‘swap rate’)
and then permutes the values of those records’ swapping variables. Incidentally, this idea (under the name
n-Cycle swapping) was under active investigation by the USCB up until the bureau redirected its research
efforts towards DP (McKenna and Haubach, 2019).

The following statement is an informal version of the main result of Part II, which proves that the PSA
satisfies a DP specification.

Theorem ILx (informally). Subject to the invariants induced by it, the PSA is e-differentially private, with

In(6+1) —Ino if0 <p<0.5,
e <

max { Ino,In(6 4+ 1) —Ino} if0.5 <p <1,

whereo = p/(1 — p), and b is the size of the largest matching group.

To contextualize the protection loss budget ¢ in Theorem IL1, we briefly describe in non-technical

*We point the interested reader to Part II for a detailed comparison between the PSA and the 2010 swapping
procedure.
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terms the first four building blocks of the PSA’s DP specification. Firstly, the protection domain &’ is
any set of datasets which all share the same variables. Secondly, what “subject to the invariants” means is
that among all possible datasets in X, the only ones that carry the protection guarantee are the ones that
share the same invariant values with the actualized, confidential dataset. This is because other datasets will
be excluded from consideration by any competent attacker due to the fact that their invariant values are
different to those published. Mathematically, the invariants partition the data space X’ into data universes,
with all datasets in each universe sharing the same invariant values. By subjecting DP to the PSA’s invari-
ants, we mean that DP’s Lipschitz condition (2.1)) is restricted to datasets in the same universe. Hence,

comparisons between datasets with different values on the invariants are excluded from consideration.

Thirdly, the granularity of the PSA’s DP specification is equal to the resolution of the PSA’s swaps.
For example, if the PSA swaps person records, then the granularity of protection is person records. More
technically, we mean that the PSA’s input premetric d y is the Hamming distance on person records. Thus,
if a number 7 of person records are changed, the distribution of the PSA’s output will change by at most
en units, as measured by the standard of protection for the PSA’s DP specification (assuming that the
changes to these records do not result in a change in the invariants). (Fourthly) this standard of protection
is captured by the maximum likelihood ratio — that is, the maximum value, over all possible outputs ¢
of the relative likelihood of observing output #, under input dataset x as compared to under the some

alternative input x’.

In order to get an (approximate) description of the 2010 Census’s SDC protection, we instantiate the
PSA’s parameters to align as closely as possible with what we know about the 2010 swapping procedure.

This gives us a concrete DP specification for the 2010 Census (unlike the above specification, which gener-
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ically applies to all instantiations of the PSA), under the counterfactual scenario that this census was pro-
tected by the PSA. We emphasize that this does not provide a DP guarantee for the actual 2010 Census
since such a guarantee must reckon with the exact implementation details of the 2010 SDC methods, not
the PSA. However, because we believe the PSA can closely parallel the 2010 swapping procedure by ap-
propriately choosing its implementation parameters, the resulting DP specification is nevertheless a useful

perspective on the protection provided to the 2010 Census.

Our choices for the PSA’s implementation parameters are as follows. To integrate the PSA into the
2010 Census data pipeline, we place it after all imputation and editing processes. This means the PSA’s
protection domain is the set Xcgr of all possible Cernsus Edited Files - i.e. all hypothetical outputs result-
ing from the first stages of the Census data pipeline through to the imputation and editing processes. This
has important implications on what data is actually being protected by the PSA: the edited and imputed
records, not the ‘raw’ Census responses. Moreover, because Xcgr determines what it means to counter-
factually alter data, it also has implications on what the protection unit in 2010 was. Indeed, mirroring
the 2010 swapping procedure, we set the PSA to swap household-level records, so that its input premetric
d x is the Hamming distance on household records; yet this does not imply the 2010 protection units were
households — because a change in a single record of the Census Edited File does not always correspond to a
singe household changing their Census responses. Instead, the 2010 protection units are ‘post-imputation
households’ — imaginary entities which can alter their own records in the Census Edited File freely without
affecting other, imputed records. (See Part II for an explanation of how the PLB must be inflated in order

to have households as the protection unit.)

We set the PSA’s matching variables to be the household’s state and size, and its swapping variables to
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be the household’s county. This results in a multiverse %519 where all statistics at the state and national
levels are invariant, as well as the counts of households by size at the block level. Finally, we set the swap
rate p to be 2-4%, as boyd and Sarathy (2022 states was used in 2010. This results in a PLB ¢ between 18.29
and 19.

Since the 2010 swapping procedure also included the number of voting-aged people as a matching vari-
able, 18.29-19 is an upper bound for 2010’s approximate PLB. (We cannot compute the PLB when the
number of adults is invariant because the necessary statistic—the value of & in Theorem II.1—is not pub-
licly available.) However, this also implies that %5019 gives a lower bound on the invariants: in addition to
the statistics reported above, the block-level breakdown of households by the number of adult occupants

(and hence also by the number of children occupants) were invariant.

4.4.2 THE DP GUARANTEE OF THE 2020 CENSUS

Having established that the 2010 Census may be analyzed from the perspective of DP, it is fruitful to
compare it with the DP specification of the 2020 Census. We will start this comparison by examining each
of the five DP building blocks in turn. As in 2010, the 2020 disclosure avoidance system (DAS) also took
the Census Edited File as input. Hence the protection domain remains constant across the two census;
in both cases it is the set of all possible Census Edited Files Xcgr. Secondly, the granularity of protection
in 2020 was person-level records. All other components being equal, this would imply weaker protection
than in 2010, which protected household-level records; but, as we will see, the three remaining components

are not equal.

Mostimportantly, the 2020 DAS has far fewer invariants than was the case in 2010. The 2020 invariants

were carefully considered and minimized to those required by operational and constitutional mandates.

152



These invariants are the state populations as well as the counts at the block level of housing units and of
each type of occupied group quarters. As we will discuss in Section 4.6, initial analysis suggests that these
invariants have minimal effect on SDC; the same cannot be said about 2010’s invariants (Abowd et al.,

2023).

The standard of protection used in 2020 is what we call the normalized Rényi metric; this is the choice of
output premetric corresponding to zero-concentrated DP (zCDP) (Bun and Steinke, 2016). Under these
settings for the first four components, the 2020 Census’s PLB is given by p?> = 55.371. (We follow the
standard convention of using p to denote the PLB in the case where the standard of protection corresponds
to zCDP.) Additionally, we may translate from zCDP to (¢, 9)-DP and thereby also express the 2020 PLB
by ¢ = 126.78 with 0 = 10710, (To be clear, in this translation across DP specifications, the first three
building blocks stay the same, while the output premetric changes from the normalized Rényi metric to

the J-approximate multiplicative divergence.)

It is worth noting that the above DP specification only assesses the disclosure risk associated with the
primary 2020 Census products (namely, the P.L. 94-171 Redistricting Summary File (US Census Bureau,
2021a,b), the Demographic and Housing Characteristics (DHC) File (US Census Bureau, 2023c¢), the
Detailed DHC-A and -B Files (US Census Bureau, 2023f, 2024a), the Supplemental DHC (US Census
Bureau, 2024c) and related auxiliary products—see Part IT). As of the time of writing, there have already
been additional releases, and there will be future releases which rely on the 2020 Census data (e.g., the
annual Population and Housing Unit Estimates and the National Population Projections (US Census Bu-
reau, 2023q,p)). While we have not been able to obtain information on their SDC, these releases will at

a minimum increase the 2020 PLB. They may also possibly weaken the other components of the 2020
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DP specification. This would not happen for data swapping; the 2010 DP specification from the previ-
ous subsection would cover all Census products because they were all generated from the post-swapped

microdata (see Subsection 4.5.2).

Beyond the core details of the 2020 DP specification explained above, several other aspects merit atten-
tion. Firstly, as for 2010, setting the protection domain to be Xcgr in 2020 has important implications:
The 2020 Census does not have “end-to-end” DP protection (c.f. Hu et al., 2024); its protection units
are ‘post-imputation persons’ and as such does not provide protection to individuals’ Census responses
directly. Secondly, a more nuanced perspective on the 2020 DAS would examine its per-attribute PLBs
(Ashmead et al., 2019). A per-attribute analysis considers a DP specification in which only one variable
(i.e. attribute) is allowed to vary within each data universe. This allows for a more fine-grained assessment
of SDC, rather than assuming the worst-case possibility of complete dependence between variables when
composing the per-attribute budgets into a single total budget. Apart from the following two observations,
we leave this important discussion to future work: The per-attribute budgets are much smaller than the
overall 2020 PLB. And a per-attribute analysis is not applicable to data swapping since its DP specification

does not rely on the composition theorem of DP.

4.5 WHAT DoOES IT MEAN IF SWAPPING Is DIFFERENTIALLY PRIVATE?

4.5.1 DIFFERENTIAL PRIVACY BESTOWS ADVANTAGES

The PSA’s DP specification gives a precise, mathematical formulation of the SDC it provides. It delimits
the information the PSA does not protect (its invariants) and the extent to which it protects the remaining
information. It describes the granularity at which attackers are limited in learning about aspects of the

confidential data that are not disclosed by the invariants alone, and the standard against which this learning
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is measured. In short, the PSA’s DP specification answers the ‘who’, ‘where’, ‘what’, ‘how’ and ‘how much’
questions of SDC - a precursor for determining whether the PSA is appropriate for a given data release,

and, if so, for choosing its implementation parameters.

DP is not just a descriptive framework. It also provides a calculus for reasoning about how protection
loss accumulates across multiple data products, a tool which is becoming increasingly more valuable as
national statistical offices (NSOs) diversify their offerings (Kitchin, 2015). Moreover, adopting a DP flavor
as the yardstick for measuring SDC permits complete transparency of the data release mechanism, since
DP guarantees do not degrade with the attacker’s knowledge of the mechanism (in contrast, degradation
can occur with the attacker’s knowledge of the relationships among the data subjects). For example, even
when armed with the complete knowledge of the PSA’s implementation details (including the values of all
its parameters, such as the swap rate or swap key, but excluding, of course, the value of its random seed),
it is still impossible for an attacker to thwart the SDC protections, as measured by its DP specification.
While transparency does not assist attackers in breaking DP’s protection guarantees, it is important to
legitimate data users as an essential prerequisite for valid statistical analysis of privacy-protected data (Gong,
2022b). Indeed, by allowing quantitative analysts such as statisticians and social scientists to correct for
the statistical errors induced by SDC protection, transparency increases data utility and supports robust

research findings.

As Section 4.6 will discuss in more detail, the claim that the details of a DP-compliant method can be
disseminated at no cost to privacy rests on two assumptions. Barring this complication, transparency — as
provided by recasting SDC techniques as DP — will be a major development because the details and imple-

mentation parameters of SDC algorithms have traditionally been kept secret. For example, the currently

IS5



available public documentation on the 2010 DAS is deliberately deficient, stymieing researchers’ ability
to appropriately account for the noise it injects into Census data (Kenny et al., 2024). Our work provides
the necessary framework to justify the publication of a comprehensive description of the 2010 DAS swap-
ping procedure, without further degrading its protection beyond the loss attributable to the invariants
(which have, by and large, already been made public; see e.g. Abowd and Hawes (2023)). Assuming that
the knowledge of what published 2010 statistics are invariant is not itself a disclosure risk, the transparent
knowledge of the 2010 DAS will not only provide crucial retrospective insight into its quality (and the
quality of other data products subject to similar SDC protection protocols), but will also further an open
discourse regarding the optimal SDC standards of official statistical agencies, including design parameters

for the disclosure avoidance system of future data products.

Swapping mechanisms in particular have received criticism since they have been shown theoretically to
introduce bias into the published data (e.g. Drechsler and Reiter, 2010). But the level and nature of this
bias depends on the particular swapping algorithm used and its implementation parameters. Only with
transparency of the 2010 swapping algorithm—as enabled by a formal privacy analysis—can the extent of
this bias be quantified. This would provide belated yet crucial insight into the quality of the past Decennial
Census data treated with swapping, above and beyond what the current theoretical understanding can

provide.

4.5.2 A DIFFERENTIALLY PRIVATE METHOD WITH SOME OF THE BENEFITS OF TRADI-
TIONAL SDC>?

Traditional SDC techniques also have their own value, with data swapping in particular enjoying advan-
tages that most DP methods do not. For example, swapping maintains facial validity—the 2010 Census

outputs all look ‘reasonable’ in the sense that there are no negative or fractional counts, nor are there im-
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plausibly large or small reported values. More generally, the 2010 publications pass the sanity checks an
observant reader might make, which is useful for building trust in the census among the general public.
From the opposite perspective, a lack of facial validity is an important concern for statistical agencies like
the USCB. It presents an issue for data users who are confused and disinclined to use seemingly-erroneous
data; it erodes the public image of the agency; and it hampers efforts to improve differential response rates
among disadvantaged communities (boyd and Sarathy, 202.2; Drechsler, 202.3; Oberski and Kreuter, 2020).
(Related, but distinct, to facial validity is the concept of face privacy, which is the requirement that the data
release mechanism produce output which appears to the casual observer to offer privacy protection (Hod
and Canetti, 2025). In contrast, facial validity requires that the output is a plausible representation of the

real world, even to a data user who is unaware that artificial noise was added for SDC protection.)

Logical consistency is another advantageous property of data swapping, as it ensures all statistics pro-
duced from the 2010 Census align with one another. For example, in any contingency table released in
2010, the sum of cells in a singe row or column always matches the marginal total. Likewise, reported
values for the same count remain consistent across different publications. Additionally, the 2010 Census
outputs respect the structural zeroes and edit constraints present in the underlying confidential microdata.
In contrast, many of the 2020 Census outputs will not be consistent across publications and even within
the same publication, row- and column-sums will not match the reported totals. (However, the outputs
produced by the TDA—the PL and DHS files—are logically consistent, although as we will see, this comes

ata cost.)

Like facial validity, logical consistency is important for users and advocates of census data (boyd and

Sarathy, 20225 Hotz and Salvo, 2022; Ruggles et al,, 2019). Yet, many DP methods do not maintain fa-
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cial validity nor logical consistency, and others, such as the TopDown Algorithm, cannot satisfy these
properties without partially destroying statistical transparency.?> This is because the majority of DP meth-
ods rely on optimization-based post-processing to restore facial validity and logical consistency (e.g. Barak
etal., 2007; Hay et al., 2010). Optimization-based post-processing can be algorithmically transparent but
in most cases it destroys the statistical transparency of the resulting two-step privacy mechanism - a cru-
cial requirement for principled statistical analysis (Gong, 2022b). The recent proposal by Dharangutte
et al. (2023) does away the need for post-processing when the noise infusion is additive. However, it re-
lies on MCMC sampling and hence is non-trivial to implement for large-scale data products. In contrast,
swapping achieves facial validity and logical consistency automatically without the need for additional
computation.

Furthermore, data swapping—like other traditional SDC techniques but unlike many DP methods
(such as those used in 2020)—is easy to communicate and understand at a high level by a broad, non-
technical audience. This is important for building trust and maintaining the buy-in of data providers,
custodians and other stakeholders. Swapping is also easily implementable and amenable to the types of
data collected by government agencies, as evidenced by its use in the US, the UK and the EU (McKenna,
2018; Office for National Statistics, 2023; de Vries et al., 2023).

Finally, as a pre-tabular perturbation method, swapping also has the advantage of producing a ‘syn-
thetic’ dataset that serves as the source for all census publications. This simplifies the data release process as

all outputs are derived from this ‘post-swapped’ data without requiring additional SDC treatment. This

3A data-release mechanism 7T is statistically (or probabilistically) transparent if the conditional probability dis-
tributions P, (7" € -) are public knowledge (Gong, 2022b). Statistical transparency is distinct to algorithmic trans-
parency, which requires that the source code of the mechanism 7 is disseminated. For all practical purposes, statis-
tical transparency is a stronger requirement than algorithmic transparency since 7’s source code may be so complex
that it is practically impossible to derive the conditional distribution it induces.
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also explains why the 2010 publications maintain logical consistency; because no further noise is intro-
duced, all outputs are consistent with the post-swapped data and hence also with each other. Moreover,
this approach ensures that releasing additional data products does not degrade the PSA’s DP specification.
As long as all products are based on the same post-swapped microdata, they are all covered under this
specification by DP’s post-processing theorem. In this way, data swapping allows the statistical agency to
publish a single DP specification which encompasses all existing and future publications. As mentioned
in Subsection 4.4.2, this stands in contrast to the 2020 Census. There, each publication has its own DP
specification, and to understand the SDC provided to the census data as a whole, one must aggregate these
DP specifications into a single comprehensive one — a process which must be repeated with each new pub-
lication. And, because every release introduces additional disclosure risk, the overall 2020 DP specification

weakens each time, in comparison to the single, upfront DP specification associated with data swapping.

4.6 INVARIANTS, TRANSPARENCY AND DaTa UTILITY

A concrete benefit of the new perspective we provide is that it sheds light on debates concerning swapping.
In what follows, we review and provide our comments on three current discussions. We will argue that
most of these contentious issues are tangential to the fundamental nature of swapping and DP noise infu-
sion as mechanisms for data privacy protection. Our work provides a level playing field that allows for a

much needed, informed, and fair comparison.

4.6.1 UNDERSTANDING THE IMPACT OF INVARIANTS ON Di1SCLOSURE RIsk.

A major criticism of the swapping method implemented in the 2010 Census is that it induces too many
invariants. One salient consequence of the plurality of invariants is that the permissible values for the

confidential data are severely constrained. As a result, it can be impossible to simultaneously maintain
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a low degree of data disruption and control the risk of identification via swapping. The most damning
source of identification risk pertains to the population uniques which, if exist, can be directly revealed as
logical consequences of the invariants. As an extreme example , any swap-key stratum with only duplicate
records would result in an exact reconstruction of that stratum. As Abowd and Hawes (2023) discuss,
the invariants in the 2010 Census swapped data elevate disclosure risk, because 1) total and voting age
populations at the block level constitute information at very fine granularity, and 2) the existence of a high

fraction of unique persons within blocks (57%) further facilitates reidentification via record linkage.

The bureau carried out a suite of simulated reconstruction attacks against the 2010 Census and ob-
served high rates of reidentification (Abowd et al., 2023). Generally speaking, reconstruction attacks work
by collating many aggregate statistics about the confidential (unknown) microdata and then constructing
a database which agrees with these statistics. This database is a plausible guess for the confidential micro-
data, since it generates identical statistics to the ones generated by the microdata. The larger the number of
such statistics and the more accurate they are, the more heavily they constrain the possible configurations
of the reconstructed database, and hence the more likely this reconstruction is to agree with the true con-
fidential microdata. As a result, it is easier to create reconstructed databases with a high chance of leading
to the reidentification of units via linking to external data sources. The experiments further suggest that
the rate of swapping must be significantly increased to achieve what can be deemed as an acceptable level
of protection for the population uniques (Abowd and Hawes, 2023). It is from these observations the
bureau concluded an urgent need to revamp swapping-based SDC. However, the question remains open:
in what ways does a specific set of invariants impact the disclosure risk of the resulting data product, and

the effective privacy guarantee it can afford?
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Before we remark on how the above conjectures and empirical evidence may implicate the relationship
between invariants and disclosure risk, two things are worth noting at the outset. First, the degree of
vulnerability of a privacy-protected data product against a class of reconstruction attacks is a measure of
its absolute disclosure risk (Duncan and Lambert, 1986; Reiter, 2005), defined as the extent of certainty
with which an agent can make inferences about the confidential information from the data product. It is
well understood that unless strong assumptions about the agent’s prior knowledge are made, differential
privacy does not directly translate into any quantifiable degree of control over the absolute disclosure risk;
see e.g. Dwork (2006); McClure and Reiter (2012); Kenny et al. (2021); Hotz and Salvo (2020). Therefore,
the success of reconstruction attacks against a data release mechanism, regardless of the privacy guarantee
they bear (or not bear), should be taken as indirect evidence if it is to be contrasted with the result against

a differentially private mechanism characterized by its design parameters.

Second, invariants are not a proprietary consequence of swapping. Whether the data custodian imple-
ments swapping or another privacy protection mechanism, to maintain some invariants in the data prod-
uct is unavoidable. The production settings of the TopDown Algorithm employed invariants as specified
in Subsection 4.4.2. Notably, the Census Bureau arrived at this final list of invariants through an itera-
tive process. For example, among the bureau’s previously considered invariants are block-level population
invariants; see Ashmead et al. (2019); Kifer (2019). The often iterative process of determining invariants

illustrates that it is often a part of many privacy mechanism designs and parameter choices.

Notwithstanding the caveats, it is worthwhile to inquire, to the extent possible, about the impact of
invariants on disclosure risk through the lens of DP. Such an inquiry can be challenging within the clas-

sic differential privacy paradigm, because invariants are not captured by the privacy loss budget, the sole
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measure of privacy guarantee. By contrast, the DP specification that we lay out in this work is more dex-
terous. Specifically, Definition 2.4.2 reveals that invariants are captured by the data multiverse Z. Under
this specification, an analysis of the impact of invariants on disclosure risk amounts to a five-dimensional
comparison between alternative privacy specifications that differ on & and potentially on other elements
as well. A comprehensive description of the five-way dynamics remains open for future research, though
investigations with a restricted scope can already be informative if concrete and feasible alternatives are con-
trasted. For example, it can be shown that reconstruction attacks can be increasingly successful if applied to
DP data when more invariants are imposed on them (Protivash et al., 2022). Our analysis of Section 3.4.3
also indicates that the granularity of invariants has a larger numerical impact on the privacy loss budget ¢,
more so than the swap rate for a given set of invariants, suggesting that a reduction of the invariants may

have a larger impact compared to an increase of swap rate.

4.6.2 MITIGATING THE IMPACT OF INVARIANTS ON DI1SCLOSURE Risk.

Because of the omnipresence of invariants and their potential adverse impact on disclosure risk, the mod-
ern data custodian are entitled to methodologies that allow for the specification of invariants in a flexible
and precise manner, in order to design a tailored solution that balances privacy and accuracy targets. To
this end, swapping — instantiated either as in the previous Decennial Censuses or as in this work — does not
suffice. In addition to comparative investigations discussed previously that may instruct the trade-off of
invariants with other dimensions of the DP specification, several tangible remedies may directly mitigate

the impact of hard invariants and are worthy of exploration.

As part of its comparative analysis between swapping and TopDown, the Census Bureau considered

methods to override the hard invariants due to swapping. One such method is probabilistic unit matching.
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Instead of using Vyaech to form hard strata that confine swapping, allow, with a small probability, for units
across different strata to be swapped. The probability could be inversely proportional to some distance
metric on the strata. As a demonstration, take the 1940 Census full count example from Section 3.2.4,
where Vyacceh is the state indicator and size of the household and Vsyqp is the county indicator. Suppose
for some @ > 0, a household chosen for swapping would have a (1 — «)% chance of being swapped with
another household of the same size, but an 2% chance of being swapped with a differently-sized household.
Doing so retains the county-wide household counts as invariant, but the county-wide total populations

are no longer invariant.

Another pair of approaches to remove invariants in swapping is pre-swap perturbation and post-swap
perturbation. As their names suggest, the former infuses noise into the confidential record prior to ap-
plying swapping (Hawes and Rodriguez, 2021, p. 23), whereas the latter perturbs an intermediate data
product after applying swapping. Notably, data swapping followed by tabular perturbation is a common
SDC strategy, as it is the approach taken by the Office of National Statistics (ONS) for the protection
of the 2021 UK Census (Office for National Statistics, 2023). There, the cell key method (CKM) is em-
ployed to perturb the cells of contingency tables after targeted recording swapping has been applied to the
underlying microdata (Fraser and Wooton, 2005; Thompson et al., 2013; Marley and Leaver, 2011). No-
tably, the CKM procedure has been analyzed through the lens of DP (Rinott et al., 2018; Bailie and Chien,
2019; Chien and Sadeghi, 2024). In addition to its use at the ONS, applying swapping and then CKM
perturbation is also recommended by Eurostat’s Centre of Excellence on Statistical Disclosure Control for

EU censuses (Glessing and Schulte Nordholt, 2017).

We leave to future work the investigation of the full theoretical guarantees of probabilistic matching

163



as well as pre-swap and post-swap perturbation. Note that compared to classic swapping alone, all of the
above procedures induce strictly more auxiliary randomness into the data product. Therefore, it would
be reasonable to expect the resulting algorithms to enjoy DP guarantees while supplying fewer and more
flexible choices of invariants. One particularly salient question for this line of research is to determine
the DP specification for the sequential composition of two mechanisms, when both mechanisms satisty

(possibly different) DP specifications.

4.6.3 DaTaUTiLITY UNDER TRANSPARENT PRIVACY

The argument that the details of DP methods can be disseminated at no cost to privacy rests on two un-
derlying assumptions. The first assumption, which we will discuss further later in this section, is that the
epistemic uncertainty of a SDC method is not a legitimate form of privacy protection. The second assump-
tion, which we will discuss in more detail later, is that it is safe to disseminate the method’s DP specification,
anon-trivial judgement when there are invariants involved. Barring these complications, transparency — as
provided by recasting SDC techniques as DP — will be a major development because the details and imple-
mentation parameters of SDC algorithms have traditionally been kept secret. For example, the currently-
available public documentation on the 2010 DAS is deliberately deficient, stymieing researchers’ ability to
appropriately account for the noise it injects into Census data (Kenny et al., 2024). Yet our work suggests
that publishing a complete description of the 2010 DAS swapping procedure (including its source code)
will not degrade its privacy protection beyond the decrease associated with knowing the 2010 invariants
(which have, by and large, already been made public). Transparency in this case would provide belated yet
crucial insight into the quality of existing data products which were protected using the USCB’s swapping

methods and would contribute to resolving the on-going debate between the 2010 and the 2020 DAS.
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Publishing the USCB’s swapping methods will also help to dispel the “statistical illusions” (boyd and
Sarathy, 2022 associated with US censuses before 2020. Itis easier to argue that census data contain errors
due to privacy protection when one can point precisely to how these errors were introduced and quantify
their distribution exactly. Transparency enables concrete statements like, ‘the expected error due to pri-
vacy protection is X%, in place of vague expressions such as, ‘these counts may have some error as their
contributing households could have been swapped’. Raising awareness of the census data’s long-existing
privacy errors by publicly documenting the DAS methods is a step towards “shifting the statistical imagi-

nary to account for uncertainty” (boyd and Sarathy, 2022) and thereby improving the USCB’s legitimacy.

Lastly, transparency counters a common principle in traditional SDC: privacy through obscurity. This
principle, which states that a data custodian should not fully reveal the implementation details of their
SDC method, is based on the rationale that these details could be used by an attacker to unpick the
method’s privacy protection (see Slavkovi¢ and Seeman (2023) and references therein). Therefore, SDC’s
privacy protections are not solely due to the aleatoric uncertainty introduced by random noise injection,
but also due to the epistemic (aka structural) uncertainty in the attacker’s knowledge of the protection
method. There is protection provided directly by the SDC method and then — according to this line of
reasoning — there is protection provided by plausible deniability in exactly how the method was imple-
mented. Epistemic uncertainty is, unfortunately, much harder than aleatoric uncertainty to model and
reason about (see, for example, the extensive literature on imprecise probabilities (Shafer, 1976; Walley,
1991; Augustin etal., 2014)). Consequently, the privacy protection provided by the epistemic uncertainty
of an SDC method is difficult to describe with mathematical privacy guarantees and, as far as the authors

are aware, has not been systemically studied. Nevertheless, the principle of privacy through obscurity is
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frequently invoked by NSOs in reference to their SDC methods (McKenna, 2018; UK Statistics Author-
ity, 20215 Chipperfield et al., 2016). On the other hand, DP follows a long tradition in cryptography,
dismissing epistemic uncertainty as a brittle form of protection which depends on a watertight security
system to safeguard a privacy method’s implementation details. Since epistemic uncertainty’s protection
can change widely with an attacker’s background knowledge and assumptions, DP’s privacy guarantees are

derived solely from a mechanism’s aleatoric uncertainty, justifying DP’s tenet of ‘transparency for free’.

Our last point of discussion re-emphasizes another important motivation for this work, which was only
mentioned briefly earlier. By casting swapping as DP, we can theoretically allow its algorithmic specifica-
tion to be made public. As the main SDC method for the Decennial Census of the previous three decades,
a peek into the technical specification of swapping can bring tremendous utility to data users and privacy

researchers alike.

Data users who conduct statistical modeling with official data products criticize swapping because it
negatively affects the quality of downstream data analyses. It has been well understood in the literature
that swapping inflicts the most utility damage to the relationships between swapping and holding variables.
Mitra and Reiter (2006) and Drechsler and Reiter (2010) demonstrate that even low swap rates (e.g. 5%)
can substantially reduce the effective coverage of confidence intervals for the regression coefficient between

such variables.

We surmise that the deterioration in coverage is in part due to performing a naive regression analysis
on processed data, without accounting for the privacy mechanism itself. As Gong (2022b) demonstrates,
performing naive regression analyses on data protected via DP noise-infusion results in similar types of
coverage deterioration, and further that this deterioration can be restored once the privatization process is

statistically modeled (at the expense of wider, though valid, intervals). However, the analyst cannot pos-
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sibly be blamed for performing the naive analyses on swapped data when the swapping procedure is not
public. Unfortunately, swapping by tradition has not been a transparent SDC technique. The explicit
statement of swapping’s privacy guarantees provides theoretical justification to publish the implementa-
tion details of the swapping procedure. This would allow the swapping mechanism to be appropriately
accounted for via statistical modeling.

Note that the justification for transparency relies on the privacy guarantee being public. In the case
of swapping (or for any DP specification whose data multiverse partitions the data space), publishing the
privacy guarantee necessitates the release of its invariants. However, as we repeatedly emphasize through-
out this work, there is danger of privacy leakage associated with the knowledge of invariants in and of
themselves. For example, a plurality of invariants supply the adversary with confidence in their efforts to
reconstruct the microdata and reidentify individual records. Therefore, careful deliberation has to be prac-
tised in weighing the cost of making public the invariants against the benefits of algorithmic transparency

this allows.
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General Inferential Limits Under Differential

and Pufferfish Privacy”

5.1 INTRODUCTION

THE WORLD TODAY IS WITNESSING an explosive growth of large-scale datasets containing personal in-
formation. Demographic and economic surveys, biomedical studies and massive online service platforms
facilitate understanding of human biological functions and socio-behavioural environments. At the same
time, they pose the risk of exposing confidential information about data contributors. Breaches of pri-
vacy can happen counter-intuitively and without malice. For example, Homer et al. (2008) demonstrated
that even coarsely aggregated SNP (single-nucleotide polymorphisms (Kim and Misra, 2007)) data from
genome-wide association studies (GWAS) can still reliably reveal individual participants. This unsettling

revelation led to the decision by the U.S. National Institute of Health to remove aggregate SNP data from

"Based on work coauthored with Ruobin Gong,.
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open-access databases (Yu, 2013). This incident, and similar occurrences across science, government and
industry Narayanan and Shmatikov (2008); Dwork et al. (2017); Culnane et al. (2019); Sweeney (2000),
have attracted public attention and sparked debate about privacy-preserving data curation and dissemina-

tion.

Commensurate with the increasing risk of privacy breaches, the recent decades have also seen rapid
advances in formal approaches to statistical disclosure limitation (SDL). These methodologies supply a
solid mathematical foundation for endeavors that enhance confidentiality protection without undue sac-
rifice to data quality. Notably, differential privacy (DP) (Dwork et al., 2006b; Bun and Steinke, 2016;
Kifer and Machanavajjhala, 2014) puts forth a class of rigorous and practical standards for assessing the
level of privacy provided by a data release. Many large I'T companies, including Google (Erlingsson et al.,
2014), Apple (Apple Inc., 2017), and Microsoft (Ding et al., 2017), have been early adopters of DP. More
recently, the U.S. Census Bureau deployed DP to protect the data publications of the 2020 Decennial
Census (Abowd et al., 2022b). The U.S. Internal Revenue Service is also exploring differentially private
synthetic data methods for the publication of individual tax data (Bowen et al., 2022). These decisions by

statistical agencies and corporations showcase the growing popularity of DP among major data curators.

Innovations in privacy protection methods have prompted quantitative researchers to confront a new
reality, as existing modes, practices and expectations of data access are subject to renewal. We highlight two
points of tension in this development. First, DP promises transparency, in the sense that the design details
about the protection method can be made public without degrading DP’s mathematical assessment of the
level of privacy protection. Transparency is one of the advantages of DP over traditional SDL methods

since it supports valid statistical inference by providing the analyst with the ability to model the privacy
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noise. However, this promise often falls short in practice, leaving the statistician with tied hands Gong
(2022b). Second, following the high-profile adoption of DP by the U.S. Census Bureau, a debate ensued
concerning its interpretation, or its semantics, as well as its reconciliation with other notions of statistical
disclosure risk; see e.g. Kenny etal. (2021); Hotzet al. (2022); Kifer et al. (2022); Jarmin et al. (2023 ); boyd
and Sarathy (2022); Francis (2022); Muralidhar and Domingo-Ferrer (2023); Garfinkel (2023); Sinchez
et al. (2023); Keller and Abowd (2023). These issues motivate theoretical investigations that may shed

light on the pragmatic translation between rigorous privacy standards and usable statistical advice.

The current work takes multiple steps toward the resolution of these debates by examining DP via the
lens of imprecise probabilities (IP). Our focus is restricted to two important flavors of DP: 1) the clas-
sic notion of pure e-differential privacy (e-DP) Dwork et al. (2006b), and 2) Pufferfish privacy Kifer and
Machanavajjhala (2014), a conceptually-distinct variant of e-DP that is showing semantic promise (see
e.g. Jarmin et al. (2023)). We begin by describing e-DP as a Lipschitz continuity condition (Section s.2).
This description enables the interpretation of e-DP as an interval of measures (DeRobertis and Hartigan,
1981) induced by the data-release mechanism (Section 5.3). From here, we derive some implications of
this interpretation on the problem of statistical inference using privacy-protected data releases. These re-
sults concern the probability model of the observable privatised data (Section 5.4), as well as frequentist
hypothesis testing (Section s.5) and Bayesian posterior inference (Section 5.6) using these data. Next we
turn to address Pufterfish privacy (Section 5.7) — showing that it too can be described as a Lipschitz con-
tinuity condition — and discuss its semantic interpretation as limits to frequentist and Bayesian inferences
in an analogous manner (Section 5.8). Further, we link Pufferfish to another IP object: the density ratio

neighbourhood (Theorem 5.8.4). The results in Sections 5.4-5.8 establish bounds on key inferential ob-
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jects while having general validity under mild assumptions about the data model, the privacy mechanism,
and (when applicable) the analyst’s prior. Section 5.9 demonstrates that these results are optimal in the

sense that the bounds we obtain are pointwise tight. Section 5.10 concludes the paper with a discussion.

Throughout this work, we demonstrate that various objects from the imprecise probability literature
naturally arise when studying differential privacy. Specifically, definitions of DP often invoke distortion
models: neighbourhoods of precise probabilities defined as closed balls with respect to some metric — or,
more correctly, some distorting function Montes et al. (2020a,b). Moreover, the choice of the distortion
model (partially) determines the flavor of the resulting privacy guarantee Bailie et al. (2025b). In the fol-

lowing sections, we will outline the appropriate distortion models formulations as they arise.

DP objects are naturally amenable to IP analysis. Indeed, the rich vocabulary of IP can help to articu-
late the properties of a DP object in a precise yet general manner. Within the current literature on DP, the
study of data privacy protection using IP is a nascent endeavour. Komarova and Nekipelov (2020) exam-
ines the issue of partial identification in inference from privacy-protected data, where in certain situations
the identification set can be described with a belief function. In Lietal. (2022), the authors formulate local
differential privacy definitions for belief functions, a proposal that amounts to a set-valued SDL mecha-
nism whose probability distribution is given by the mass function associated with a belief function. Liu
et al. (2023) examines constraints on DP mechanisms in terms of belief revision and updating. On the
matter of using IP to explore mathematical formalisations of data privacy, we will return and remark on a

few concrete potential future directions in the discussion (Section 5.10).

173



5.2 PURE e-DIFFERENTIAL PRIVACY

Define the data universe X’ as the set of all theoretically-possible observable datasets. Let d be a metric on
X .* Given confidential data x € X, consider releasing some (potentially randomised) summary statistic
T € T of x. To formalise this, equip the set 7 with a g-algebra .% and define a data-release mechanism as
afunction M : X x [0,1] — T whose inputs are the confidential data x and a random seed U € [0, 1],
and whose output is the summary statistic 7. (We require that M(x, -) is ([0, 1], .% )-measurable for each
x € X, where B(0, 1] denotes the Borel s-algebra on [0, 1].)

A distribution on the seed Uinduces a probability on the summary statistic 77 = M(x, U). Without
loss of generality, we may take U ~ Unif[0, 1]. Denote by P, the probability measure of M (x, U) induced

by U, taking x as fixed:
P(M(x,U) € S) = 2({u € [0,1] : M(x,u) € S}), (5.1)

where 1 is the Lebesgue measure on [0, 1].

The realised value of the seed U and the observed dataset x are assumed to remain secret, while all other
details of A (including the distribution of U) may — and should — be made public (Gong, 2022b). An
attacker is tasked with inferring x (or some summary b(x) of x) based on observing a draw 7' = M(x, U) ~
P,. This set-up is analogous to fiducial inference Hannig et al. (2016), with x taking the role of the param-
eters, 7"the data, and A the data-generating process.

Pure &-DP is a Lipschitz condition on A1:

Definition 5.2.1. Given a data universe X equipped with a metric d, a data-release mechanism A4 : X' x

>Throughout this work, we allow metrics to have codomain [0, 00| rather than the more standard [0, c0). We
precisely define a metric in Definition C.3.1 of Appendix C.3.
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[0,1] — T satisfies (pure) e-differential privacy if, for all x, ¥’ € X,

DMULT(Pme’) < gd(x, x/)7 (5'2')
where
w(S)
Dypurr (g, 7) = sup [In ,
R 4 T

is the multiplicative distance’ between measures i, v on (T, F).

The smallest Lipschitz constant ¢ > 0 which satisfies (5.2) is called the privacy loss associated with
releasing 7. Larger ¢ intuitively corresponds to less privacy; smaller ¢ gives stronger privacy protection.
A tenet of DP (in contrast with many other statistical disclosure risk frameworks) is that dependence of
M(x, U) on x implies non-negligible privacy loss ¢ > 0: Since Dyyrr(¢,7) = 0 if and only if ¢ = »,
complete privacy (¢ = 0) is only possible by releasing pure noise — or, more exactly, by releasing 7" ~ Py
where P, is a function of x only through its connected component [x] = {x¥' € X | d(x,') < oo} (see
Definition 5.3.2 below). (This statement is formalised in Proposition 15.)

In the ideal case, the data custodian decides upon a maximum value of ¢ which is acceptable when
considering the sensitivity of the data x and the privacy protection they deserve. The data custodian then
designs a data-release mechanism which satisfies &-DP, for this chosen value of ¢. From this perspective, the

maximum acceptable value of ¢ is called the privacy loss budget.

3In defining Dyyr we set 0/0 = 00/00 = 1; and on the RHS of (5.2), we set 0 X 0o = 00. On the space
of probability measures, Dyty.r is strongly equivalent (Definition C.3.2 in Appendix C.3) to the density ratio metric
dpr (Wasserman, 1992) (Definition s5.8.3 below). Namely,

DMULT(P7 Q) < dDR(P; Q) < ZDMULT(P7 Q)7 (5~3)

for probability measures P, Q on (T, %), so that &DP can be defined with dpr in place of Dyyrr, up to rescaling
of e. Equation (5.3) is proven in Proposition 13.
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Two common choices of the metric 4 on X are:

A) the Hamming distance

Z?:l lx,';éxf 1f|x| = |x/| =n,

00 otherwise,

ditam (%, V) = {

where the datax = (x1, %2, . . ., x,,) are vectors and || is the size of x; and

B) the symmetric difference metric

da(a,x) =[x\ |+ |¢ \ x

Y

where the datax, ' € X are multisets and x \ «’ is the (multi-)set difference.*

Equation (5.2) with d the Hamming distance is referred to as bounded DP and with the symmetric
difterence as unbounded DP.

The intuition behind differential privacy considers each record x; in the data x as representing a single
distinct individual. A distance d(x,x’) = 1 then implies that x and &’ differ according to the change in
behaviour of a single individual — a change in the individual’s response, for the Hamming distance; or
a change in whether the individual responds or not, for the symmetric difference metric. Specifically, e-
DP implies that a single individual can change the summary statistic 7 = M(x, U) by at most ¢, where

“change” is interpreted probabilistically in terms of the multiplicative distance.

Under the mild assumption that d is a graph distance with unit edges (Assumption s.3.3, given below
in Section s5.3), the converse implication also holds. That is, &-DP is equivalent to the Lipschitz condition
(5.2) holding when d(x,«’) = 1. (This follows by the triangle inequality; for details see the proof of
Theorem s.3.5.) From herein, we restrict our attention to the set of such metrics, which includes dy,m

and da.

+We formally define a multiset S to be a non-negative-integer-valued function cg, where cg(2) is the number of
times the element « appears in S. The multiset difference S\ § is defined as the function ¢\ ¢ (2) = max{0, cs(a) —
¢y (a)} and the multiset cardinality is defined as |S| = Y~ _cs(a).
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Since DP controls the change in # due to perturbations in the data x, it can naturally be understood
as a robustness property (Dwork and Lei, 2009; Avella-Medina, 2020, 20215 Asi et al., 2023; Hopkins
etal., 2023). Measuring the “change in #” by the multiplicative distance Dyyrr — in place of more-familiar
metrics typically seen in the robustness literature, such as the Kolmogorov distance or the total variation
distance — is motivated by the strong notion of privacy as indistinguishability. The formulations of both
pure e-DP and Pufferfish as intervals of measure (which we describe in later sections) make this motivation

clear; we therefore postpone further discussion of indistinguishability to Remarks 5.3.7 and 5.8.2.

This link to robustness hints at the connection between DP and IP. As we will soon see in Section 5.3,
the multiplicative distance Dy, is a distorting function Montes et al. (2020a), and consequently pure e-
DP can be characterised in terms of a distortion model, a point we expand on later in Remark 5.3.6. Indeed,
Dy r satisfies many of the common desiderata for distorting functions: it is positive definite, symmetric
and quasi-convex, and it satisfies the triangle inequality. Additionally, Dyurr (g, 7) is continuous with
respect to the supremum norm if and only if 7 has finite cardinality and x and » have support 7. See

Appendix C.4 for details on these desiderata.

Example 5.2.2 (Laplace mechanism (Dwork et al., 2006b)). Consider the problem of releasing a sanitised
version of a deterministic summary statistic ¢ : X — RE. (The terms ‘sanitised,” privatised,” ‘privacy-
protected,” and ‘privacy-preserving’ are synonymous in the DP literature.) The Laplace mechanism adds

noise with standard deviation proportional to the global {1-sensitivity of g

Alg) = sup |g(x) —g();- (5-4)
xx€X
d(x,x')=1

Specifically, define M(x, L) = g(x) + bL, where b = 2@ and L (the seed) is a k-vector of i.i.d. Laplace

£
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Figure 5.1: An illustration of the Laplace mechanism (Example 5.2.2). Here p. (t) and p./ (t) are probability densities for the Laplace
mechanism’s output 7. The datasetsxand x” are chosen so that d(x, x') = 1and q(x’) - q(x) = A(q) = 1. Theannotations
0.05 and 0.05 exp(¢) are demonstrative of the property: p() = ¢py (£) forallz < g(x) and p,(¢) = ¢ *py (¢) forall
t> q(x’). (Inthis illustration,s = 2 and 4 = 1.)

random variables with density f{z) = 0.5 exp(—|z|). (See Figure 5.1.) When d(x,x’) = 1,

P8y X ... x8) = ﬁ[osb /texp(—‘z_zi(x)'dzﬂ
m( ) [osi | g~

= exp(—¢) Py (51 X ... X Sp).
We will see in Theorem s.3.5 that this suffices to prove that A1 is e-DP.

Example 5.2.3 (randomised response (Warner, 1965)). Taking X' = (J,cn{0,1}” as the data universe,
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the randomised response mechanism A flips each bit x; with probability p = (exp ¢+ 1)". That s, given
a binary z-vector x as input, M outputs another binary z-vector 7" with 7-th component 7; = x; + B;

mod 2 where By, By, . .. i Bernoulli(p). This mechanism is e-DP when d = dyyam.

Moreover, M conforms with the local model of DP (Kasiviswanathan et al., 2011; Duchi et al., 2018),
since each data point can be independently infused with noise by the data respondents themselves. (For
example, the 7-th respondent can flip their own coin B; and report their noisy answer 7;.) Local DP mod-
els are typically used when data are collected by an untrusted entity (such as an I'T company), since these
models require that the privacy protection is applied to each record before data collection. In the non-
interactive setting, this requirementimplies that P,(7 € -) mustfactorasaproductmeasure [ [, P, (7; €
-), where n = || is the number of records in x. (In contrast, the local interactive model of DP has the
weaker condition that the distribution of user ’s response 7; cannot depend on x; for j # 7 (like in the
non-interactive setting) but that this distribution can depend on the previous users’ responses 7} forj < 7.)
The local privacy model contrasts with the central privacy model, under which the raw data x can be ag-
gregated by a central, trusted authority (such as a national statistical office) before privacy protection is

applied. (And hence, the probability P, of a central privacy mechanism need not be factorizable.)

5.3 PURE ¢&-DIFFERENTIAL PRIVACY AS AN INTERVAL OF MEASURES
We introduce the definition of an interval of measures (IoM), due to DeRobertis and Hartigan (1981):

Definition s.3.1. For measures z and » on the measurable space (7,.%), write # < v to denote that

u(S) < v(S) forall S € Z.

Given measures L, Uon (7, %) with L < U, the convex set of measures

I(L,U) = {gameasureon (T, %) | L< p < U}
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is called an znterval of measures. L and U are called the lower and upper measures of Z(L, U).

Let Q be the collection of all o-finite measures on (7,.#) and Q; = {P € Q | P(T) = 1} be
the collection of all probability measures on (77,.%). In the vast majority of cases we encounter (and
indeed all the practically meaningful ones), the upper measure U of an IoM Z(L, U) is o-finite and hence
I(L,U) C Q. The restriction Zy(L, U) = Z(L, U) N Q4 of an IoM Z(L, U) to its probabilities forms a
convex credal ser Levi (1980).5 This set Zy (L, U) — which has previously been studied in the IP literature
when |7 is finite under the name probability interval (PI) de Campos et al. (1994) — is the fundamental
object of analysis throughout this paper.

Asadirect consequence of Definition 5.3.1, the odds P(4) / P(B) - forany P € Z(L, U) andany 4, B €
F — are bounded between L(A4)/U(B) and U(A4)/L(B), whenever these ratios are well-defined. An ToM
can also be expressed as a density bounded class, which is defined as follows: Fix some » €  and pick
v-densities / < #. The density bounded class Z(/, «) consists of v-densities fsatisfying / < /' < #. (This s
equivalent to Definition 5.3.1 when U € Q since every x € Z(L, U) is absolutely continuous with respect
to Uand so will always have a v-density when » = U. See Proposition 14 in Appendix C.s for more details.)
Density bounded class, or the closely-related density ratio classes, are often used as prior neighbourhoods
in robust Bayesian analysis due to their attractive properties; see e.g. Berger (1990); Lavine (199 1a); Wasser-
man (1992); Seidenfeld and Wasserman (1993) and especially Wasserman and Kadane (1992). Moreover,
IoM:s have also been used to represent neighbourhoods of sampling distributions (Lavine, 1991b). When
used in conjunction with prior neighbourhoods they augment Bayesian robustness beyond prior robust-

ness without resorting to trivial posterior bounds. In fact, a neighbourhood of sampling distributions

5A credal set is simply a set of probabilities.
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must have densities bounded away from zero and infinity — as is the case for a density bounded class Z(/, #)
(with 0 < /and # < 00), but is not so for other popular neighbourhood models - to ensure that the
resulting posterior neighbourhood have non-trivial extrema (Lavine, 1991b, Example 1), a point which is
closely connected to the necessity of Dyyr for encoding the notion of “privacy as indistinguishability”

(see Remark 5.3.7).

Here and elsewhere in this article, the term “density” is used in the broad sense of the Radon-Nikodym
derivative % of a measure u € Q) with respect to a dominating measure » € Q. Among other examples,
this usage encompasses both probability density functions (PDFs) of continuous real-valued random vari-
ables (where the dominating measure is the Lebesgue measure) and probability mass functions (PMFs) of

discrete random variables (where the dominating measure is the counting measure).

Theorem s.3.5 establishes an equivalence between the e-DP property of a data-release mechanism A1

and the interval of measures M induces.

Definition 5.3.2. Twodatasetsx, ¥’ € X are connected — or more precisely, d-connected — if d(x, ') < oo.
In this case, we say that x is a connection of x, and that the probability measures P and Py are connected.
More generally, § C X is connected if all x, &’ € Sare.

The data universe X' is partitioned into connected components (x| = {x' € X | d(x,x') < co}. More

generally, for S C &, define
[S]|={re X |3 €Ss.t.d(x«) < oo}

Since the Lipschitz condition (5.2) is vacuous when d(x,x) = 0o, DP only constrains a mechanism
M to act similarly on connected datasets x, '; it makes no (explicit) restrictions between outputs M(x, U)

and M(«, U) for unconnected x, x’. That s, there is no privacy guarantee of indistinguishability between
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unconnected datasets (although restrictions between outputs for connected x, ' may induce restrictions
between outputs for unconnected x, x').

When d = dijam, any dataset x, ¥’ of different dimension (i.e. x,«" such that [x| # ||) are uncon-
nected. Hence, &-DP with d = dyy,m does not protect against, for example, an attacker determining |x|.

Unconnected datasets also arise in the presence of znvariants (Gong and Meng, 2020; Bailie et al., 2025b).

Assumption s.3.3. d(x,«) is equal to the length of a shortest path between xand «’ in a graph on X’ with

unit-length edges.

When d(x,x’) > 1, the Lipschitz condition (5.2) is called group privacy. This terminology comes from
the following intuition: When each x; represents an individual, condition (5.2) with dijam (x,%’) > 1 (or
da(x,x') > 1)is protecting multiple individuals’ privacy simultaneously. We prove in Theorem s.3.5 that

Assumption s.3.3 and individual-only privacy (i.e. condition (s.2) for x, x" with d(x,x’) = 1) together

imply group privacy.

The following lemma is useful for Theorem s.3.5 and subsequent discussions.

Lemma s.3.4. Foranyu,v € Qande > 0, we havev € I(e"*u, &n) if and only if

DMULT(/“) V) <e.

Hence, forany p,v € Qand 0 < a <1< b < oo,

1. v € L(ap, bu) implies Dypyrr (@, v) < max(—1Ina,Inb); and

2. Dyvporr(p, v) < min(—Ina, Inb) impliesv € L(au, by).
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The proof of Lemma s5.3.4 is given in Appendix C.6, which also contains all other proofs which have

been omitted from the main body of this paper.

Theorem s5.3.5. Let M : X X [0,1] — T be a data-release mechanism with the seed U ~ Unif]0, 1]
inducing a probability P on M(x, U) (where x is taken as fixed).

For0 < & < o0, the following statements are equivalent given Assumption 5.3.3:
1 M is e-differentially private.
II Pu(S) < EP(S) forall S € F and all x,x' € X withd(x,x') = 1.

III Foralld € Nand all x,x' € X withd(x,x') =9,
Px’ € Z-l (Lx,&’ Ux,3£)7

where Ly 5. = ¢ %P, and U = P,

IV Forallx € X and all measuresv € Q, if Py bas a density py with respect to v, then every d-connected
¥ € [x] also bas a density p (with respect to v) satisfying

P (2) € pu(t) exp [ed (x, 4')] (5-5)

forallt € T.

In (5.5), the notation 2 € exp(=£4) is shorthand for
exp(—b) < a < exp(b).

I is the standard definition of pure e&-DP (Dwork et al., 2006b) and is listed here to justify our novel
formulation given in Definition s.2.1. Without Assumption s.3.3, group privacy is not implied by IIL.
Hence Assumption s.3.3 is needed only to extend II to provide group privacy; the equivalences between I,
III and IV are automatic. Without Assumption s.3.3 (which almost always holds in practice, such as for

d = dyam or d ), our definition of e-DP would be more stringent than the standard formulation.
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Proof. (sketch) “I < II”: Since d is a graph distance, there is a path x = xp,...,x, = & such that
d(x,x") = nand d(x;, x;+1) = 1. By the triangle inequality,

n—1

Datorr(Pe, P) <) Dytvnr (P, Py

i=0
Hence ¢-DP is equivalent to the Lipschitz condition (5.2) holding only when d(x,x’) = 1. The equiva-
lence between I and II then follows by an application of Lemma 5.3.4: ¢ “Py(S) < Py (S) < &Py (S) for
all S € .7 ifand only if Dyyrr (P, Pr) < . “I < III” is immediate by Lemma s5.3.4.

“III < IV”: The direction = is straightforward since the densities in an interval of measure Z(Z, U)

are bounded by the densities of L and U. In the other direction <, Py is always absolutely continuous

with respect to itself, hence taking P, to be the dominating measure », we have that (s.5) implies Py €

I (Lx,5sv Ux,)s) . L]

Remark s.3.6. A distorting function dysr can be thought of as a generalised notion of distance between
two probabilities or measures. (See Appendix C.4 for a precise definition.) Given a distorting function
dyisr and adistortion parameter r > 0, the distortion model on a probability Pis the closed ball BZimsr (P) =
{Q € Q4 | drsr(Q, P) < r} centred at P with radius » Montes et al. (2020a).

Given a probability P, the symmetric probability interval Z; (¢~*P, ¢’ P) is a distortion model because, by

Lemma 5.3.4, Z(¢”*P, ¢ P) is the closed e-multiplicative-distance-ball:
L(eP,eP) = By, (P) = {# € Q | Dyune(t, P) < ¢}

Since the multiplicative distance Dyjyrr is used in defining the ball BEDMULT (P), it serves the role of the
distorting function of the distortion model 7 (e 7P, ¢ P); and the radius ¢ is the distortion parameter.

Itis straightforward to verify that the credal set Z; (L, U) is convex. In Appendix C.4, we also prove that
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it is closed with respect to the supremum norm, when restricting to the setting of Montes et al. (2020a).
Thatis, Z; (L, U) N Qf is a closed subset of Q = {P € Oy | P({¢}) > 0Vr € T} (where closure is

respect to the supremum norm), provided that the space 7 has finite cardinality.

In general, a PIZ; (L, U) does not satisfy the definition of a distortion model. In fact, Z; (L, U) is a dis-
tortion model only when Z(L, U) is symmetric in the sense that the lower and upper measures are equidis-
tant from a central (‘nucleus’) probability P. This is the case for the PI1Z; (e~ Py, ¢ P;,) induced by an &-DP

mechanism 2.

Asprovenin Theorem s.3.5, pures-DP is the requirement that 7, lies in the neighbourhoodB%Mm (Py),
where 9 = d(x,«’). Many of the variants of -DP - such as (¢, 9)-DP (Dwork et al., 20062), zero-concentrated
DP (Dwork and Rothblum, 2016; Bun and Steinke, 2016) and Rényi DP (Mironov, 2017) — replace the
multiplicative distance Dygorr with another distorting function dpsr. Consequently, these variants can
also be characterised as distortion models: each of them is the requirement that Py lies in the neighbour-
hood Bffpm (Py), for the appropriate choice of distorting function dpysr. (See Bailie et al. (2025b) for the
choices of dpsr corresponding to (e, 9)-DP, zero-concentrated DP and Rényi DP, and see Desfontaines

and Pej6 (2020) for a catalogue of variants of DP.)

Remark 5.3.7. IV of Theorem s.3.5 is a strong property. It provides an quantification of the “indistin-
guishability” between data x, ¥’ € X if x, 2’ have densities py, p, satisfying (s.5), then they are indistin-
guishable at the level e. (Equation (s.5) is termed e-indistinguishability in the literature, see e.g. Dwork
etal. (2006b); Dwork and Roth (2014); Vadhan (2017)). More fundamentally, IV provides a categorical
notion of indistinguishability: It implies that, for an &-DP mechanism, all connected P, are mutually ab-

solutely continuous. Further, for all connected x,x’ € X and allz € T, either p,(¢) and p(¢) are both
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zero or both non-zero. In intuitive terms, this means that if any x is plausible after observing 7" = # (i.e.
px(2) > 0) then all its connections &’ € [x] are also plausible. This is a strong notion of privacy: regardless
of the output 7" = M(x, U), it’s impossible for an attacker to distinguish between connected x, x’ with
certainty. In other words, the fiducial distribution for x is never degenerate (assuming that every x has at

least one connection).

This notion of privacy is the motivation for Dyfy, 1 in place of more standard concepts in the robustness
literature such as total variation distance or e-contamination classes. Indeed, this categorical notion of
indistinguishability requires that p,() /p. (¢) is bounded away from zero and infinity, which is equivalent
to Py € Z(aPy, bP,) forsome 0 < 2 <1 < b < 0o. Yet Lemma 5.3.4 states that Py € Z(aPy, bP;) only
if Dmuyrr(Py, Py) < max(—Ina,Inb). Therefore, using the multiplicative distance Dyfy,r is necessary

to encode the idea of privacy as indistinguishability between connected x, x’.

This argument demonstrates that the Lipschitz condition (5.2) with another distorting function dpsr
in place of Dypy.r will not ensure indistinguishability (except in the trivial case where adysr > Dyyrr for
some constant ). This is why common variants of pure e-DP — such as (¢, 9)-DP (Dwork et al., 2006a),
zero-concentrated DP (Dwork and Rothblum, 2016; Bun and Steinke, 2016) and Rényi DP (Mironov,
2017) (which, as described in Remark 5.3.6, all replace Dypy.r with another distorting function dpygr) -

do not guarantee this strong notion of privacy, even though they may be preferred over pure e-DP for data

utility reasons.

The observations of Theorem s.3.5, specifically the equivalent characterization of e-DP via intervals
of measures established by IIT and IV, bear important consequences for statistical inference from privacy-

protected data. Notably, they impose meaningful bounds on both the probability of the privatised query
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and on relevant quantities in the frequentist and Bayesian inference from the privatised queries. These
bounds are valid under arbitrary statistical models for the unknown confidential database, assuming only

mild conditions on the models’ support. The next three sections explore these consequences in detail.

5.4 BOUNDS ON THE PRIVATISED DATA PROBABILITY

Consider the situation of statistical inference, where a data analyst supplies a parametric model P = {P |
g € O} of data-generating distributions Ps. Nature generates data X ~ Py according to some unknown
g € ©. (We use capital X to emphasise that the dataset is now random, whereas in the previous sections,
it was considered fixed.) In the typical non-private setting, the data analyst observes X directly. In the
private setting, the data analyst only sees the summary statistic 7 = M(X, U) ~ Py outputted from a
privacy-preserving data-release mechanism A4. (We now require that the data universe X' is equipped with
a g-algebra ¢ and that every data-release mechanism M is (¢4 ® B[0, 1], . )-measurable, where B0, 1] is
the Borel s-algebra on [0, 1].)

The relevant vehicle for inference in the private setting is the marginal probability of the observed data

T:

PTeS|6) = /X P(S)dPy(). (5.6)

We call (T € S | ) the privatised data probability. (Proposition 17 proves that it is well-defined.)
Viewed as a function of 6, P(T € S | ) is the marginal likelibood of 6. When the data observed by the
analyst is privacy-protected, all frequentist procedures compliant with likelihood theory and all Bayesian
inference hinge on this function Berger and Wolpert (1988). The crucial role of (5.6) for inference from

privacy-protected data was first recognized in the differential privacy literature by Williams and McSherry
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(2010), and has since been utilized extensively to derive likelihood and Bayesian methodologies (e.g. Awan
and Slavkovié, 2018, 2020; Bernstein and Sheldon, 2018, 2019; Gong, 20224; Ju et al,, 2022).

When A is e-DP and the support supp(Ps) of Py is d-connected, the existence of a density p(z | 0)
for P(T € S | 9) is implied by Theorem s5.3.5. The following result proves this density always exists —
as long as one restricts to a subspace of 7 and assumes that (informally) the support of “P(x | #9, 8)” is
d-connected for some given £y € 7. Other than this weak assumption, the following results hold for
arbitrary data-generating models { P | € ©} and &-DP mechanisms M.

To state this assumption more precisely, define supp(x | £, 6) as the set of databases x € X" which
could both generate # and be generated by Py. That is, supp(x | ¢, 6) is informally the intersection of
supp(Ps) = {x | ps(x) > 0} and {x | pu(r) > 0} = {x | # € supp(Py)}. See Appendix C.1 for an exact

definition.

Theorem s.4.1. Let M be an e-DP mechanism. Fix some ty € T and suppose that supp(x | to,0) is d-
connected. Define Ty = {¢r € T | supp(x | £,8) C supp(x | to,0)}. Then, there exist measures Ly, and

Uscon (T, F) with densities lg , and ug . satisfying

lg(t) = esssup exp(—edi)py,(t), and wug.(tr) = essinf exp(edi)pe, (2),
xx Esupp(x]20,6) x« Esupp(x|20,6)

forall t € To, whered, = SUP, c supp (xl0,6) d(x, x4).

Furthermore, the privatised data probability P(T € - | 9) is bounded by Ly, and Uy . on Ty:
P(Te-NTl|6) €L, Us,). (5.7)

Proof. (sketch) The existence of a density p(z | 8) for P(T € - N Ty | 9) follows from the fact that all

P, with x € supp(x | ¢, §) are mutually absolutely continuous by Theorem s.3.5. For the upper bound
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of (5.7), first observe that

2618 = / 2(0)dPo()
supp(x|20,6)
< / A5 (1)dPy(x)
supp(slr.6)
< p (2).

Since the above inequalities hold for all x, € supp(x | 79, 8), we can take the essential infimum over x; to

obtain the bound p(z | 8) < u4,(¢). The lower bound of (s.7) follows similarly. O

It becomes apparent in the proof of Theorem s.4.1 that this result can be generalised in the following
way: In defining 7o = {# € T | supp(x | £,) C supp(x | %, 6)}, one may replace supp(x | 9, §) with
any measurable S satisfying

supp(x | 7o, 8) C S C [supp(x | 2o, 9)].

(The notation [-] is defined in Definition 5.3.2.) Theorem s.4.1 holds with this new 7y, provided that
supp(x | 1, 0) is replaced by S in the definitions of /s, #5, and d.. This demonstrates that the density

p(2 | 9) exists on a larger 7o, although the resulting bounds /5, and # . on p(z | §) may be wider.

Theorem s.4.1 shows that the privatised data probability P(7" € - | §) is in a probability interval, and
that this probability interval is bounded by Ly, and Uy, on 7. Broadly speaking, this theorem has two
uses. Firstly, zp may be taken to be the realised value of 7. Then Theorem 5.4.1 can be interpreted as
bounds on the marginal likelihood /(¢ | #y) of 6. (For this application, one must make the additional
assumption that |y supp(x | 7, 0) is d-connected, so that the densities p(z | &) of the privatised data
probability, across the different values of &, share a common dominating measure. This ensures that the

likelihood /(8 | 7)) = p(to | 9) is well-defined as a function of 6.) Secondly, one may be interested in
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understanding the privatised data probability within some subspace S C 7. Although it may not always
be possible, if one can find some ¢y € 7 such that.S C 7y, then Theorem 5.4.1 provides information on

what the privatised data probability looks like within the subspace of interest S.

Surprisingly, the interval of measures 7 (L@E, U@E) in (5.7) depends on the data-generating distribution
Py only through supp(x | %, §). When supp(Ps) is constant, I(Lg;’g, Ugyg) is completely free of 4. Alter-
natively, one may take the essential-infimum of Ly, over § € © to obtain aboundon P(T' € - N7y | 9)

which is completely free of 8, although it is likely such a bound will be vacuous.

Theorem 5.4.1 is only practically meaningful when d, < oo. Typicallysup, ¢ y d(%, ") = oo, which
one might presume would imply that 4, = co. But supp(Ps) can be much smaller than the data universe
X when the analyst has prior knowledge of the data X. The analyst is free to restrict supp(Ps) to the set
of datasets they deem plausible; the tighter this restriction, the stronger Theorem s.4.1 is. For example,
the analyst may have an upper bound & on the number of records |X|. (Provided that supp(x | #,6)
is connected — a weak assumption, as explained in Remark 5.4.2 — this would imply 4, < & for typical
choices of d.) Moreover, supp(x | #9, §) can be much smaller than X’ when # restricts the possible values
of X, such as in the presence of invariants (Gong and Meng, 2020; Bailie et al., 2025b). For example in local
DP (or bounded DP more generally), the number of records |¢] is invariant; this restricts supp(x | 7, §) to

data x satisfying |x| = |f|, which would typically imply 4, < ||

Remark 5.4.2. Theorem s.4.1 only relies on a single assumption which concerns the connectedness of
supp(x | o, 6). This assumption is weak. In fact, we can always augment the data-release mechanism A4
so that this assumption is satisfied without increasing AL’s privacy loss e. Specifically, the (deterministic)

mechanism x — [x] (which publishes the connected component [x] of the observed data x) is trivially e-DP
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with ¢ = 0. Publishing [x] alongside M (x, U) ensures that supp(x | £, §) is always connected, for all #and

g. (This argument is formalised in Proposition 16.)
We illustrate Theorem s.4.1 with two examples.

Example 5.4.3 (privatised binary sum). Suppose the databasex € X' = ;2 {0, 1}” consists of  records
of binary features, and its sum ¢(x) = >, x;is to be queried. Consider sanitising 4(x) using the Laplace

mechanism defined in Example 5.2.2. For every privacy loss ¢ > 0 and every database x,

e (=)
r0 = mer( M)

where, in this case, the global ¢;-sensitivity A(g) (defined in (5.4)) is one.

The data analyst posits an arbitrary statistical model X ~ Py for § € © with supp(Ps) C {x € & |
|x| < 10}, and considers the confidential and unknown database x to be a realization from this model.
Since supp(Py) = R forallx € X, the assumption of Theorem s5.4.1 simplifies to the requirement that
supp(Ps) is d-connected. Moreover, 7o = 7 = R. (Both of these points hold regardless of the choice of
t.)

Figure 5.2 displays the lower and upper densities, /; = essinfypc@ /5, and #, = esssupy_g #g,, for the
privatised data probability p(# | §). The analyst upper bounds the number of records |x| by 10, so that
dy = 10. Theleftand right panels display bounds under two different settings of e. The bounds are tighter
and more informative when privacy protection is more stringent (¢ = 0.1), and looser as the privacy loss
increases (¢ = 0.25). Notice that these bounds for p(¢ | ) are functions of the value of the privatised

query ¢. In particular, they do not depend on & nor the form of the posited data model Ps.

Example 5.4.4 (local e-DP). Suppose the distribution Py of the published summary statistic 7 factors as
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Figure 5.2: Upper and lower bounds for the densityp(t \ 9) of the privatised binary sum (Example 5.4.3). The privacy lossis¢ = 0.1
(left)ande = 0.25 (right). These bounds depend on the assumed data model P only through the analyst’s belief that the number

of records | x| is bounded by ten, which means that supp(Ps) C {x € X" | |x| < 10}. They are tighter and more informative
when the privacy protection is more stringent (i.e. when ¢ is smaller).

" Py, where n = |x|. (This always holds under the local, non-interactive model of DP, as we described
in Example 5.2.3.) Then |7] = |X] and hence supp(P;) C {r € T | |¢| = |x|}.

Most local DP mechanisms satisfy the stricter assumption that supp(Py) = {r € T | || = |«/}.
Under this assumption, Ty = {# € T | |¢| = |to|} and, if d = diam (as is typical for local DP), then
dy < |to| regardless of the choice of x,. Hence, by Lemma C.6.3 of Appendix C.6 (which is used in
proving Theorem 5.4.1), the density of an &-DP mechanism is bounded by

(1 8) € [ [ (t) exp(en),
i=1
for any x and any # with |x| = || = ». Applying this result to the randomised response mechanism

(Example 5.2.3), miny, py,(#;) = (expe + 1) 7! and maxy, py,(#;) = ¢(expe + 1), so that

exp(|#]¢)

|7 =ple]0) < (expz—l—l)h\'

(expe +1) (s-8)

The bounds in (5.8) depend on zonly through |#| (the number of records), regardless of the records’ values.

Figure 5.3 displays these bounds as a function of |¢| for e = 1. As more records are released (larger |7]), both
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Figure 5.3: Upper and lower density bounds for p(t | 5) under randomised response (Example 5.4.4). The privacy lossis¢ = 1. These
bounds are a function of # only through |t| (the number of observed records).

bounds tend to zero with a narrowing gap.

5.5 FREQUENTIST PRIVACY-PROTECTED INFERENCE

The interval of measures formulation of &-DP also shows that Neyman-Pearson hypothesis testing is re-

stricted in the private setting, as demonstrated by the following theorem.

Theorem s.5.1. Consider testing Hy : 6 = 0y versus Hy : § = 0, for some 8y # 6, € ©. Let S; =

supp(Ps,) and suppose that Sy U Sy is d-connected. In the private setting where the observed data T is the
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output of an e-DP mechanism, the power of any level-a test is bounded above by o exp(dye) where

de = sup d(x,x).
xXESy,x' €S

Proof. (sketch) By IV of Theorem s.3.5,

p(t| ) _ fSlpx(t)dP5l (%)
Pz | bo) fSOPx’ (£)dPg, (')

:li&ggﬂwm}hw@

€ exp(Eed).

Let R be the rejection region of a test with size P(T° € R | 6y) < a and let » be the dominating measure

of the densities p(# | 6) and p(z | ;). Then

HTeRW0=Aﬂﬂ%MW> (59)
Swwmaéﬂﬂmw@

< aexp(dise).

Compare Theorem s.5.1 to the hypothesis test Hy : xi.,, = y versus Hy : x1., = Y where m < |x].
(Here we assume that the datasets x € X are vectors of length |x| and consist of records x1, x2, . . . , %,
where = |x|. For1 <7 < j < |x], the notation x;;; denotes the sub-vector (x;, 4,11, - . . , A7), consisting
of the 7-th through j-th records of x.) This test models an attacker trying to distinguish the first 7 records of
the database. Wasserman and Zhou (2010) showed that any level-x test of x.,, has power at most 2 exp(e72)

when the records X are i.i.d.
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If the data analyst restricts Sy and S to datasets of length 7z, then typically dy. = m. Thus, any level-«
test on the parameter  has the same bound 2 exp(e72) on its power (under an arbitrary data-generating
model, not justi.id. X;).

Theorem s.5.1 strictly generalises the result of Wasserman and Zhou (2010). By taking® C & and
setting Py as degenerate point masses, we recover the set-up of an attacker’s hypothesis test.® Thus, Theo-
rem s.5.1 is applicable to both the attacker testing x (as in Wasserman and Zhou (2010)) and the analyst
testing ¢ (with non-degenerate Py). This highlights the fundamental tension between data privacy and
data utility: bounding an attacker’s power will bound the power of a legitimate analyst. However, an-
other look at Theorem s5.5.1 seems to suggest a possible way to partially resolve this tension under certain
circumstances. The data custodian might have the liberty to choose a metric d on X’ that ensures the con-
nectedness assumption of Theorem s.5.1 holds for the hypothesis tests of the typical attacker but not for
those of the legitimate analyst. If this happens, the hypothesis test of the attacker — but not of the legit-
imate analyst — will be constrained by Theorem s.5.1. Such a choice for d would therefore resolve the
tension between privacy and utility as it appears in Theorem s.5.1. (This is not to suggest that the analyst
will be totally unaffected by such privacy protection — any noise infusion can in general decrease the power

of their test — but, at least, they will not be affected to the extent suggested by Theorem s.5.1.)

®This ignores one minor technicality: the attacker may take some records as nuisance parameters, which they
do not want to test. It is straightforward to generalise Theorem s.5.1 to this situation. Without loss of generality,
SUPPOSE X,,-41:, afe Nuisance parameters when testing xy.,, against x].,,. By assigning a conditional probability on
Xmt1on SAtiSEYIng (Xt 100 | X1:m) = T(Xmt100 | A1, the nuisance parameters can be integrated out in (5.9). This
gives the same power bound & exp(d.¢), except now with

dys = sup d([xl:maxm-‘rlin]? [x;:mvxm-i-li”})?
Xmt1:n

which is typically equal to 7, as before.
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Corollary s.s5.2. Under the set-up of Theorem s.5.1, the power 1 — B of any size-a test is bounded by the

inequalities:
max (ace_d**g, 1— e[l — 2]) <1—p < min (Md**g,l — el — a)). (s.10)

Proof. (Kifer et al., 2022, Section 6.1) Let R be the rejection region of a test with sizeax = P(T° € R | )

and power 1 — 8 = P(T € R | 6). In the proof of Theorem s.5.1, we showed that
P(T€R|6) <exp(due)P(TER| ).
In the same way, one can show that
P(TER|6) > exp(—dwe)P(TER | b),
and that
exp(—dwxe)P(T¢ R | 6y) < P(T ¢ R|6) < exp(dise) (T ¢ R | O).

Combining these four inequalities gives (5.10). O

5.6 BAYESIAN PRIVACY-PROTECTED INFERENCE

Following the set-up from the previous two sections, we further assume that the analyst is Bayesian and
places a (proper) prior 7 on ©. This setting can be seen as a Bayesian hierarchical model where the raw,

confidential data X acts as latent parameter in the Markov chain § — X — T.

We make the following assumption throughout this section.

Assumption 5.6.1. Define

supp(x | £) :== U supp(x | £, 6).
f&supp()
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Fix some 7y € T . Suppose that (A) supp(x | #9) is d-connected. Further, assume that (B) the prior 7 on ¢
is proper.

By the same reasoning asin Remark 5.4.2, Assumption 5.6.1(A) is weak because it can always be satisfied
by augmenting the data-release mechanism A1 without additional privacy loss.

Theorem 5.6.2 establishes bounds on the analyst’s prior predictive distribution (7 € S) = [[ P.(S)dPy(x

for the privatised data 7.

Theorem 5.6.2. Let M be an e-DP mechanism. Define Ty = {t € T | supp(x | #) C supp(x | %)}

Then, there exist measures L, and U, on (T, F ) with densities [, and u, satisfying

L(r) = esssup exp(—edi)py,(t) and u(t) = essinf exp(eds)ps, (2),
xx Esupp(x|zo) x4 Esupp(¥|to)

forallt € Ty, whered, d(x, xx).

= SUP,e supp(x]zo)

Furthermore, the Bayesian analyst’s prior predictive probability P(T € -) is bounded by L, and U, on Ty:
HTE NT) € TL, U, (5.11)

Proof. (sketch) Since p(¢) = [ p(¢ | 6)dm(8), Theorem s5.6.2 follows by showing p(z | ) is bounded by

L¢(r) and #.(¢) for almost all # € Ty. The proof of this is analogous to (5.7). O

As for Theorem s.4.1, one can replace supp(x | 7)) in the definition of 7y and in the statement of

Theorem s.6.2 with any measurable S C & which satisfies

supp(x | f0) C 5 C [supp(x | 2)]-

In this way, one can obtain bounds /,(#) and #,(z) on the prior predictive density p(#) which apply for a

larger subspace 7, although these bounds will be wider.
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The prior predictive distribution p(¢) plays an important role in Bayesian inference and model checking.
Before observing the data, p(¢) captures the analyst’s implied specification on the data-generation process.
After observing the data, this quantity assessed at their value is called model evidence where low p(z) reveals
potential conflict between the data and the prior Evans and Moshonov (2006); Walter and Augustin (2009).
In addition, it is also the normalizing constant for the posterior distribution 7 (8 | #) and hence is useful
for computation.

Theorem 5.6.2 shows that the prior predictive distribution P(7" € -) is in a probability interval, and
this probability interval is bounded by L, and U, on 7.

As an illustration, we can see from Figure 5.2 of Example 5.4.3 that when ¢ = 0.1, the prior predictive
probability of the privatised query is lower-bounded at &~ 0.02 whenever 0 < 7 < 10, and can never
exceed = 0.08 even when ¢z = 5. On the other hand, when privacy protection is less stringent (¢ = 0.5),
the upper bound on the prior predictive probability increases to more than 0.4.

An important observation on Theorem s.6.2 is the following: While p(¢) is a function of both the data
model Py and the prior 7, the density bounds /(¢) and #,(z) are free of both. In this sense, these bounds
provide a non-trivial yet almost assumption-free prior predictive model sensitivity analysis. Non-trivial
bounds on p(z) are not possible in general; in this case they are a consequence of the data 7'being ¢-DP.

Theorem 5.6.3 provides general bounds limiting the learning of a Bayesian analyst.

Theorem 5.6.3. Suppose that an e-DP mechanism M outputs the realisation to. The analyst’s posterior
probability given t satisfies

T € S|t) € n(0 €S)exp(Ledis), (5.12)

forall S € F, where d, = )d(x,x’).

Supx,x/€supp(x\to
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Proof. (sketch) As in the proof of Theorem s.5.1, we can show that

€ exp(tedix),

forall 4,6 € supp(7). Plugging thisinto #(6 | zy) = % gives the result. O
(€]

Theorem 5.6.3 demonstrates that the posterior 7(8 € - | #) is in a probability interval which is centred

at the prior 7(# € -) and has radius exp (e ):
(6 e-|t)ei(L,U),

where L = 7(0 € -) exp(—edy«) and U = (6 € -) exp(edx ).

Remark 5.6.4. By following the proof of Theorem 5.6.3, one can observe that Dypypr(Py, Pyv) being

bounded away from infinity, for all x, ' € supp(x | £), is a necessary condition for
Doz [7(8 | 1), 7(6)] < oc.

(Note that (5.12) is equivalent to Dyyrr[7(0 | 1), 7(0)] < edys.) Indeed this condition is required for
the posterior to be in a non-vacuous probability interval centred at the prior —i.e. for the posterior to be in
an probability interval of the form 7 (- | #y) € Zj(az, br) where 0 < 2 <1 < b < co. Hence the use of
Dypurr in the Lipschitz condition (s5.2) is the unique choice (modulo distorting functions dpsy satisfying
adpisr > Diurr for some constant ) that ensures a bound on the prior-to-posterior of the form (5.12).
This is analogous to the fact that Dyqy.r is the unique choice of distorting function that encodes privacy
as indistinguishability (see Remark 5.3.7). Furthermore, by similar logic Dty 1 is also the unique choice
of distorting function which enables bounds on hypothesis testing like those in Theorem s.5.1.

These uniqueness properties are mirrored in the results of Wasserman (1992) and Lavine (1991b) on
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the uniqueness of intervals of measures in robust Bayesian inference.

Theorem 5.6.3 contributes to what is called the prior-to-posterior semantics of differential privacy (see
Kasiviswanathan and Smith (2014); Dwork et al. (2006b); Duncan and Lambert (1986)), in the sense
that (5.12) describes the extent to which a Bayesian agent’s posterior about a parameter ¢ can depart
from their prior when learning from an e-DP data product.” Analogous to the discussion on frequen-
tist attackers at the end of Section 5.5, Theorem 5.6.3 demonstrates the trade-oft between restricting a
Bayesian attacker while allowing for legitimate Bayesian learning: By setting ® C X’ and Py as degener-
ate point masses, we strictly generalise the result of Gong and Meng (2020) which bounds an attacker’s
prior-to-posterior change in a single record x;.* Hence, we see that Theorem 5.6.3 applies to both the legit-
imate analyst who is inferring population-level characteristics and the illegitimate attacker who is inferring
individual-level information. Restricting the attacker (by decreasing ¢) necessarily hurts the analyst; whilst
furnishing the analyst (by increasing ¢) also assists the attacker. What makes this dilemma tractable is that
d 4 is typically much larger for the analyst than for the attacker because the analyst is interested in pop-

ulation quantities while the attacker is interested in individual records. Hence, Theorem 5.6.3’s bounds

7 An alternative type of semantics for differential privacy is the posterior-to-posterior semantics Dinur and Nissim
(2003); Kasiviswanathan and Smith (2014), whose focus is on the extent to which a Bayesian agent’s posterior may
vary were it derived from privacy-protected queries based on different (counterfactual) confidential databases. Pre-
vious literature in differential privacy predominantly adopted posterior-to-posterior semantics; see e.g. Kifer et al.
(2022). However, prior-to-posterior semantics have recently attracted increasing attention as they circumvent coun-
terfactuals and are closely connected with the literature on statistical disclosure risk; see e.g. Gong and Meng (2020);
Hotzetal. (2022).

8By fixing some x € X and setting 7(X_; = x_;) = 1, we get d... = 1 and thereby rederive the result from
Gong and Meng (2020). (Here x_; denotes the dataset x — which is assumed to be a vector — with the 7-th record
removed.)
Alternatively, one could set 7(8) = z(x; | x_;), in which case Theorem 5.6.3 implies that

wla | £5-) € (e | x-0) exp(edan),

(with d, = 1 when, for example, d = dijym ).
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on the inference of the analyst are wider than those of the attacker. However, this argument breaks down
when the analyst is interested in small subpopulations (such as in small-area estimation) because in these
situations there is little light between the attacker’s and the analyst’s interests, and as such the values of
d+ associated with the attacker and the analyst will be similar. (This commentary — on why the tradeoff
between analysts and attackers is tractable — also applies to Theorem s.5.1.)

Theorem 5.6.3 is powerful because it holds for arbitrary specifications of the data model P4 and is ap-
plicable to the agent’s arbitrary (proper) prior (). So long as d.. is finite (see the discussion after Theo-
rem s.4.1 on why this is not unreasonable), the bounds in (5.12) are non-trivial.

With that said, whenever d is large, the bounds provided by Theorem 5.6.3 are wide, rendering the
results weakly informative at best. Indeed, rather than a pair of wide posterior bounds, the agent would

be better off with a precise Bayesian posterior, which is theoretically derivable via the simple relation

7(0]2) o w(G)p(t | 6), (5-13)

where p(z | ) canin turn be derived from the convolution of the data model Py and the privacy mechanism
P, according to (5.6). In practice, however, direct computation or sampling from (5.13) is not always
possible or feasible. Such difficulties arise in situations A) where the privacy mechanism Py is not fully
transparent to the analyst due to its complex dependence on x, whether by design or by post-processing
Gong (2022b); B) where the data model Py is intractable, such as if defined algorithmically or treated as a
black-box; or C) where their convolution (5.6), typically an #-dimensional integral, is intractable. Under
any of these situations, the analyst may still rely on Theorem 5.6.3 to obtain bounds on their posterior.
Despite their width, these bounds are optimal whenever ¢ is the smallest constant satisfying the Lip-

schitz condition (5.2). Without adding further assumptions on M, P, or 7, these bounds cannot be
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shrunk. (This also applies to the bounds from Sections 5.4 and 5.5. We prove this in Section 5.9.) Yet
they are not necessarily tight at a given ¢. This deficiency is an inevitable consequence of our analysis,
which replaced the average case, [ p.(¢)dPs(x), with the extremal case, py, (£) exp(ed, ). Such an analysis is
necessarily loose whenever there is any variation away from the extreme. But the analysis cannot be tight-
ened without making assumptions about the nature of this variation — i.e. by making further assumptions

on M, Py, or 7.

We illustrate the posterior bounds of Theorem 5.6.3 with an example of Bayesian inference for a priva-
tised count.
Example 5.6.5 (privatised single count). Suppose the database consists of a single count record x € N. We
wish to query the value of x after it has been cddamped to a pre-specified range (a0, 41]. Thatis, g(x) = aq if
x < a9,9(x) = arifx > a1,andg(x) = xotherwise. In differentially private mechanism design, clamping
can be a necessary procedure when the intended query has otherwise unbounded global sensitivity. Under
clamping, the sensitivity is reduced to A(g) = a1 — 4.

The analyst’s Bayesian model is
§ ~ Gamma(a, j3),
x | 8 ~ Pois(9),
¢ x~ Laplgle)i ' B(g)).
For illustration, set ¢y = 0,41 = 6,2 = 3, 8 = 1. Figure 5.4 depicts in blue solid lines the upper
and lower density bounds on the analyst’s posterior distribution p(@ | #) as given by Theorem 5.6.3. With

¢ = land d,, = 1, they are equal to the Gamma(3, 1) prior density (blue dashed line), scaled by exp(+1).

Overlaid in grey are Monte Carlo posterior densities p(4 | #%)), £ = 1, . . ., 10, produced via the exact sam-
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Figure 5.4: Density bounds for the posterior p(L? | Z) from a privatised single count (Example 5.6.5). The dashed blue line is the
density of the Gamma(?), 1) distribution, the analyst’s prior for &. In grey are simulation-based posterior densities based on
10 realizations of # from its prior predictive distribution under the Poisson data model (Gong, 2022a). Upper and lower density
bounds for the posteriorp(t? | t) are in solid blue. The clamping range is [0, 6] and the privacy lossise = 1.

pling algorithm proposed by Gong (2022a). Each #*) is independently simulated from the prior predictive

distribution of the above Bayesian model.

Several aspects of Example 5.6.5 are worth noting. First, the posterior density bounds (solid blue) are
functions of the analyst’s chosen prior 7(¢) and the privacy mechanism parameters ¢ and dy only. They
are valid for any data model Py that the analyst wishes to employ, including (but not limited to) the Poisson
data model that underlie the depicted precise posteriors densities p(8 | #*)) in grey. On the other hand,

while these precise posterior densities display moderate variations among each other, they do not depart
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much from the prior density (dashed blue). This is due to the heavy-handedness of the privacy mecha-
nism employed for this analysis, resulting in poor statistical utility of the privatised count . Indeed, the
mechanism injects Laplace noise with standard deviation of v/2¢ 1A (g) = 8.48 into a statistic clamped
between 29 = 0 and 2; = 6. That ¢ cannot be highly informative for the inferential problem at hand
is correctly identified by the full Bayesian analysis which precisely accounts for the uncertainty induced
by the privacy mechanism (grey lines). Furthermore, these precise posterior distributions are generally far
from the bounds implied by Theorem s.6.3; this re-enforces the shallowness of these bounds due to their

validity for very general classes of the data model P and priors 7.

5.7 PUFFERFISH PRIVACY

As the classic formulation of differential privacy, pure e&-DP has inspired many variants, most of which
closely resemble the original (for example by replacing Dyty.r with some other distorting function dp;r,
see Remark 5.3.6). In contrast, Pufferfish privacy (Kifer and Machanavajjhala, 2014) is conceptually dis-
tinct from &-DP in two ways. Firstly, while &-DP conceptualises privacy as indistinguishability between
pairs of comparable datasets x,x’ € X (Remark 5.3.7), Pufferfish reconceptualises privacy as indistin-
guishability between pairs of competing conjectures about the unobserved, confidential data x (as we will
see in Remark 5.8.2). Secondly — and consequently — &-DP is concerned solely with the design of the
data-release mechanism, while the object of Pufterfish’s interest is the composition of the data-generating

process and the data-release mechanism. We call this composite function the data-provision procedure:

Definition 5.7.1. Given a data-generating process G(¢, U;) and a data-release mechanism M (x, U, ), the

204



data-provision procedure Mg : © x [0,1]*> — T is defined as
MG(&, (]la UZ) — M(G(&, Ul)a UZ))
where Uj, U, are independent and (without loss of generality) identically distributed Unif]0, 1].

Here U and U are the random components (i.e. seeds) of the data-generation G and of the data-release
M respectively; @ is the data-generating model parameter; X = G(6, U}) is the (stochastic) dataset; and (as
before) T'= M(X, U, ) is the released summary statistic.

As in Section 5.4, we require that the data universe X" is equipped with a ¢-algebra ¢; that the data-
release mechanism M is (¥ ® B|0, 1], % )-measurable; and, further, that G(4, ) is (B[0, 1], ¢ )-measurable
forall @ € ©. (Recall that B0, 1] is the Borel o-algebra on [0, 1] and .% is the o-algebra of the output space
T.) We now also assume that the data-generating model parameter set © is in a one-to-one correspondence
with the set of probability measures on (X', %). (So the data-generating model is not parametric in the
usual sense of the term.)

Under these requirements, the seed U; induces a probability measure for the dataset X:
PyX € E) = 2A({m € [0,1] : G(6,m) € E}), (5.14)

(where 1 is the Lebesgue measure) and - together with the seed U, - also for the output 7 of the data-

provision procedure Mg:

P(T €S| 8) =2({ur,us € [0,1] : M(6,m, 1) € S})
_ / P(S)dPy(x), (s.15)
X

(Equation (s5.15) follows from the previous line by Fubini’s theorem — see Proposition 18.) Recall from
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Equation (5.6) that P(T" € - | ) is the privatised data probability. Because Pufferfish is concerned with
the data-provision procedure Mg — and because P(T" € - | ) is the probability induced by M - the
privatised data probability plays a central role in Pufterfish. In fact, we will see (in Definition s.7.3) that
Pufferfish can be conceived as a Lipschitz condition on the map § — P(T € - | §), justas e-DPisa
Lipschitz condition on the map x — P,..

Pufferfish provides a framework for developing tailored privacy definitions. The data custodian con-
structs their custom Pufferfish privacy definition according to their judgement of:

A. The attackers: Against what kinds of background knowledge, or beliefs about the data, should
the data-release mechanism A guard? (These knowledge and beliefs are modelled by probability
distributions 4 on the data X.)

B. Theattackers’conjectures on confidential information: Which parts of the dataset require protection
(i.e. what are the confidential information?), and what conjectures may an attacker make about

these information? (Conjectures are modelled as events £ € ¢ on the data universe X'.)

C. The pairs of competing conjectures: Which pairs of conjectures should remain indistinguishable to
the attackers, even after observing (the realized value of) 7? (Or, for a Bayesian attacker, between
which pairs of conjectures should it be impossible for the attacker to significantly improve their
ability to distinguish?)

(Note that B. is only used as a stepping-stone for answering C.; it does not have an independent role to
play in Pufferfish.) Putting the above discussion more formally, the data custodian specifies their privacy

definition with a Pufferfish instantiation:

Definition s.7.2. A Pufferfish instantiation e-PufferFish(D, S)is a tuple with three components:

1. AsetD C © of attackers;

2. AsetS C Y x G of pairs of competing conjectures about “confidential” information in the dataset

x;2 and

?Note that elsewhere in the literature (for example in Kifer and Machanavajjhala (2014)), what we term the “at-
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3. A privacy loss budger 0 < ¢ < oo.

The sets D and S correspond to points A. and C. respectively in the above discussion. The privacy
loss budget ¢ has the same role in Pufferfish as in e&-DP: it describes the degree of continuity of the map
g — P(T € - | 6) - and hence, intuitively, the degree of privacy afforded to the data — with smaller ¢
corresponding to more continuity/privacy.

Pufferfish privacy is a Lipschitz condition on M:

Definition s.7.3. Fix the data-generating process G. A data-release mechanism M satisfies the Pufferfish

instantiation e-Puffer Fish(DD, S)if the associated data-provision procedure M satisfies the inequality:
Dytuus (P(T € | 8), (T € - 9)) < edps(8,9),
forall8,d € @.

Here dp s is a metric on © which is given by the Pufterfish instantiation e-PufterFish(D, S). It is
defined as follows: Firstly, as © is in a one-to-one correspondence with the set of probability measures on
(X,4), itis closed under conditioning. That is, for each § € © and for each event E € ¢, there exists
aunique § € @ suchthat Py(X € ) = Py(X € - | X € E) (provided that P4(X € - | X € E)is

well-defined’®). Denote this & by 6| .

tackers’ conjectures” are referred to as “secrets,” and the “pairs of competing conjectures” are referred to as “discrim-
inative pairs.” Moreover, in Kifer and Machanavajjhala (2014), the set of discriminative pairs is denoted by Sy and
S instead denotes the set of secrets/conjectures. We choose to omit the set of secrets/conjectures from a Pufferfish
instantiation as it is superfluous, and instead use S to denote the set of pairs of competing conjectures.

°Pufferfish limits its considerationto § € @ and E, E' € ¢ forwhichPy(X € - | X € E)and Py(X € - | X € E')
are well-defined, in order to ensure that the data-provision procedures A(T € - | ,X € E)and P(T € - | §, X € E')
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Then let the graph G s on © have edges (6, &) if there exists some §* € D and some (E, E') € S such
that @ = *|pand § = 6*|p - i.e. such that Pyis equal to the conditional distribution Py (X € - | X € E)
and Py isequal to Py (X € - | X € E'). Finally, define dp s(8, &) as the length of a shortest path between
fand & in Gps.

Therefore, forall ¢ € Dandall (E,E') € S(withPp«(X € - | X € E)and Pp»(X € - | X € E') both

well-defined'®), the data-generating probabilities #* |z and §*|zr are adjacent in the graph Gp s and hence
Diionr (p(Te | XEE),PTe- |6 Xe E’)) < (5.16)

The above discussion sheds light on the differences between Pufferfish and pure e-DP: As observed
earlier, &-DP is concerned with indistinguishability of datasets x, x' € X. Hence, its starting point is the
data universe X’ and it is a Lipschitz condition on the data-release mechanism A1 : X x [0,1] — T.
On the other hand, Pufferfish is concerned with competing conjectures §*|z and §*| (for & € D and
(E,E') € S). Itsstarting point is thus the data-generating parameter set © and itis a Lipschitz condition on
the data-provision procedure Mg : © x [0,1]*> — T. Yet the data custodian only has partial control over
M. That is to say, while Pufterfish is a property of the data-provision procedure Mg, the data custodian

can achieve this property only through the design of M. In contrast, the data custodian often has full

are themselves well-defined.

However, determining whether or not Py(X € - | X € E) can be well-defined is beyond the scope of this paper.
Answering this question to the necessary level of generality is difficult (see Chang and Pollard (1997) and references
therein), but the majority of cases encountered in practice are covered by two approaches: When P5(X € E) is non-
zero, Py(X € 4 | X € E) is defined as Po(X € A N E)/Ps(X € E). And when X = (¥, Z) has a canonical density
AY =y,Z = z) onaproduct measure ¢ = u, X u, with {X € E} = {Z = 2z} forsomezg, then Ps(X € - | X € E)
is defined as the regular conditional probability fyiz (- | z£)du, (-) where

L9 if Az) > 0,

= /)
frzly | 2) {gp(y) otherwise,

with Az) = [ Ay, z)dw, () and @(y) an arbitrary density on g, (Durrett, 2019, Example 4.1.6).
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control of the object of e&-DP’s interest, the data-release mechanism A.

While &-DP allows for the use of an arbitrary distance d, Pufferfish makes a very particular choice for
the distance on its input space: dp s. (However, beyond the interpretation of dpp s in terms of attackers
and competing conjectures, there is no reason in principle that Pufferfish cannot be generalised to allow
for arbitrary distances 4 on ©. In fact, all of the results below generalise immediately from dp s to any
metric d on © which satisfies Assumption 5.3.3.)

Despite their differences, e-DP and Pufferfish share one characteristic which is very important for our
purposes: They both use the multiplicative distance Dyfy.r to measure the change in output variations.
This means that Pufferfish is fundamentally linked to the concept of an interval of measures, just as e-DP
is. This connection to intervals of measures and the resulting implications on the indistinguishability of

important inferential quantities are the subject of the next section.

5.8 ANIP ViEw OF PUFFERFISH PRIVACY

As an analog to Theorem s.3.5 for pure e-differential privacy, Theorem 5.8.1 below establishes the con-
nection between Pufferfish and intervals of measures. Specifically, 5.8.1.II is the standard definition of
Pufferfish as given in Kifer and Machanavajjhala (2014). The equivalence 5.8.1.1 < 5.8.1.II justifies the
formulation of Pufferfish as Lipschitz continuity. In addition, 5.8.1.III and 5.8.1.IV give novel formula-

tions of Pufferfish in terms of intervals of measures.

Theorem s.8.1. Fix the data-generating process G(9, Uy) and the data-release mechanism M(x, Us). For
any Pufferfish instantiation e-PufferFish(D, S) with privacy loss budget ¢ < o0, the following statements
are equivalent:

I M satisfies e-Puffer Fish(D, S).
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II Forall S € F, all competing conjectures (E,E') € S and all attackers §* € D (such that Py (X €
| X € E)and Py (X € - | X € E') are both well-defined™®), the following inequalities are satisfied:

PTeS|F,XcE)<P(TeS| 0, XeE),
P(TeS|6,XeE)<EP(TES| G, XEE).

I Foralld € Nand all 6,6 € © withdps(6,6) = 4,
PTe |6)eDi(Los, Usy),

where Lg 5. = e*P(Tc-|6)and Usse = P(T e -0

IV Forall§ € © and all measuresv € Q, if P(T € - | 6) basa density p(¢ | 9) with respect to v, then for
every dp s-connected' § € (6], P(T € - | §) also has a density p(t | ) (with respect to v) satisfying

p(t|8) €plt] b) exp|Ledns(6,8)],

forallt € T.

Proof. First note that (5.16) is equivalent to both I and II. Specifically, that (5.16) implies I follows by
applying the triangle inequality to a shortest path between ¢ and ¢ in Gp,s, similar to the proof of 5.3.5.1

4 5.3.5.11in Theorem s5.3.5. The remainder of the proofis analogous to that of Theorem s.3.5. O

Remark 5.8.2. Statement IV of Theorem s.3.5 is the backbone for reasoning about indistinguishability
between d-connected datasets x, %’ € X under e&-DP (see Remark 5.3.7). In contrast, statement IV of
Theorem 5.8.1 provides the rationale for indistinguishability between dp s-connected distributions 6, & €
© under Pufferfish privacy. Specifically, for § = ¢*|pand § = 6|z (with 8 € Dand (E,E') € S),an
attacker cannot distinguish with certainty between 8 and ¢ because p(¢ | 6)/p(¢ | &) is bounded away

from zero and infinity, regardless of the value of z. More generally, whenever & is plausible (i.e. when

1 Analogous to the concept of connected data x,x’ € X (Definition 5.3.2), we say that 6,§ € © are dps-
connected if dp s(6, 8 ) < oo and we define [4] to be &'s connected component: [6] = {§ € © | dps(6,6) < oo}.
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p(t] 8) > 0) then all dp g-connected & € [f] are also plausible (regardless of the choice of dominating

measure »).

We now turn to discussing the impact of Pufferfish privacy on statistical inference in both Bayesian
and frequentist paradigms. From the Bayesian view, Pufferfish limits the ability of an attacker * € D to

discern between two competing conjectures (E, E') € S relative to their prior (baseline) ability to do so:

—E

Pg*(X6E|T:t)/P5*(X€E) y
<e¢

S Pr(XeE|T=1/ Pp(XeE) = (5-17)

) .«

where the attacker’s “ability to discern between (£, E')” is quantified as the odds of E against £/, so that
(5.17) is a bound on the prior-to-posterior odds ratio. In fact, A satisfies e-Pufter Fish(DD, S) if and only
if M satisfies (5.17) for all §* € D, all™® (E, E') € S and almost all # € T. (This result was first described
in (Kifer and Machanavajjhala, 2014, p. 6) and follows from Statement 5.8.1.IV by setting § = *|z and
¢ = 6|, and then applying Bayes rule. We formally state and prove this result in Proposition 19 of
Appendix C.s.)

As previous sections contend, there is an important type of competing conjectures that privacy mecha-
nisms aim to make indistinguishable. These conjectures concern the values of the records in the dataset x.
To this end, Pufferfish provides a Bayesian semantic guarantee that conforms to the structure of a density

ratio neighbourhood Wasserman and Kadane (1992); Wasserman (1992), defined below.

Recall (from Definition s.3.1) that Q is the set of o-finite measures on the measurable space (7, .%).

Definition 5.8.3. The density ratio neighbourhood of u € € with radius » > 0 is defined as

Ny(u) = {r € Q :dpr(u,v) < r},

211



where dpg is the density ratio metric:

0 ifu=v=0

dpr (4, 7) = | ess Sup, e7o In < J{((;)) / 5((;)) ) else if u, v are mutually absolutely continuous, (5.18)

00 otherwise,

with f'and ¢ densities of o-finite measures ¢ and » respectively, with respect to some common dominating

measure7 € ;T° ={r € T | 0 < flr),g(¢) < 0o};and the essential supremum is with respect to 7."*

The definition of the density ratio metric dpg is well-defined in the sense that dpg (#, ) does not de-

pend on the choice of £, g and 7in (5.18). (See Appendix C.2 for details.)
The following theorem characterises Pufterfish privacy (under a particular choice of S) as the require-

ment that an attacker &'s posterior on X is in the ¢-density ratio neighbourhood of their prior:

Theorem s.8.4. Fixsome " € . Let Sy be a partition of X such that Py« (X € E), for E € Sy, is given
by a density pg-(Z = zg) of some marginalisation Z of X. DefineS = Sx X Sx.

If M satisfies e-Puffer Fish(D, S), then
Pyp(Ze | T=1t)€ NPy (Z € ")), (s.19)

for P(T € - | 6 )-almost allt € T.
In the other direction, suppose that Pg(X € E), for E € S, is given by a density pg(Z = zg) for all
8 € D. Then (s.19) holding for all 6 € D and P(T € - | 0)-almost all t € T implies that M satisfies

e-PufferFish(D, S).

"*The property £, ¢ < 0o holds 7-almost everywhere (because ¢ and » are o-finite — see the proof of Lemma C.5.2),
and f,¢ > 0 holds u- and v-almost everywhere. Hence, practically one may take the essential supremum in equa-
tion (5.18) over T'; restricting to 7° simply removes the complications of dividing by zero or infinity.
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The proof of Theorem s.8.4 is immediate from (5.17).

Two special cases of Theorem 5.8.4 are worth noting. Firstly, when the partition Sy = {{x} : x € X'}
consists of all the singleton subsets of X', an e-Pufter Fish(ID, S) mechanism is tasked with providing indis-
tinguishability between competing conjectures £ = {x} and £/ = {«}. That s, a Pufferfish mechanism
must protect against the conjecture X = x versus X = «/, for any arbitrary choices of x,x’ € X. This is
a tall order, because the dataset may contain a large number of individual records, each with values x;, !

that are nothing alike. The resulting privacy guarantee is thus a stringent one: For any ¢ € DD,
Py, € N(Ps),

where Pgand Py, are Pg(X € -) and Py(X € - | T = ) respectively. In other words, the Bayesian attacker
&@s ability to discern between two arbitrary datasets relative to their prior discernability (i.e. the prior-to-
posterior odds ratio) is limited by a multiplicative factor of ¢’. (This is closely related to the ‘no-free-lunch

privacy’ of Kifer and Machanavajjhala (201 1) and (Kifer and Machanavajjhala, 2014, Section 3.2).)

A second, and more pragmatic, special case arises when the partition Sy consists of the level sets given
by fixing a small number of records in the dataset — in particular, by fixing a single record. Assume that the

datasets x € X are vectors (x, . . ., x,) of records and let R be the set of all possible values that a record

x; can take, so that X C |J;2; R”. Define
Sy ={E(r,1): r € R}, (5.20)
where E(7, 7) is the level set which fixes the 7th record to be the value 7:

E(ryi)={xe X :x;=r}. (s.21)
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For this choice of Sy, the two densities pg(Z = 2(,.1)) and po(Z = zg(,,1) | T = ¢) are, respectively, the
prior marginal density, po(X; = 7), and the posterior marginal density, pg(X; = 7 | T = ¢), of the first
record taking the value 7, where the marginalisation is over all the other records with respect to the data-
generating process 6. Theorem 5.8.4 states that these prior and posterior marginal densities are restricted

to the same density ratio neighbourhood of radius e.

Remark 5.8.5. When the competing conjectures S are given by the level sets, e-Pufter Fish(ID, S) has a close
connection to pure &-DP. Indeed, suppose that ¥ = R” fora fixed nand let S = | J7_,{E(r,7) : » € R}%.
If D is the collection of distributions on X’ which take the records X7, . .., X, as mutually independent,
then a mechanism A satistying e-Pufter Fish(D, S) is equivalent to A satisfying e-DP with d = dyam

(Kifer and Machanavajjhala, 2014, Theorem 6.1). This result follows from observing

PTES|6,X =x)= / Pu(S)dPy(X_; = x_,),
Rr—1

for § € D, which implies that Statements 5.3.5.1I and 5.8.1.IT are equivalent.

Pufferfish also has a frequentist interpretation as a limit to the power of any attacker’s level- test be-

tween competing conjectures (c.f. Theorem s.5.1):

Theorem 5.8.6. A data-release mechanism M satisfies e-PufferFish(D, S) if and only if, for all 6y # 6, €

O, the power 1 — B of all size-a tests of
Hy : 8 =08y versus Hy : 8 = 6y,
is bounded by the inequalities:

max (2/@,1 — [1 —a]p) <1— B < min (2p,1 — [1 —a]/p), (5.22)
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where @ = explednp s (6o, 61)].

Proof. The result is immediate from IV of Theorem s.8.1 and the Neyman-Pearson lemma. (The deriva-

tion is analogous to the second half of the proof of Theorem s.5.1 and the proof of Corollary 5.5.2.) [

Asan application of Theorem 5.8.6, suppose an attacker & € D is interested in testing the null hypoth-
esis X € E against the alternative X € F/, for some (E, E') € S. This is equivalent to setting §) = 6|
and 6, = | in Theorem 5.8.6 (assuming that & |z and | are well-defined’®). Hence, any such test

with level o.05 will have power at most 0.05 exp(¢) under e-PufferFish(ID, S).

Remark s.8.7. Because the density ratio neighbourhood N, (¢) is the closed ball B (), itis a distortion
model (Remark 5.3.6). Moreover, itis closely related to the constant odds ratio model Walley (1991), which
is the distortion model associated with the distorting function dcor Montes et al. (2020a). Here, dcor is

the constant odds ratio metric:

0 ifu=»=0,
deor (g, v) = {1 infg g 7 % else if ¢, v are mutually absolutely continuous,
1 otherwise,

\

for finite ¢, v € Q, where F* = {§ € .Z : u(S) > 0}.

Corollary C.s.s5 in Appendix C.5 proves that, for finite u, » € Q,

dpr (#,v) = — In[l — dcor (¢, 7)].

Hence, when restricting to finite measures, the density ratio neighbourhood N, is equal to the constant

odds ratio model with distortion parameter = 1 — exp(—7).
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5.9 OprTIMALITY OF THIS PAPER’S RESULTS

The bounds presented in this paper cannot be improved without additional assumptions on the data-
release mechanism A4, the data-generating model Py or the prior 7. In this section, we provide examples
which demonstrate the optimality of these bounds. However, it is important to reiterate that these bounds
are only tight pointwise. Indeed it would be impossible for it to be otherwise, since the bounds are on prob-

ability measures, yet the bounds themselves are not probability measures.

Throughout this section, we rely on the Laplace mechanism A1 for the count query g(x) = ), %
(Example 5.2.2). The density of 7"~ M(x, U) is p,(¢) = 5 exp(—¢|t — g(x)|) when X = {0,1}" and
the metric 4 on X is the Hamming distance dj,m. We assume that # is fixed, so that & is dy,m-connected
and sup, ¢ y dam (¥, ') = n < oco.

We begin with Theorem s.4.1 which states that the privatised data probability P(7 € - | §) is bounded
by Lg,. and Uy, on To. Because p(¢ | §) = [ pu(¢)dPs(x) fora.e. t € Ty, the lower bound p(z | 6) > 5. (2)
is tight if p(¢) = 5, (¢) for Ps-a.e. x € supp(x | 9, 8). Consider the Laplace mechanism under the setting
given above. In this case, 7o = R forany 7y and any 6. Further, the essential-supremum in /4 (¢) is achieved
byx, = (1,...,1) when# < 0. Hence /g .(£) = px, (¢) wherexy = (0, ..., 0). Therefore, p(¢ | 6) can be
arbitrarily close to /5. (¢) for # < 0 as Py concentrates on xg. This implies P(7 € S | ) can be arbitrarily
close to Lg () for a bounded, measurable set.S§ C R=C. The upper bound P(T € - | ) < Uy, follows
similarly, by considering £ > 7, x, = (0,...,0) andxy = (1,...,1).

We now move to Theorem s.5.1 which concerns the power of hypothesis tests in the private setting. To
see that this result is tight, consider the model P = {P; | § € {0,1}"} where P5(X € -) is the point

massonx = 6. Set§y = (0,...,0)and & = (1,...,1). By examining the density p.(¢) of the Laplace
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mechanism forx = (0,...,0) and forx = (1,...,1), one can conclude that the Neyman-Pearson (NP)
test must have a rejection region of the form R = {# > # } for some 7. Moreover, for small enough ¢, #;
must be at least # = d (assuming & < 0.5). Then, p(¢ | 6) = exp(en)p(z | Go) forall# € R, which

means the NP test has power exactly 2 exp(en).

Theorem 5.6.2 provides bounds on a Bayesian analyst’s prior predictive probability. If one sets the prior
7 to be a point mass on a single 6, then the prior predictive probability (7 € S) = [, X(T € S| 8)d=(6)
reduces to the privatised data probability (7€ S | 6)). In this case, proving optimality of Theorem 5.6.2
is analogous to proving that the bounds Ly, < P(T € - | 6y) < Uy, . are tight. Hence, the argument

outline above for Theorem 5.4.1 can also be used to show optimality of Theorem 5.6.2.

For Theorem 5.6.3 — which demonstrates that a Bayesian’s posterior is within a probability interval of
the prior — take © = [0, 1] with the prior # = Unif]0, 1]. Let P4(x) be the point mass on (1,...,1) if
¢ = 1and the point mass on (0, . .., 0) otherwise. Forz > n, wehave 7(0 =1 | ) = #(d = 1) exp(en).

Thus, the bound in Theorem 5.6.3 is achieved since d,, = 7.

Finally, we prove that our results on the inferential limits induced by Pufferfish privacy (Theorems 5.8.4
and 5.8.6) are tight. For this, consider the setting described in Remark 5.8.5. In this case, the Laplace
mechanism M with X = {0,1}” satisfies e-PufferFish(D), S). Theorem 5.8.4 states that, for any 7 €
{1,...,n} and any §* € D, the posterior Py« (X; € - | T = ¢) is in the density ratio neighbourhood of

radius ¢ that is centred at the prior Py (X; € -). Let " be such that

Pg* (X: x()) == P@* (X: x1> = 0.5,
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where xg = (0,...,0) andx; = (1,0,...,0). Then

Pp(X1=0]|T= f)/Pe* (X1=0) _ pu()
= Pp(Xi=1)  py(0)’

by Bayes rule, where p,(¢) is the density of the Laplace mechanism. Yet p., (¢) /px, (£) = exp(e) forz < 0.

Hence,

dDR(MXl € | T=1),Pp(i € ->) _.

and thus the bound (5.19) of Theorem 5.8.4 is tight.

Now we consider Theorem 5.8.6, which provides a bound on the power of any size-« test. As before,
we use the Pufferfish instantiation given in Remark 5.8.5 and the Laplace mechanism M. Let 6 and &,
be such that Py, (X € -) is the point mass on x;, where xg = (0,...,0)andx; = (1,...,1) with |xo| =
|x1] = n. Thendps(6y,61) = n and, furthermore, the test Hy : § = 6, versus H : § = 6, is exactly
the test we examined when proving the optimality of Theorem s.5.1. In that proof, we demonstrated that
the Neyman-Pearson test has power a exp(¢z) (assuming that ¢ is small and < 0.5). This implies the

bounds (5.22) in Theorem 5.8.6 are tight.

s.10 DiscussioN

The results we obtain in this paper make novel contributions to the differential privacy literature in the
following ways. Firstly, the bounds we obtain in Theorems s.4.1, 5.5.1, 5.6.2, 5.6.3, 5.8.4 and 5.8.6 are
non-trivial, due to the validity of these results across a broad range of data models, privacy mechanisms and
prior distributions. When the analyst has little knowledge or is only willing to make minimal assumptions
about their model, these bounds are useful representations of the limits of statistical learning under privacy

constraints. This draws a contrast with the existing DP literature, which has largely focused on asymptotic
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lower bounds or on constructing (asymptotically-)optimal data-release mechanisms for specific data use
cases Smith (2011); Cai et al. (2021); Chhor and Sentenac (2023 ); Duchi et al. (2018); Bassily et al. (2014);
Talwar et al. (2015); Dwork et al. (2014); Wasserman and Zhou (2010); Awan and Slavkovié¢ (2020). This
literature aligns with guery-based access Hotz et al. (2022) where the user can choose what statistics are
released. Our results, on the other hand, are finite-sample and apply to the dissemination mode of data
release where the mechanism is not tailored for the analyst’s use case. This setting is typical of official
statistics (e.g. censuses and surveys) and, more generally, data products with multiple users, and is more

common in the research community than query-based access Hotz et al. (2022).

Secondly, the generality of our bounds implies that they are inherent consequences of the privacy stan-
dards themselves, be it pure e-DP or Pufferfish. Specifically, these bounds stem only from the requirement
that the mechanism A1 is &-DP - or e-PufferFish(ID, S) — and not on any particularities of P, M or 7.
That these bounds are typically wide in practice — as can be seen from Examples 5.4.3 and 5.6.5 — is in
part due to the near-total lack of assumption under which they are derived. While these bounds can ap-
proach vacuity as the data size # grows, in practical examples that need not be the case if, for example, the
data analyst has probabilistic knowledge about the privacy mechanism (see e.g. Example 5.6.5) or the data
space X'. For a given choice of Py, M and 7, we may obtain tighter bounds than those in this paper. In
addition to the asymptotic results in the aforementioned papers, sharp bounds for specific Py, M and 7
may be derivable from the existing literature on measurement errors (errors-in-variables) in statistics and
econometrics, particularly in the case of point identification problems (see e.g. (Carroll and Hall, 1988;

Horowitz and Manski, 1995)).

Through thelens of Theorems s.5.1, 5.6.3, 5.8.4 and 5.8.6, we obtain valuable insights in both frequen-
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tist and Bayesian paradigms on the privacy-utility trade-off which is fundamental to differential privacy
as a quantitative privacy standard Hotz et al. (2022). (For details, see the discussion accompanying these
theorems.) Qualitatively speaking, there exists an inherent tension between protecting private informa-
tion and deriving scientific knowledge. To date, quantitative approaches to this trade-oft predominantly
rely on the privacy loss budget as the sole metric to balance this trade-oft Abowd and Schmutte (2019);
Hsu etal. (2014); Heftetz (2022). However, from the suite of IP analyses presented here, we see that other
building blocks — notably the metric structure (X', d) of the data universe, the associated database dis-
tances (such as dy and d.), and the clamping parameters on X’ — are all relevant factors that, together
with the privacy loss budget ¢, collectively determine the limits to statistical learning for attackers and sci-
entists alike. Therefore, ¢ is not the only parameter of concern — and perhaps not even the central concern

— when assessing and trading-off privacy and utility Bailie et al. (2025b).

While this paper qualifies the tradeoft of e&-DP and Pufferfish privacy in concrete terms, it narrowly
conceives privacy and utility in terms of the extent of statistical estimation attainable under either frequen-
tist or Bayesian paradigms. There are, of course, many other aspects of utility that are worth examining
— such as the ease of analysis, use of computational resources, facial validity and logical consistency boyd
and Sarathy (2022); Hotz and Salvo (2022); Ruggles et al. (2019) — and other paradigms (in particular
decision theory) with which the notions of privacy and utility can be quantified. In fact, both notions
are multi-faceted and context-specific and, as one of the reviewers of Bailie and Gong (2023a) pointed
out, a judicious conceptualisation of privacy and utility may improve their tradeoff’s efficiency frontier.
Acknowledging the complex makeup of this tradeoft, we advocate for future design and analysis of data-

release mechanisms to treat the conceptualisations of privacy and utility — and the roles that X', d and
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the distorting function dpsr play in these conceptualisations — with scrutiny, given their scarcity in the

current literature (Bailie et al., 2025¢).

Tools from the IP literature harbour potential in aiding future endeavours to study statistical data pri-
vacy in a rigorous yet general manner. This work has examined some examples in which a DP definition
can be formulated as the requirement that a mechanism’s probability P, under one inputx € X is in
a certain distortion model of its probability v under another input x’, whenever those two inputs x, x’
are connected. In this case, the choice of distorting function dp, sy (partially) determines the flavor of the
privacy guarantee. One direction for future research is thus to explore IP characterisations of other com-
mon flavors of DP, in particular (¢, 9)-DP (Dwork et al., 2006a; Machanavajjhala et al., 2008; Kifer et al.,
2022), zero-concentrated DP (zCDP) (Dwork and Rothblum, 2016; Bun and Steinke, 2016), Rényi DP
(Mironov, 2017) and Gaussian DP (Dong et al., 2022), which are popular in practice due to flexible pri-
vacy mechanism design, better privacy budget accounting and increased statistical efficiency. Since these
variants, and others such as subspace DP (Gao et al., 2022), stem from changing X', 4 or the distorting func-
tion dpsr (Remark s.3.6), three key questions are 1) how the distorting function dp,sr corresponding to a
DP variant can be characterised as an IP object; 2) what IP properties does dp 51 have; and 3) what are the
consequences on statistical inference from using dp;sr to constrain Py and Py (for connected x, ¥’ € X).
For example, our preliminary analysis shows that (¢, )-DP cannot be described by an interval of measures,
at least not alone. Moreover, we have demonstrated the necessity of using Dyyr as the distorting func-
tion for ensuring the types of bounds on frequentist and Bayesian inference found in Sections 5.5 and 5.6
(see Remark 5.6.4). This implies other variants of DP which replace Dyjyr with some other distorting

function dp;sr cannot satisfy the Bayesian and frequentist semantics described in this article.
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A second direction for future research is suggested by the characterisation of Pufferfish as a Lipschitz
condition with the metric Dyfyrr on Q and the metric dp s on ©. Replacing Dypy,r with some other
distorting function dy,sr — for example the distorting functions corresponding to (¢, 9)-DP or to zCDP
(see Bailie et al. (2025b) for the definitions of these distorting functions) — would generate new variants
of Pufterfish. (Some such variants have already been proposed in Zhang et al. (2022); Ding (2024).) Sim-
ilarly, replacing dp s with another metric on ® would generalise Pufferfish beyond the interpretation of
attackers and competing conjectures, and would provide a more-flexible framework for expressing privacy
as e-indistinguishability (Remarks 5.3.7 and 5.8.2) between distributions 6,6 € ©: By specifying their
own metric on ©, the data custodian can choose which §and ¢ should be e-indistinguishable according
to their knowledge and expertise, rather than being restricted to those (8, &) pairs which correspond to

(6|, 6| ) for some §° € D and some (E, E') € S.

Thirdly, a conceptually distinct IP approach to data privacy protection is the employment of SDL mech-
anisms that produce sez-valued outputs. This approach has not been explicitly considered in this paper,
although one can take the elements 7 of the output space 7 to themselves be sets, and as such, the results
from this paper may still be applied. SDL mechanisms which produce set-valued outputs — such as the
“leaky” variant of Warner’s randomised response considered in Li et al. (2022) and the randomised cen-
soring mechanisms considered in Ding and Ding (2022) — can be understood as an intentional coarsening
of the data product Heitjan and Rubin (1990). A mechanism that produces set-valued outputs has a pre-
cise probability distribution that is given by the mass function associated with a belief function — a special
type of coherent lower prevision Shafer (1976). As such, one can view set-valued mechanisms as inducing

imprecise probabilities on 7~ - rather than precise probabilities P, — where this imprecise probability is a
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belief function. Compared to more general forms of IP, including the distortion models considered in this
work, the mass function formulation of belief functions lends a computational advantage (particularly for
Markov chain Monte Carlo - see e.g. Jacob et al. (2021)). On the other hand, it is less clear that set-valued
outputs are practically acceptable for many of the real-world use-cases of SDL. Data users may anticipate
point-valued data in most situations, and may not be prepared to conduct further statistical processing of
set-valued outputs. In sum, the utility of the set-valued approach to SDL remains open to formulation

and assessment in future research.
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ParrT III

DIFFERENTIAL PRIVACY IN THE SURVEY
CONTEXT
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Whose Data Is It Anyway? Towards a Formal
Treatment of Difterential Privacy for Surveys®

6.1 INTRODUCTION

THE SURVEY IS THE WORKHORSE of statistical agencies. For example, the U.S. Census Bureau conducts
more than 100 surveys annually (US Census Bureau, 20230) including key data collections such as the
American Community Survey (ACS), the Current Population Survey (CPS), the Survey of Income and
Program Participation (SIPP) and the new Annual Business Survey (ABS). The data gathered through
these surveys provide invaluable information on the US economy and on American society more generally.
They are used by various stakeholders — for example, businesses, researchers, local and federal governments,
media and not-for-profits — to make investment decisions, to inform policy and to allocate government

funding, among many other uses.

"Based on work coauthored with Jérg Drechsler.
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On the other hand, national statistical organizations (NSOs) have acknowledged for decades their obli-
gation to maintain the confidentiality of survey respondents due to legal and ethical considerations, but
also to safeguard institutional trust and thus sustain the quality of their data products. To address these
conflicting goals, various methods have been proposed over the years to protect the confidentiality of sur-
vey respondents while still maintaining the value of the data for the different stakeholders involved. In the
last two decades, a new framework for assessing the privacy of statistical data products has emerged: differ-
ential privacy (DP) (Dwork et al., 2006b). This framework is mathematically appealing as it offers a formal
guarantee: any single unit’s influence on the probability of observing a specific output is bounded. This
guarantee translates into quantifiable measures of protection against an adversary seeking to learn the con-
fidential responses, although not without some complications (Cuff and Yu, 2016; Tschantz et al., 2020;
Kifer and Machanavajjhala, 201 1; Bailie et al,, 2025¢). Beyond the formal guarantees, DP is attractive as it
allows for full transparency of the methods that were used to protect the output, without further loss to
respondents’ privacy beyond that associated with publishing the outputted statistics and the DP specifi-
cation. This is in contrast to many methods that are currently employed at statistical agencies, which rely
on hiding some of the parameters of the privacy-protection mechanism (such as the variance of the noise
term when noise addition is used to protect a continuous attribute) to ensure privacy. With DP, agen-
cies typically release all details about the mechanism including the levels of the privacy parameters. This
implies that — at least in principle — users of the protected data will be able to account for the additional
uncertainty introduced through the protection step (although this turns out to be difficult for many of
the algorithms used in practice so far). Finally, DP offers several additional properties such as immunity

to postprocessing and composition of privacy budget (see for example Dwork and Roth (2014)). This
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second property makes the DP framework specifically interesting for statistical agencies as it allows for the

quantification of the privacy loss over multiple data releases.

These attractive features have motivated the adoption of DP in the private sector (Erlingsson etal., 2014;
Apple’s Differential Privacy Team, 2017; Ding et al., 2017; Messing et al., 2020a; Uber Security, 2017), as
well as at some NSOs such as the Census Bureau (Machanavajjhala et al., 2008; Foote et al., 2019; Abowd
and Hawes, 2023). Still, all deployments of DP so far have focused on situations in which the data to be
protected coincided with the population of interest. As pointed out above, this is rarely the case for data
collected by NSOs. Except for censuses — which are typically only conducted every five to ten years — and
some administrative databases, most data at statistical agencies are collected via probability surveys. In
the survey context, information is only gathered from a small fraction of the population, but the careful
design of the selection process and several adjustment steps after the survey has been conducted (such
as weighting, editing and imputation) ensure that the resulting data can be used to obtain approximately
unbiased estimates for the population of interest. (We will offer a more detailed review of the survey process
in Section 6.2.3.) However, how to properly account for these particularities within the framework of DP
is currently poorly understood (see Reiter (2019) and Drechsler (2023) for an in-depth discussion of the
challenges that will arise in this context). Gaining a better understanding is especially critical as the Census
Bureau has publicly committed to adopting DP for all its data products (US Census Bureau, 2018) — a
resolution that has been recently reaffirmed in US Census Bureau (2022c¢). (In fact, the Census Bureau
only recommitted to adopting “formal privacy”; however we are not aware of any other formal privacy
frameworks for statistical data apart for DP.) In the same 2022 press release, the Census Bureau concluded

that “the science does not yet exist” to implement DP for their flagship survey — the ACS - highlighting
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the need for additional research in this area.

We are aware of only a few papers that address DP in the survey context and, moreover, all these pa-
pers only focus on specific aspects of this process. Lin et al. (2023) study how to estimate the mean of a
binary variable under DP assuming stratified sampling using proportional allocation and simple random
sampling within the strata. Bun etal. (2022) investigate if the complex sampling designs commonly used in
the survey context can offer increased privacy protection building on previous results showing that simple
sampling procedures such as simple random sampling or Poisson sampling will amplify the privacy protec-
tion (Balle et al., 2020). We will summarize their findings in Section 6.4.1. Finally, in some preliminary
work, Das et al. (2022) study the effects of imputation. They find that if DP is only considered when ana-
lyzing the imputed data, the required privacy loss budget can increase linearly with the number of missing
cases. They also show that this problem can be avoided — at least for certain imputation schemes — if DP

is already considered during imputation.

This paper aims to establish a framework for DP in the survey context by discussing the implications
of (for example) whether the privacy guarantees should hold only for the sampled units or the entire pop-
ulation. We identify ten settings that vary in their assumptions about the data at different levels (the re-
sponding sample, the selected sample, the sampling frame, and the target population). Building on the
framework introduced in Bailie et al. (2025b), we formalize the DP flavors for these settings and discuss

their implications on both data utility and privacy.
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6.2 BACKGROUND

6.2.1 NOTATION

We typically denote sets by upper-case calligraphic letters (for example, S, 7 or D) and sets of sets by
upper-case script letters (for example, & or .%). Datasets are denoted by fraktur lower-case letters (for
example, 9,0, p, f or §) when they are not stochastic, and by upper-case letters (for example, ©, D', B, §
or &) when they are random variables. In general, we follow the convention that lower-case letters denote
realizations of the corresponding upper-case random variable. However, we use the sans-serif superscript
R to denote a random set (for example, S R); an upper-case calligraphic letter without this superscript often
denotes a realization of the corresponding random set (for example, S denotes a realization of the random
set SR).

A record 7 is a set of attributes and a dataset 0 is a set of records. Every record 7 is associated with a unit,
which we denote by #(7). The units of a dataset d are given by the setU(d) = {u(r) | » € 0}. We assume
throughout that every unit is associated with at most one record in any given dataset, although a unit will
often have multiple records spread across difterent datasets. The unique record in the dataset 0 associated
with unit 7 € U(9) is denoted by ;.

As an example, a unit could be a person, and the attributes of a record could describe some of the char-
acteristics of that person, such as their age, income and occupation, as well as some identifiers, such as their
name and address. Alternatively, a unit could be a company, and a record associated with a company could
detail some business characteristics of that company. Less frequently, a unit may represent a group of peo-
ple, or a population - in this way, we can encode population-level information in a dataset. Occasionally,

it will be important to distinguish between the unit — which is an abstraction — and the real-world entity
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that is represented by the unit. Beyond their philosophical differences, discrepancies between a unit’s data
and the corresponding entity’s characteristics can arise due to measurement error, non-response or impu-
tation. Moreover, there can be multiple units which represent the same entity. Such over-counting can
occur when, for example, units are constructed from a register of addresses (or phone numbers, identifica-
tion numbers, etc.) because a single entity can have multiple addresses. Duplication is a common problem
in surveying, particularly in the context of business statistics, and — as we will see — poses a complication
for DP.

An attribute is a value of a variable. More exactly, an attribute of a unit 7 is the value of a variable that
is taken by 7. (For example, an attribute could be the value 40 and the associated variable could be Age (in
years). This would signify that unit 7 has an age of 40 years.) Therefore, a record 7 is uniquely specified by
its unit #(7) and the variables associated to its attributes. Denote the set of the variables in a record » by
V() and the variables in a dataset 2 by V(9) = [,y() V(9:). Although we do not require it, usually
every record in a dataset has the same variables: V(9) = V(0;) forall7 € U(D).

Given aset of unitsf and a set of variables V, let d(U/, V) denote the dataset {r | «(r) € U, V(r) = V}.
This dataset 0(U, V) is well-defined because every record is determined by its variables and its unit. Given

avariable x and a unit 7, let x; denote 7’s value of the variable x. We can re-express (U, V) as

AU, V) = {{xz. |xe V)

z'GZ/I}.

6.2.2 DIFFERENTIAL PRIVACY

DP studies data-release mechanisms — functions 7"which take as input a dataset d and a random seed w,

and output a stochastic summary 7(0, w) of d.
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Definition 6.2.1. A data-release mechanism is a function T': Dy X Q — T where

* D, is the data space, the set of all theoretically-possible datasets 0;

* Q is the probability space of the seed w with o-algebra .%¢, and probability P;

* 7T is equipped with a g-algebra .%#7; and

* 710, ) is measurable for all @ € D.

(See Bailie et al. (2025b) for a slightly more general definition and for additional context.)

Intuitively speaking, 0 is the data that is considered confidential and hence must not be disclosed by
the summary 7(0, »). DP measures how the probabilistic noise induced by the seed @ masks this input
dataset .

We emphasize that, in order for 7" to be well-defined (as a function Dy x Q — 7)), its input 0 must
contain all the data which has a non-zero probability (with respect to P) of being used by 7. That s to say,
the output 7(0, w) can only depend on data which is in 9, or data that is generated from 0 and w, but not
on other data. While it may seem we are belaboring an obvious point — of course, by definition 7(9, »)
cannot be a function of anything but 9 and w — the input dataset d is surprisingly slippery to specify in the

context of surveying, as we illustrate with the following simplistic example.

Example 6.2.2. Suppose that a government agency is conducting a survey on the health of people in Mas-
sachusetts. The agency has a list of Massachusettsans (a frame f, see Subsection 6.2.3 below) from which
they will randomly select a sample of individuals. They will then collect data & on some of the health
characteristics of the sampled individuals (e.g. blood pressure, heart rate, etc.) and publish some aggregate

statistics based on these collected data.
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As we will expand upon later in this article, the agency may decide to include the sampling procedure
in their data-release mechanism 7, since this can potentially increase the efficiency of the privacy-utility
tradeoff (see Subsection 6.4.1). In this case, T takes as input the frame f; it “performs” the sampling and
data collection steps outlined above; and then it calculates and outputs the aggregate statistics. There
are two options for how 7 can “collect” the data &. The first option is that the data & is generated (or
modelled, depending on one’s perspective) within the data-release mechanism 7"- i.e. & is a function of
T’s input data and seed. The second option is that the data & is itself included as part of 7°s input data.

We will see in Section 6.5 that the DP guarantee does not necessarily apply to data generated within a
DP mechanism — it only applies to the mechanism’s input data.* Hence, the first option is not appropriate
if we want to guarantee the privacy protection of the sampled individuals’ health characteristics. We must
therefore resort to the second option and include the data G as input to 7. However, we do not know
a-priori which individuals will be sampled. Since any individual in the frame § has a non-zero probability
of being sampled, any of the records in 9(U(f), V(&)) may appear in the sample data &. As such, all of
these records must be included as input — that is, 7'requires as input {* = 3(U(f), V(f) U V(8)).

We refer to f* as the augmented frame, since it includes all the variables that are collected in the survey
as well as all the frame variables. In the context of survey sampling, f* is never observed. Yet, it must
nevertheless serve as input to any data-release mechanism 7, whenever T includes a sampling step and we
wish to provide the sample data with a DP guarantee. The data in 9(U(f), V(&)) are not available to
the government agency at the time it starts its data collection. Rather, 0(U(f), V(&)) is the ‘theoretical’

dataset from which the agency collects the survey data.

While the input f* described above can be observed if the agency surveyed all units in the frame, in some

*This discussion is still missing at this point, but will be included in the final version of the paper.
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situations it is not even theoretically possible to observe the input to a DP data-release mechanism. It is
not uncommon that a survey includes a minor intervention as part of its data collection. For example, the
Massachusetts health survey could require administering an oral glucose load as part of a glucose tolerance
test in the diagnosis of diabetes (Phillips, 2012), or it could direct the survey respondent to exercise on a
stationary bike as part of a cardiac stress test (Bruce and McDonough, 1969). Alternatively, in the context
of a medical trial, the sampled individuals could be randomly assigned to receive a treatment or a placebo.
In these cases, the data we wish to protect — the outcomes of these health tests — are only realized during the
data collection process. When this data collection process is included within the data-release mechanism —
as must necessarily be the case when the data-release mechanism 7'includes the sampling step of the survey
— these data cannot possibly be included as input into 7, because they do not even exist at the time the
data-release mechanism begins! (One may argue that the process of any data collection or measurement —
such as checking blood pressure — is itself an intervention and the collected data only come into existence

at the point of collection. Under this perspective, the following remarks apply to all data.)

In such cases, the input data must necessarily include the potential outcome of each of the possible
interventions (or treatments). To those familiar with causal inference, the dataset of these potential out-
comes is known as the science table (Rubin, 2005). The science table is never fully observable because the
potential outcome under a counterfactual treatment is always unknown. Yet, if we want to protect the
outcome under the non-counterfactual treatment — which is unknown at the start of 7'— we must include
it as input to 7, and we can only ensure it is included as input if we include all the potential outcomes as

input.

We end this example by noting that, if 7"does not include a sampling step, then 7'need not include the
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data collection step either. As such, 7’s input data is simply the collected data, without concern to the

counterfactual potential outcomes.

Itis convenient to think of a data-release mechanism asa function d — P, (7" € -). Here the probability
distribution Py (7" € ) of the summary 7(9, w) is the push-forward measure induced by the distribution

P of the random seed w € Q, taking 0 as fixed:

Po(TE€E)=PH{we Q:T(0w) € E}),

where £ € Z7 is any measurable subset of the output space 7. DP is the condition that the data-release
mechanism is Lipschitz continuous - i.e. that the distance Dp,(Py, Py) between outputs Py and Py is at

most a multiplicative factor of the distance dp, (9, 0) between the corresponding inputs ? and d'.

Example6.2.3. For pure e-DP, as defined in Dwork etal. (2006b), the multiplicative factor is €; the distance
between inputs 0 and o’ is the Hamming distance; and the distance between outputs Py and Py is the
multiplicative distance:

In

DMULT(Pba PD’) = Ssup
EcFr

(For readers that are familiar with the definition of pure £-DP in terms of neighboring datasets 9 and ¥,
the Lipschitz condition for non-neighbors is implied by group privacy. Hence, the neighbor definition of

pure -DP is the equivalent to the above definition.)

For approximate (¢, 9)-DP (Dwork et al., 2006a), the multiplicative factor is again €; the distance be-
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tween inputs is given by

0 ifo=7,

neighbors no__
dp, (0,0) =191 ifoandd are neighbors,

oo otherwise;

and the distance between outputs is given by

gt , e
Djir(Po, Pyr) = sup {ln [Po(T"€ E) — J] 1 [Py (T € E) — 4] | }

EeFr Py (T € E) Po(T € E)
(where [x]T = max{x, 0}). Note that aneéghbors and D}, , are not distances in the mathematical sense of

a metric; we will instead refer to them as premetrics from herein. Since Di/[mr does not satisfy the triangle
inequality, approximate (&, 9)-DP’s group privacy budget does not increase linearly with the group size;

neighbors . . . .
hence we cannot replace dDOg with the Hamming distance, as we did for pure e-DP.

By definition, a data-release mechanism 7 satisfies DP if it is Lipschitz continuous. There are different
flavors (i.e. types or versions) of DP; each of these flavors correspond to different ways to specify continuity.
For our purposes, there are four components to the specification of Lipschitz continuity. Most obviously,
there are the premetrics dp, (9, 0") and Dp, (Py, Pyr). These premetrics measure the ‘distance’ between any
two inputs ? and ¥, or between any two output probabilities Py and Py. Secondly, there is the domain
Dy of the data-release mechanism, which — as we shall see — serves as the parameter space of the attacker’s
inferential model.? Finally, there is the data multiverse &, which allows the data custodian to restrict the
Lipschitz continuity condition to certain pairs of inputs — as is often desirable in practice. For example,

we may only want to compare samples drawn from the same population. This restriction is achieved by

3This discussion is still missing at this point, but will be included in the final version of the paper.
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specifying the data multiverse 2.

Definition 6.2.4 (Bailic et al. (2025b)). A differential privacy flavor is a quadruple (Do, Z, dp,, Dpr)

where:

1. The domain D is the data space — the set of all (theoretically-possible) input datasets.
2. The multiverse 2 C 270 is a set of universes, which are denoted byDorD'.

3. The input premetric dp, is a premetric on Dy — i.e. a function Dy x Dy — R=9 such that
dp,(0,0) = 0foralld € D.

4. The output premetric Dp, is a premetric on the space of all probability distributions P - i.e. a
function P x P — R0 of probabilities P, Q € P such that

* Dp,(P,P) =0forall P € P;and

* Dp(P, Q) = oo for probabilities P, Q which live on different measurable spaces.

Once we have specified the four components for Lipschitz continuity via a DP flavor, we also need
to specify the multiplicative constant (known as the Lipschitz constant) which controls the rate between
input and output variations. Together, choices for these five components are called a DP specification:
Definition 6.2.5. A differential privacy specification is a quintuple (Do, 2, dp,, Dpr, €p) consisting of
a DP flavor (Dy, Z,dp,, Dp:) and a privacy-loss budgetep : 2 — R=°. We denote a DP specification
by ep-DP(X, Z,dx, Dp,).

A data-release mechanism 7": Dy x Q — T satisfies the DP specification ep-DP(X, Z,d x, Dy, ) if,

for all data universes D € Z,and all 0,0’ € D,
Dy [Po(T € -),Py(T € -)] < epdp,(d,0). (6.1)

Let M(Dy, 2,dp,, Dpr, p) denote the set of data-release mechanisms which satisfy the DP specifi-

cation ED-DP(X, .@, d)(, Dpr).
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For the purposes of understanding DP in the context of survey sampling, the relevant components of
a DP flavor (Dy, Z,dp,, Dp;) are its domain Dy and its multiverse 7.

We need the following technical definition:

Definition 6.2.6. Let Dy be a domain and 2, 2’ C 27 be two multiverses of Dy. We say 7' is a

coarsening of 7 if, forall D € ), there exists D' € 2’ withD C D'.

When 2 is a coarsening of 7 we write 2 < 2'. The following lemma justifies this notation by

establishing that & is a weaker condition than 7' if < Z'.

Lemma 6.2.7. Let Dy be a domain and 9, 9" C 2P0 be multiverses such that 9 < 9'. Then, for all

budgets epr 2" — R=29,
M(D07 9/7 dD()?DPra 6'D/) C M(D()a -@7 dDoa DPra 61))7
whereep = inf{ep : D' € 9's.t. D C D'}

Definition 6.2.8. Given a DP flavor (Dy, Z, dp,, Dp;), the multiverse 9 is complete if dp, (9,0") < o0

foralld,0’ € DandallD € 9.

Definition 6.2.9. Given a DP flavor (Do, Z,dp,, Dp:), two datasets 9,0 € Dy are comparable when
1)0 # 052)dp,(0,0') < 0o ordp,(?',0) < o0; and 3) there exists a data universe D € Z such that

0,0 € D.

Definition 6.2.10. Given a DP flavor (Do, 2, dp,, Dp;), denote the protection objects connected to d €
Do by
[0] = {0’ € Dy : dp,(0,0) < x}.
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Then the completion 9 of the data multiverse Z is defined as

2 ={DNP]:De P,0cD}

Lemma 6.2.x1. Let (Dy, 9, dp,, Dp;) be a DP flavor where dp, is a metric. Then, the completion 9 of 9

is complete and, for all budgetsep : 9 — R=0,

M(DOaga dDoaDPn €D/) = M(D()a -@7d'DoaDPr7 5D)7

where

epr = inf{ep : D € Zs.t. D' C D}.
6.2.3 SURVEY SAMPLING

Surveys are conducted to learn some characteristics of a well-defined population by collecting information
from a random subset of this population. Most survey sampling processes rely on three key ingredients:
the target population of interest; the sampling frame from which the random sample to be surveyed is

drawn; and the sampling design for drawing this sample.

The target population (also known as the universe in some survey sampling texts, although we will not
use this term to avoid confusion with the notion of a universe D in a DP flavor) is the scope of the sur-
vey; it is the population the survey is aiming to learn about. It is typically defined conceptually, while the
sampling frame f, on the other hand, is an existent register containing names (or other identifiers), contact
information (postal or physical address, email, and/or telephone number) and possibly some basic demo-
graphic information of the survey units. The sampling frame f serves as the source from which the sample
is drawn. For the discussions in the remainder of the paper it is important to clearly distinguish between

the target population and the sampling frame f. While the sampling frame aims to cover all the units from
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the target population, it might include units that are not part of the target population (overcoverage), and
it might also miss units that should be included (#ndercoverage). To formalize the difference between the
target population and the sampling frame, we suppose that the frame is not constructed from the target
population data, but from a fixed dataset we term the psendo-population dataset p. Typically, the frame is
constructed from previous censuses’ data, administrative records and canvassing. The pseudo-population
dataset p is the collection of all such data, so that U (f) C U(p). By introducing the concept of the pseudo-
population, we allow for undercoverage and overcoverage, as well as duplications in the frame (where a
single unit in the target population corresponds to multiple units in the frame).

The sample is the set UR(&) of units of the sample dataset &. The sample is a random set whose
distribution is given by the sampling design. The sampling design is defined as a probability measure 7}
on 240, The units UR (&) of the sample dataset & are a draw from 7. That is, UR(&) ~ 7. For
each subset S C U(f), 7(S) is the probability that the realized sample U (s) is S. Sometimes the frame f
contains basic demographic information on the survey units, which can be used to construct the sample
selection probabilities 7(S). The sampling designs used in practice are often complex multi-stage designs,
with different sampling strategies (e.g. cluster sampling, stratified sampling, probability-proportional-to-
size (PPS) sampling) for each of the different stages. In determining the sample design 7j, the frame f is
usually taken into consideration, which can complicate the deployment of DP.

To illustrate the relevance of this discussion, we look at the Current Population Survey (CPS) conducted
by the Census Bureau for the Bureau of Labor Statistics (BLS). The target population of the CPS is the

civilian noninstitutionalized population in the US, or, more exactly,

“all people residing in the 5o states [of the US] and the District of Columbia who are not
confined to institutions such as nursing homes and prisons, and who are not on active duty
in the US Armed Forces. Included are citizens of foreign countries who reside in the United
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States but do not live on the premises of an embassy. The civilian noninstitutional popula-
tion ages 16 and older is the base population group used for CPS statistics” (US Bureau of

Labor Statistics, 2018a).

The survey uses two different sampling frames: one for households and one for group quarters. Both
are derived from the master address file (MAF) of the Census Bureau: “The MAF is a national inventory
of addresses that is continually updated by the U.S. Census Bureau to support its decennial programs and
demographic surveys” (US Census Bureau, 2019a). The CPS uses a stratified two-stage sampling design.
In the first stage, the population is divided into geographical clusters and one cluster is sampled within each
stratum using PPS sampling. A small group of households is selected in the second stage using systematic
sampling based on a list sorted by demographic composition and geographic proximity. (See Section 2.2

in US Census Bureau (2019a) for a full description of the sampling methodology.)

6.2.4 SURVEY WEIGHTS

A distinctive feature of survey data is that they typically contain survey weights. Survey weights are pro-
vided by statistical agencies as a convenient tool to account for the sampling design and additional data
preparation steps such as nonresponse adjustments when analyzing the data. Because complex sampling
designs are often used (as we described in the previous section) and because not all sampled units actually
respond to the survey, the resulting dataset cannot be treated as a simple random sample from the target
population. Most estimators need to be adjusted to take these complications into account. For example,
the (unweighted) sample mean can no longer be treated as an unbiased estimator for the mean in the pop-
ulation if the probability of being included in the responding-sample varies between the units. Instead, it
is typical to use weighted estimators, where individual data points are weighted according to their survey

weights.
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Survey weights are typically generated in three stages. In the first stage, design weights are generated that
reflect the sampling design. In the second stage, nonresponse adjustment weights are used to account for
different response propensities in different subgroups of the population. Finally, calibration weights try to
correct for any deficiencies in the sampling frame and also help to reduce the variance of the final estimates.

The design weights w? are defined as the inverse of the probability of selection: w? = 1/7;, where
7; is the probability that unit 7 € U() is selected into the sample UR(&). Nonresponse adjustment
weights try to adjust for potential biases that might arise due to unequal response propensities. The idea
is to estimate the probability to respond for each unit. The nonresponse adjustment weights w™ are
calculated as the inverse of the estimated response probabilities p%; that is, w*R = 1/pR for i € UR(S).
Note that the response probabilities can be used to compute the final probability to be included in the
sample: pfi”‘) = 7;pR. Hence, the inverse of pl(-l‘m) can be used as a weight that accounts for both the
complex sampling design and the nonresponse.

The final weighting step is commonly to calibrate the survey data to information that is known about
the population of interest from other sources. For example, the total number of people living in the U.S.
by age and gender might be known from the previous Census. Common calibration techniques are post-
stratification, raking or the GREG estimator. Describing the details of these adjustment methods is be-
yond the scope of this paper (see Valliant et al. (2018) for further details). It suffices to note that all these

methods can be reflected by adjusting the survey weights obtained from the previous two steps.

6.3 DP FLAVORS FOR SURVEY STATISTICS

As we have seen in Subsection 6.2.3, there are multiple phases in the creation of survey statistics: defining

the target population, compiling the sampling frame, selecting the sample according to the sampling de-
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sign, and collecting data from the responding units. (From herein, we use the term ‘target sample’ to refer
to the sample of units selected by the sampling design from the sampling frame, in order to differentiate
this sample with the responding sample — the set of units which were selected and responded.) The data
output by each phase of this pipeline is fed into the subsequent phase as input. For example, data about
the target population is used to compile the frame and data on the frame is used to select the sample.

The data custodian (e.g. the NSO) could plausibly start the data-release mechanism 7"at any pointalong
this data pipeline. That s, the data-release mechanism could take as input the dataset corresponding to any
of the various phases. Moreover, the custodian could also plausibly condition on previous phases in the
data pipeline (taking their data as invariant). Thus, the data custodian is faced with two decisions: what
should the protection domain Dy be? And what should the data multiverse & be?

In this section, we formalize the various options for these two decisions in terms of their corresponding
DP flavors. In Sections 6.4 and 6.5, we show why these two decisions are important by describing the

consequences of each option on both data utility and privacy.

Definition 6.3.1. Let D5’ be the set of all possible pseudo-population datasets; DE the set of all possible
frames (from all possible pseudo-populations); D;amp the set of all possible target sample datasets (from
all possible frames); and D(r)eSp the set of all possible responding sample datasets (from all possible target
samples). We say that a DP flavor (Do, Z, dp,, D) is population-level if Dy = Dgp. The definitions of

frame-level, (target-)sample-level and responding-sample-level DP flavors are analogous.

In the above definition, we have been deliberately vague in specifying Dgp. The precise definition of the
set Dgp depends on the data custodian’s assessment of what pseudo-populations are considered ‘possible’.

In general, ‘possible’ should be interpreted liberally, so that this set D(r))p is generously large. (See Section 6.5
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for an explanation of why this matters and Bailie et al. (2025b) for a more extensive discussion.)

We can be more specific in the definition of DY, since the construction of a frame is a real-world process
undertaken by an NSO (although in practice this process is often messy, complex and hard to precisely de-
scribe). This process takes as input a pseudo-population p € Dgp and outputs a frame for that population.
Then Dg is the set of all outputs from this process, across all possible pseudo-populations p € Dgp .

When defining the set D(S)amp of all possible samples, we assume that there is a given sampling design
75 and we only consider those sample datasets s with non-zero probability 7;({/(s)) > 0. However, as is
frequently the case, the sampling design 7} can depend on the realized frame §. (For example, the stratum
sample sizes are part of a stratified sampling design, and these sizes are partially based on the sizes of the

strata in the frame §.) Thus,
Dy = {s: 7(U(s)) > 0, € DE}.

Definition 6.3.2 (Primitive data multiverses). Define the primitive data multiverses:

L. Dlpp = {Dy:pe Dgp }, where Dy is the set of all possible frames constructed from the pseudo-

population p € Dgp;

2 Damplpp = {Dp 1P € DEPY, where Dy, is the set of all possible target sample datasets drawn from

the pseudo-population p € DEP:

Dy = {s: 7(U(s)) > 0, fis a possible frame constructed from the pseudo-population p}.

3. Doamplfe = {Dj:fe Dgr}, where Dj is the set of all possible target samples drawn from the frame
fe Dgr:
Ds = {s : 7(U(s)) > 0}.

4. The data multiverses Z, Dresplfic A0 Diesplsamp can be defined analogously, as the set of data

esp|pp’
universes Dy, with D, the set of all possible responding samples drawn from, respectively, the pop-

ulation, frame, or target sample 0.
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Definition 6.3.3 (Population-, frame- and sample-invariance). A DP flavor (D, 2, dp,, Dp;) is:

1. population-invariant if P < 9. |pp> Where

* for frame-level flavors: 7.5, = Zgjpps

* for sample-level flavors: Z.jp, = Pyamp|pp> and

* for responding-sample-level flavors: 7., = Ziesp|pps
2. frame-invariant if 9 < 9P| Where

e for sample-level flavors: _@,|fr = .@mmp‘fr, and

* for responding-sample-level flavors: 7,15 = Zeop|fis

3. sample-invariant if 9 < Dresplsamp (for responding-sample-level flavors).

The intuition behind these definitions is very simple. The idea is to restrict the comparable datasets
(Definition 6.2.9). Population-invariance means that comparable frames (or samples or responding sam-
ples) must be from the same pseudo-population. (That is, a pair of frames are comparable only if they are
constructed from the same pseudo-population.) Analogously, frame-invariance means that comparable
sample datasets must be drawn from the same frame.

If a DP flavor is not population-invariant (resp. frame-invariant or sample-invariant), then we say it
is population-agnostic (resp. frame-agnostic or sample-agnostic). Frame-agnosticism implies that there are
two comparable samples which are drawn from different frames.

Because invariance at one level implies invariance at previous data pipeline phases, we identify ten set-
tings (which together exhaust the potential options for where the DP mechanism starts and which phases
are taken as invariant): one setting for population-level flavors; two for frame-level flavors; three for sample-

level flavors; and four for responding-sample-level flavors (see Table 6.1 for illustration.)
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DEP population agnostic

Dfr population agnostic population invariant
sam . . . .
Dy™  +frame agnostic +frame agnostic +frame invariant
Dy +sample agnostic +sample agnostic | +sample agnostic | +sample invariant

Table 6.1: Overview of the possible settings for the different levels.

6.4 UTtIiLiITY CONSIDERATIONS

In this section we consider the possible implications of the different DP flavors on the achievable level
of accuracy of the noisy outcome given a desired level of privacy (expressed by fixing the privacy parame-
ters). Two components are relevant when evaluating the accuracy for DP estimates from survey data: the
privacy amplification effects from sampling, which imply that less noise needs to be infused to achieve a
given privacy level and the increased sensitivity of the weighted estimator (where weights are included to
account for the sampling design, nonresponse, and potentially for other data deficiencies such as over- or
undercoverage of the sampling frame), which typically implies that more noise is required. We discuss the

effects of the different flavors on both components in the following chapters.

6.4.1 PRIVACY AMPLIFICATION VIA SAMPLING

Previous research has shown that simple sampling designs offer privacy amplification, that is, the privacy
offered when running a DP algorithm on a random subset of the population is higher than if the same
algorithm with the same privacy parameters is run on the full population. Balle et al. (2018) proof the fol-
lowing theorem for simple random sampling with replacement (they also obtain similar results for Poisson

sampling and simple random sampling without replacement):

Theorem 6.4.1 (Balle et al. (2018)). Let C be a sampling scheme that uniformly randomly samples n values

out of N possible values without replacement. Given an (€, 0)-bounded differentially private mechanism M,
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we have that M o C is (€', ')-bounded differentially private for £’ = log(1 + %[¢° — 1)) and & = %9,

In this theorem bounded differential privacy refers to the scenario in which neighboring datasets are
obtained by changing the values of one record in the data while keeping the size of the data fixed. Note
that for small £ and small sampling rates this implies thate’ ~ /N, i.e., the amplification is proportional
to the sampling rate. Based on these results Bun et al. (2022) studied to what extent privacy amplification
can also be achieved for the more complex sampling designs commonly used at statistical agencies. Their

findings can be summarized as follows:

* Cluster sampling using simple random sampling without replacement to draw the clusters offers
negligible amplification in practice except for small € (less than o.5) and very small cluster sizes (less

than 15 units).

* With minor adjustments, stratified sampling using proportional allocation can provide privacy am-

plification.

* Data dependent allocation functions such as Neyman allocation for stratified sampling will likely

result in privacy degradation (the effects will depend on the sensitivity of the allocation function).

* With PPS sampling at the individual level, the privacy amplification will linearly depend on the

maximum probability of inclusion (for small €).

* Systematic sampling will only offer amplification if the ordering of the population is truly random.
In all other cases, systematic sampling will suffer from the same effects as cluster sampling leading

to no amplification (assuming the ordering is known to the attacker).
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In practice this implies that for the multi-stage sampling designs that typically start with (multiple stages
of) stratified cluster sampling, amplification effects can generally only be expected from those stages at

which individual units are selected (typically the last stage of selection).

6.4.2 PRIvACY AMPLIFICATION FOR DIFFERENT DP FLAVORS

Before discussing the implications of the DP flavors introduced in Section 6.3, it is important to consider
at which stages of the data production pipeline amplification effects could occur. Conceptually, three dif-
ferent sampling steps can be defined when moving from the population to the responding sample. The
most obvious step (and the only one that is fully controlled) is the selection of the target sample from the
sampling frame. However, if nonresponse is treated as a stochastic process (as is commonly done in the
survey literature), moving from the target to the responding sample can be interpreted as another sampling
step. The same is true when moving from the pseudo-population to the sampling frame if we assume that
each unit in the pseudo-population has a certain probability to be included in the frame. Still, the amplifi-
cation effects of these two steps are difficult to take into account in practice as the inclusion probabilities
are unknown and would need to be estimated. Errors when modeling these probabilities would lead to in-
valid statements regarding the amplification eftects. Besides, the amplification effects when moving from
the pseudo-population to the sampling frame will typically be negligible given that the probability to be
included in the frame should be well above 90% for high quality frames.

Considering the DP flavors, we can distinguish four scenarios: If the responding sample dataset is given
as input, the DP mechanism can only be applied at the responding sample level. This scenario boils down
to the standard setting considered in most DP papers. There is no (sub)sampling step within the data re-

lease mechanism 7 and thus there is no amplification effect. Interestingly, this scenario offers the same
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privacy guarantees as the more restrictive assumption that the attacker knows who participated in the sur-

vey. In all other scenarios, privacy is amplified through the (sub)sampling process.

In the second scenario, the DP flavor is at the target sample-level. In this scenario, amplification can
only arise from the subsampling step when moving from the target sample to the responding sample. As
response rates are often less than 20% in practice, this subsampling might offer some privacy amplification.
However, as mentioned earlier, quantifying this effect will be difficult in practice as response probabilities
are unknown and will likely differ between the units. In the third scenario, the (augmented) frame §* is
taken as input to the data-release mechanism. This scenario will offer privacy amplification as discussed in
Bun et al. (2022) in addition to the theoretical amplification offered from nonresponse. Finally, if the DP
flavor has domain DEY, a third layer of amplification is possible by moving from the pseudo-population
to the sampling frame. As discussed above, this layer will typically be negligible for sampling frames com-

monly used in practice.

6.4.3 WEIGHTING

Using weighted estimators generally increases the amount of noise that needs to be added to achieve a de-
sired level of privacy protection. This is because the sensitivity of the result, i.e., the maximum possible
change in the result when changing a single record, increases when incorporating the survey weights. To
illustrate, we can consider the simple example of a counting query. A counting query simply counts the
number of units in a database that satisfy a given set of conditions, for example, the total number of un-
employed men between 30 and 40. Counting queries are attractive under DP as they have low sensitivity
and thus require limited amounts of noise to achieve DP (as the noise scales with the sensitivity of the

query). Under unbounded DP (i.e., defining neighboring datasets by adding or removing one record) the
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sensitivity of a counting query is 1.

In the survey literature a counting query is called a total and the most convenient way to estimate a total
for complex sampling designs is to use the Horvitz-Thompson estimator (Horvitz and Thompson, 1952),
which provides approximately unbiased estimates for most sampling designs. The Horvitz-Thompson
estimator foratotalisgivenasz, = FEUR (&) Wiis where 7, is the estimated total in the population for the
target variable x and wy, is the survey weight for unit 2. In our example, x; is a binary indicator which equals
1 if unit 7 satisfies the conditions of interest (i.e. unit 7 is unemployed, male, and between 30 and 40 years
old) and is zero otherwise. Using the Horvitz-Thompson estimator, the L;-sensitivity increases to max(w;)
(where the maximum is taken either over the records in the sample (under target sample invariance), the
frame (under frame invariance) or over the entire population (under population invariance)).

Since the amount of noise that is required typically scales with the sensitivity of the output, this implies
that much more noise needs to be added when trying to protect a weighted survey estimate. However, the
considerations so far assume that the weights can be considered fixed. This assumption is never justified
for the final survey weights. This is because the nonresponse adjustments and calibration steps rely on
models that are estimated from the data. Changing one record in the data will change these models and
thus the weights. How to account for this variability in the final weights when computing the sensitivity
of a survey weighted estimate has not been addressed in the DP literature so far.

But even if we only consider the design weights, the assumption of constant weights is only justified, if
changing one record in the database does not change the probability of inclusion for any of the records in
the pseudo-population. Whether this is a realistic assumption will depend on the DP flavor to be consid-
ered but also on the properties of the sampling design.

In general, the design weights can only be treated as fixed under the frame-invariant or target sample
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DP Setting Effects on Design Weights

Target sample invariance  Can be treated as fixed

Frame invariance Can be treated as fixed
Population invariance Sensitivity needs to be considered
Population agnostic Sensitivity needs to be considered

Table 6.2: Overview of the implications on the design weights for different types of invariance. We note that the final weights
that also account for nonresponse can never be treated as fixed.

invariant scenario. In all other scenarios the weights will typically change. How much the weights will
change will depend on the sensitivity of the sampling design, which in turn depends on how data depen-
dent the sampling design is. To illustrate, data dependence will be small for single stage cluster sampling
designs especially if the clusters are selected using simple random sampling (such a design is used for ex-
ample for the German Microcensus). For such a design, the probability of selection does not change over
neighboring frames (as long as the definition of the clusters does not change). On the other hand, PPS
sampling will generally be highly data dependent as the probability of selection directly depends on some
features of the data. This will be less problematic if PPS sampling is used to select the clusters as the proba-
bility of selection will only depend on the size of the clusters and these sizes will only change by one record
over neighboring databases. However, if PPS sampling is used to select individual units, the probabili-
ties of selection can change arbitrarily over neighboring datasets. Thus, for these designs the sensitivity of
the final estimate might increase considerably and it seems difficult to correctly quantify this sensitivity in

practice.

Tables 6.2 and 6.3 summarize the implications of the different DP flavors considered in this paper. To-
gether they highlight the inherent trade-off between the various flavors of DP for survey estimators. For

example, considering the frame as invariant implies that the DP flavor is at the target- or responding-sample
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DP Setting Amplification from

Responding-sample level Dy -

Target-sample level Dy " NR
Frame level Dff NR&S
Population level D? FR&S&NR

Table 6.3: Overview of the implications on privacy amplification for different levels of DP. (The abbreviations are
NR=nonresponse,S=sampling,FR=frame).

level and hence no utility improvements through amplification by sampling can be achieved. On the other
hand, frame invariance allows treating the weights as fixed, which will generally reduce the sensitivity of
the final estimates and thus the noise that needs to be added to ensure privacy. For the other flavors, utility
improvements could be achieved through privacy amplification, but this benefit comes at the cost that the
sensitivity of the weights needs to be considered. This increase might outweigh the benefits of amplifica-
tion from sampling, especially since as Bun et al. (2022) have shown, the amplification effects tend to be
small for sampling designs commonly used in practice. Which of the flavors will be most attractive from a
utility perspective will crucially depend on the sampling design in practice as the design will have an effect
on both the amplification and the sensitivity of the weights. It will also depend on the question whether

response probabilities can be determined reliably.

6.4.4 SENSITIVITY REDUCTION FROM THE SAMPLING DESIGN

When the DP flavor is frame-invariant, the sampling design 7y can reduce the sensitivity of a query such as
the Horvitz-Thompson estimator. This is because only samples with non-zero probability are considered.
Comparable sample datasets 5, 8’ must both have non-zero probability of being realized under the same
sampling design 7. This restricts the number of comparable sample datasets, and hence potentially reduces

the sensitivity of a query.
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For example, if the sampling design 7; includes stratification, then the stratum sample sizes are constant
between comparable sample datasets 6, §". Thus, if s and &’ differ only on a single record, that record must
belong to the same stratum in both s and ’. When the difference between the possible values of x; within
strata is smaller than their difference across strata (which typically is the case whenever stratification is
used to reduce the uncertainty in survey estimates), the sensitivity of the Horvitz-Thompson estimatoris

reduced when the DP flavor is frame-invariant.

6.4.5 UTILITY IMPLICATIONS FOR THE HORVITZ-THOMPSON ESTIMATOR

In this section, we use the Horvitz-Thompson estimator z, = ZZ'GL{R(G) w;«x; discussed in Section 6.4.3
to illustrate the utility implications of the different settings. For simplicity, we assume the output of 7, is

protected using the Laplace mechanism (we do not claim this mechanism is optimal for this estimator).

THE LAPLACE MECHANISM FOR THE HORVITZ-THOMPSON ESTIMATOR

If the Horvitz-Thompson estimator must be differentially private, the corresponding Laplace mechanism

can be used in place of Z,.

Definition 6.4.2 (Dwork et al. (2006b)). Let ep-DP(X, Z,d x, Dp;) be a DP specification with Dp, =
Dyyrr- Suppose g = Dy — R* is a non-stochastic function. The Laplace mechanism corresponding to q is

the data-release mechanism

Tq,LAP(a7“’) = 4(a> + Aq([D]_@)w,

where

* theseedw € R¥isavector of k iid Laplace random variables, each with PDF flw;) = 1 exp(—|ay]),
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* [0] is the connected component

0] = {0’ € Dy | thereexists D € Z5.t.9,0" € Dand dp,(0,0’) < oo},

s for D* C Do, A,(D*) is the e-adjusted L;-sensitivity

A,(D*) = sup lg(®) = g@)ll;

/
DED v,0'eD gpd’Do (D,U )
DCD*

(with ||-||; the Ly-norm, 0/0 := 0 and sup () := 0).
Theorem 6.4.3. The Laplace mechanism T, 1 xp satisfies ep-DP(X, D, d x, Dpy).

SENSITIVITY OF THE HORVITZ-THOMPSON ESTIMATOR

Suppose that dp, is the Hamming distance; the budget ep = ¢ is constant in D; and ¢ is the Horvitz-
Thompson estimator 7, = Zz’euR (&) Wiis with w; the design weights. Consider sample-level DP: the

domain Dy is the set of all possible samples s. For
Ds = {s : 74(U(s)) > 0},
define the (unadjusted) L;-sensitivity as

A, (Dy) = sup |q(s) —q(s)].
5,5'€Dy

In this section, we will prove that the L;-sensitivity A, (Dj) is bounded by [max;e;(wix;) — min,es(w;x;)|.
This is the relevant L;-sensitivity for frame-invariant DP flavors. For frame-agnostic DP flavors, the rele-

vant L;-sensitivity is the global Z;-sensitivity A,(Dy ), which can only be bounded by the worst-case

|max wix; — min wx;| + (7 — 1)(max w; — min w;)(|maxx;| V |minzx;|),
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where 7 is the (fixed) size of the target sample and the maximums and minimums are all over 7 € U(p)
and all possible p because, in general, changing a single record may change the design weights of all other

records.

6.5 Privacy CONSIDERATIONS

6.5.1 Privacy SEMANTICS

POSTERIOR-TO-POSTERIOR COMPARISONS

The aim of the posterior-to-posterior framework is to compare what an attacker would learn about a single
unit, if this unit is included in the input dataset relative to a counterfactual world in which the unit is not

included or his or her record is not used.

Adopting notation similar to that of Kifer et al. (2022), let P be the attacker’s prior on the domain Dy,
i.e., the prior implies that the input dataset is treated as a random variable ® on the space Dy. The goal of
the attacker is to infer information about the record D; of a single unit 7 € UR(D) in the input dataset
®. For this to be well-defined, we must assume that the units of © are fixed (that is, U (D) is a fixed set).
A common practice in the literature is to assume that the units of © are identified by the indices 1, . .. , z,
where n = [U(D)|. Throughout this section we assume dp, is the Hamming distance. For simplicity, we

also assume that Dy and T are countable spaces.

Letz € T denote a realized output of the data release mechanism 7. The posterior-to-posterior frame-
work as adopted in Kifer et al. (2022) compares the posterior distribution PAo(D,; € - | T(D) = 1)
with the counterfactual world in which the information of the selected unit is replaced by a random draw
from the posterior distribution of the attacker assuming knowledge of everybody else. Let psample[d] ~

Pa(® | ®~ = 07) denote this random draw, where ®~ and 9~ denote the random variable © and
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dataset 0 with the selected record (D, or 9; respectively) being removed. As shown in Kifer et al. (2022)

the ratio of these two posteriors is given by

PAD, =7 T(®) =5  _ >0~ PAQ@T)PA(r | 07)Po-upy (T=12)
PA(D; = 7| T(psample[D]) = 1) >4~ PA(@™)PA(r[07) 3, Pa(¥ | 07)Po-uy (T=1)
(6.2)
For e-DP,

< Pa—u{r}(T:f)

< ¢
T Py (T=1)

— )

and hence the ratio of posteriors (6.2) is bounded between ¢~ and ¢°, for all possible values 7 of D (see

Theorem 7.1 in Kifer et al. (2022)).

IMPLICATIONS FOR THE DIFFERENT SETTINGS

The posterior-to-posterior semantics apply to the possible values 7 of a record 9, from the input dataset
0 € Dy, which varies depending on the DP setting. Of particular importance is the domain Dy of the
DP flavor, since this determines what dataset — the (augmented) pseudo-population dataset p*, the (aug-
mented) frame f*, the sample dataset 5, or the responding-sample dataset t — is protected. Although not
explicitly stated, the classical framework considered in most of the DP literature assumes the responding-
sample-level setting, in which the domain Dj is the set of possible responding-sample datasets, D(r)esp . In
this case, the data-release mechanism takes as input the fixed responding sample t. As such, the protections
supplied by the data-release mechanism — as measured by the posterior-to-posterior framework — apply to
a record t; from the responding sample. That is, an £-DP mechanism with domain D" ensures that the

posterior-to-posterior ratio for a responding sample record t; is bounded in the interval [¢7¢, ¢].

If we change the DP flavor to be at the frame-level — so that we may benefit from privacy amplification

by sampling — then the input to the data-release mechanism is the augmented frame §*. As such, an e-
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DP mechanism under this setting will protect an augmented frame record f; — rather than a responding
sample record t; — within the nominal interval [¢7¢, ¢°]. This distinction is important, because protection
atone level does notimply protection atanother level. In fact, we will see in Subsection 6.5.1 that whenever
there is privacy amplification due to sampling, a sample record’s posterior-to-posterior ratio is not bounded

within [e7¢, ¢°] for an e-DP mechanism at the frame-level.

Beyond looking at the different starting points of the data release mechanism, it is also important to
consider the impacts of different types of invariances. For example, treating the frame as invariant implies
that neighboring datasets must come from the same fixed frame. This enforces restrictions on the possible
values 7 of ©,. As a consequence two data release mechanisms that start at the same level, for example,
Dgr and use the same privacy loss budget €, will ofter different privacy guarantees, if one of them is frame-
invariant while the other is frame-agnostic. This illustrates the ever existing trade-off between utility and
privacy. From a utility perspective, it seems desirable to identify scenarios, in which enforcing invariance
substantially restricts the possible values of ©, as this might considerably reduce the sensitivity of the query
of interest. On the other hand, shrinkingn the data univeres D € Z will implicitly reduce the privacy

guarantees even if the privacy loss parameter is held constant.

No Privacy AMPLIFICATION IF THE ATTACKER KNOows THAT UNIT 7 IS IN THE SAMPLE

In this section, we show that we cannot hope for privacy amplification by sampling if we assume that the
attacker knows that unit 7 is included in the sample L/R(&). This is a risk scenario that statistical agencies
commonly need to consider in practice. In the statistical disclosure control literature, this is often referred
to as the “nosy neighbor” scenario, since a possible scenario in which this kind of knowledge is realistic is

the situation in which a neighbor witnesses an interviewer entering the house next door and then hopes
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to learn sensitive information about the neighbor by trying to reidentify him or her in the data.

To illustrate, we consider a data-release mechanism that starts at the frame level and thus should offer
privacy amplification from sampling. Specifically, suppose that 7'is a data-release mechanism at the sample-
level and let S(-) be the sampling function, which takes an frame f and outputs the sample according to
the given sample design 7. (Thatis, P(S(f) = S) = 7(S) forall S C U(f).) The data-release mechanism
that starts at the frame level is therefore the composition 77 = 7o S. Conditioning on the fact that unit
7is included in the sample, the lower bound of the posterior-to-posterior ratio under the assumption that

T'is -DP is (below we write SR for the sample UR(&)):

Pa(F:=r| T'(F*) =¢t:e€SF)
Pa(S: = 7| T (psample[§*]) = ¢, € SR)
_ Zf*— PA(f*f ’ 1€ SR)P/_\(}" ’ f*7,i e SR)Pf*fu{r}(Tl =t | 7€ SR)
S PA 1€ SRPAG T 1 € SR) S, PALY | o1 € SRPp— oy (T = 7] 7€ S
- Zf*, Pa(f~ | 1€ SRPA(r| §7,i € SR)Pf*_U{,}(T =t|ie SR
- Zf*f Pa(f*= | 7 € SR)PA(r | f*—,i € SR)eEPf#U{,}(T =t]ie SR

=¢ °.

Whenever the mechanism 7 is optimal (i.e. it achieves the bound Ps(7 = #)/Py (T = t) = ¢ for
some 6, 8" with dp,(s,s") = 1), the above inequality is achieved for some choice 7 and 7. Using a similar
argument, the upper bound of the ratio is ¢°. Thus, while the data release mechanism 77 satisfies £’-DP
for e’ < e, the posterior-to-posterior protection provided by 7’ when the attacker knows 7 € UR(&) is
not bounded within the interval [ =%, ¢'] but only in the interval [¢~¢, ¢°]. That s, the protection due to
privacy amplification from sampling is lost: 77 provides the same level of protection as 7'when the attacker

knows the unit 7 is in the sample.
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THE JOURNALIST AND SAMPLING AMPLIFICATION

In this section, we show that privacy amplification by sampling is not possible when the attacker does not
have a particular target unitin mind, but instead wishes to learn about an arbitrary record. In the statistical
disclosure control literature, this is often referred to as the “journalist” scenario, since a journalist often
wants to expose the vulnerability of a data-release mechanism by learning any record, rather than focusing
on attacking a particular record (e.g. the record belonging to their neighbor). In this situation, it makes
sense for the journalist to focus on a record thatis in the sample, since these records have the most influence
on the data-release mechanism’s output. As in the previous subsection, let 7'be an e-DP mechanism, S(+)
be the sampling functionand 77 = T'0 S, so that 7" is ’-DP with ¢/ < e. As is common convention, let

us identify the units of S as7 = 1,..., n, where n = [UR(&)]. Then

Pa(S; =7 [ T'(§") =12)

PA(S, = r| T'(psample[F*]) = 1)
_ > s~ PA(sT)PA(S; = 7| s )PA(T'(§") =¢| & =5~ U{r})

25~ Pa(sT)PA(S; =7 |57) 3, Pa(G; =7 | s7)PA(T'(3*) =¢| & =5 U{/})
B > s PA(s )PA(S: =7 |57 )Py (T=1)
Y- PA(sT)PA(S, = r[57) X0, Pa(S: =7 | 57)Pyypy (T = 1)
. > o~ PAST)PA(S; =7 | 7 )Ps-y(y(T=1)
Y Pa(sT)PA(S; =7 |57) Y Pa(S, =7 | s7)e Pe—yy 3 (T =2)

=¢ .

As in the previous subsection, if 7"is optimal then the above inequality is achieved for some choice of
t, rand 7. Analogous working shows that this posterior-to-posterior ratio is bounded above by ¢, and
moreover, this bound is achieved when 7'is optimal. Hence, as in the previous subsection, the additional

privacy protection due to amplification from sampling is lost when the attacker targets an arbitrary record
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in the sample. That is, a sample record is not protected by the mechanism 7” at the nominal privacy level

¢ of T', but only at the privacy level e.

Note that this result and the accompanying discussion applies more generally beyond the context of
survey sampling. They holds for any DP mechanism 7’ which employs amplification by sampling. Such
mechanisms are frequently used as modules in sanitized (i.e. privacy-protected) machine learning and
neural networks as amplification by sampling is key to sanitized stochastic gradient descent algorithms

(Abadi et al., 2016; Bu et al., 2020).

6.5.2 AMPLIFICATION BY SAMPLING AND COMPOSITION

Animportant consideration when discussing the benefits of privacy amplification from sampling is whether
the composition property of DP still hold. Composition refers to the fact that the total privacy loss of two
DP mechanisms with privacy loss €1 and €3, respectively is upper bounded by the sum €; + €, of the
two losses. This is an important property as it helps to track the privacy loss over multiple data releases.
This property is lost, however, in the context of privacy amplification through sampling as the following
example illustrates: Consider two pure e-DP mechanisms 77 and 75 with privacy losse = lande = 2
respectively. Suppose that they are two outputs from the same sample survey (i.e. they always use the same
sample). For example, 77 is the Laplace mechanism for querying the number of males in the sample and 7>
is the Laplace mechanism for querying the number of people in the sample with incomes over $100,000.
Suppose for simplicity that the sampling mechanism for the survey was simple random sampling without
replacement (SRSWOR ) with sampling fraction f = #/N = 0.1. Let 7} and 7% be the mechanisms which
apply the sampling step and then run 7 or 75 respectively. These mechanisms have privacy loss 0.16 and

0.49 respectively (by amplification by sampling results given in Theorem 6.4.1). A naive interpretation
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Privacy loss when there is dependency between samples

Naive calculation

— True privacy loss

Privacy loss of the composition (77,7%)
=N

0 I 2 3 i
Privacy loss of T7 and Ty

(G2

Figure 6.1: The total privacy loss over two mechanisms T; and Tz which share the same sampling step. Here, Yj =T;08
where S'is simple random sampling without replacement (with samplingfractionfz n/N = 0.1). Both 77 and 75 satisfy &-DP
with privacy loss ¢ given on the x-axis. The total privacy loss of the composition of the two mechanisms Tl and Tz is given on
the y-axis. The naive calculation (in red) is given by the standard composition result of &-DP which states that the privacy loss of
(17, T) is the sum of privacy losses of 7} and 7%. That is, the red line is 2 log(l Jrﬂexp(pl(Tl)) —1]), where pl(Tl) is the
privacy loss of T7. (We assume pl( Ty) = pl( T>).) The true total privacy loss (in blue) is given by first composing 77 and 75 and
then applying privacy amplification (Theorem 6.4.1): pl(77, T%) = log(1 + flexp(2pl(771)) — 1)).
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of the composition theorem implies that their composition (77, 7%) has privacy loss 0.65. However, the
correct calculus would consider the composition (77, 7 ) — which has privacy loss € = 3 - and then apply
the amplification by sampling result to get a privacy loss for the composition (77, 7% ) of 1.07. We note that
for small sampling rates fand small values (< 1) for both €1 and €5, the composition properties based on
the amplified privacy guarantees would still hold approximately since these conditions would imply that
the privacy loss of 7} is approximately €} &~ n/Ne;, and thuse] + ¢} =~ n/Ney+n/Ne; = n/N(e1+¢€3).
However, for larger for €;, the gap between the true privacy loss and the naive calculation can be substan-

tial, as illustrated by Figure 6.1.

The source of this apparent contradiction is the composition theorem’s implicit assumption that the
seeds &} and &, of 7} and 7% are independent. This assumption does not hold when 7} and 77 always
select the same sample. More generally, suppose that 71 and 7% are mechanisms which include sample
procedures with designs 71 and 7 respectively. Then the composition theorem’s assumption is violated
whenever the sample designs 7; and 7, are dependent. In such cases, the calculation of the total privacy loss
across 77 and 7’ cannot rely on applying the composition theorem to 7} and 7%. Instead, this calculation
requires analyzing the privacy amplification of the sample designs 71 and 75 jozntly, which will be difficult

in general.

Dependency between sample designs is unfortunately a common occurrence at many NSOs. Beyond
the above example where 77 and 7% use the same sample, there are (at least) two other common scenarios
which lead to violations of the composition theorem’s independence assumption. Firstly, because NSOs
run many different survey collections concurrently, modern sample designs aim to reduce respondent bur-

den by controlling the overlap between the samples of different surveys. (For example, if a unit was selected
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for one survey, they will have a lower (or zero) probability of being selected in the near future for a dif-
ferent survey.) This introduces dependence between the sample designs of the NSO’s different surveys.
Secondly, sample rotation — which is a common feature in the collection of time series data, such as labor

force statistics — introduces dependency between the sample designs across time for the same survey.

In all three of these scenarios, frame- (or population-)level DP mechanisms will not have independent
seeds and hence the standard composition theorem does not apply to these mechanisms. This is an impor-
tant consideration in determining the total privacy loss of an NSO across their multiple surveys. In situa-
tions traditionally encountered in the DP literature, the composition theorem allows for modular privacy
analyses, but — without a generalized composition theorem which can account for dependency between
seeds — an NSO will be forced to resort to a joint privacy analysis which must simultaneously analyze all
the NSO’s surveys. Therefore, an important (and novel, as far as we are aware) future research is to under-
stand the composition property of DP under varying levels of seed dependency. Such an understanding
will enable modular privacy analyses of dependent DP mechanisms to be combined into an overall privacy

loss — as the standard composition theorem currently enables for independent DP mechanisms.

We conclude this subsection with the general comment that the composition of multiple mechanisms
becomes more complex when these mechanisms share data-processing steps in common. Sampling is an
example of one such data-processing step, but it is by no means the only example. Population-level DP
mechanisms will also share the same process of frame construction (even if they use different frames, it is
likely that there are dependencies between the construction of the two frames), which must be accounted

for when determining the overall privacy loss.
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6.6 DiscussiON

This paper develops theory for understanding and implementing differential privacy in the context of sur-
vey statistics. By recognizing the major phases in the survey-data pipeline, we identified ten different set-
tings of DP. These settings correspond to difterent choices for 1) where the DP data-release mechanism
starts in this pipeline; and for 2) which of the previous phases are taken as invariant. Section 6.3 formalized

these ten settings into ten different conditions on the DP flavor.

Sections 6.4 and 6.5 show that the choice of the setting has significant impacts in terms of both privacy
and udility. Therefore, while DP is invariant to post-processing, pre-processing steps matter. Moreover,
the data custodian must necessarily choose a setting — they cannot implement DP without first deciding
(perhaps implicitly) where the DP mechanism starts and which pre-processing steps are taken as invariant.
Hence, contrary to commonly-held beliefs, DP does make important assumptions on the data and on
the attacker, because the data custodian’s decision impacts both the utility and privacy semantics of the

DP-outputted data.

Based on the discussions in the previous sections, we can offer some recommendations on the settings
a data custodian might want to choose. Firstly, we advice against the population-level setting (i.e. using
the domain Dy = DEP). Compared to the frame-level setting (Dy = D), the only advantage of the
population-level setting would be potential amplification gains because the frame could be treated as a
random subset of the pseudo-population. However, quantifying the resulting privacy amplification eftects
seems difficult, if not impossible, in practice. Moreover, for high quality frames the amplification effect
should be small since the fraction of the pseudo-population on the frame would be high. On the other

hand, using Dgp would always require the DP flavor to be frame-agnostic, implying that the design weights
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could no longer be treated as fixed. This would potentially increase the sensitivity of the output of interest
and would make the computation of the sensitivity challenging in most cases.

Secondly, opting for the frame-level setting (Dy = Dg’) offers amplification from sampling, but re-
quires a frame agnostic DP flavor, implying that the sampling weights still cannot be treated as fixed. Since
previous research has shown that amplification effects tend to be small for many complex sampling de-
signs (Bun et al., 2022) and privacy amplification is only achievable if the nosy neighbor and the journalist
scenario discussed in Sections 6.5.1 and 6.5.1 are unrealistic threat models, it seems that the benefits of
amplifications are outweighted by the disadvantages of this DP setting.

Thirdly, when using one of the sample-level settings, it seems preferable to work under Zmp|s» i-€.»
treating the frame as invariant, as this would allow the design weights to be treated as fixed. These benefits
should outweight the fact that treating the frame as invariant will increase the risks by limiting the space
of neighboring datasets. These constraints on the possible values of a record s; may be small in practice,
although more research is needed to verify this.* In principle, the sample-level setting would also offer
amplification from nonresponse. However, as discussed previously, quantifying these amplification effects
would require knowledge of the true response mechanism.

Finally, we do not see any benefits from starting the data release mechanism only at the responding
sample. If the data custodian still prefers to choose this option, we would recommend using @resp|fr and
N0t Zyeqp|samp- Our concern is that treating the target sample as fixed might enforce strong constraints on
the possible values of a record t, in some circumstances. Whether one can find examples where this is really

the case would be an interesting area for future research.

#In the final version of this paper, we will address this question in further detail.
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The Complexities of Differential Privacy for
Survey Data’

7.1 INTRODUCTION

Dr1rrFERENTIAL PRIVACY (DP) (Dwork et al., 2006b) HAS BECOME THE QUASI-GOLD STANDARD in re-
cent years for data collection and dissemination whenever privacy or confidentiality is a concern. It offers
formal (that is, mathematically quantifiable) privacy guarantees by bounding the influence that any single
record of the database can have on the computed outputs. The fundamental difference to earlier privacy
frameworks such as k-anonymity is that the guarantees are a property of the mechanism generating the
output and not a property of the data. DP specifies how much noise the mechanism needs to introduce
to ensure that the probability of obtaining a specific result does not change substantially, if one record in

the database is changed. In simple examples where we are interested in creating a DP version of an unpro-

"Based on work coauthored with Jérg Drechsler.
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tected statistic such as the sample mean, the required amount of noise depends on two components. The
first component is the privacy-loss parameter €, which determines how much the probability of obtaining
a specific result is allowed to change.> The smaller the privacy-loss parameter, the more noise needs to
be added and the better the level of protection offered. The second component is the sensitivity of the
unprotected statistic of interest, which is measured as the maximum possible change of the statistic when
changing one record in the database. The higher the sensitivity, the more noise needs to be added.

To illustrate, we can look at one of the classical DP mechanisms that is often used as a building block
in more complex algorithms: the Laplace mechanism, which, for any univariate statistic £, ensures e-DP
by adding a random draw from a Laplace distribution centered at zero with scale parameter & = Af/e.
The parameter Af’is the sensitivity of f measured as the maximum absolute distance (the Z; norm) of the
statistic computed over two neighboring datasets, i.e., two datasets that differ only in a single record. With
this mechanism, the dependence on the two parameters is obvious: More noise is added for outputs with
higher sensitivity and smaller values of €.

This is one of the attractive properties of DP. The concept is very intuitive and requires only three
steps, which in principle seem straightforward to apply: (i) define the maximum privacy loss that is still
considered acceptable and select a value for ¢ accordingly; (ii) identify the sensitivity of the statistic of
interest (for example, the sensitivity of a proportion under bounded &-DP is simply 1/, where 7 is the
number of records in the database); and (iii) choose a DP mechanism that infuses the right amount of noise

into the reported output based on the parameters from steps (i) and (ii). Of course, in practice all three

*For simplicity we limit our exposition to the classical bounded e-DP setting, where ‘bounded’ means that neigh-
boring datasets are defined as datasets that can be obtained by replacing a single record with another record with-
out changing the size of the database. Similar arguments would apply for other variants, such as (g, 4)-DP, p-zero-
concentrated DP, or #-DP, and for other definitions of neighboring datasets, such as unbounded DP for which a
neighboring database is obtained by adding or removing a single record.
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steps have their challenges. The discussion on how to choose and interpret the privacy loss parameter(s)
shows no signs of abating (Hsu et al., 2014; Dwork et al., 2019; Abowd and Schmutte, 2019; Tschantz
et al,, 2020; Nanayakkara et al., 2023; Drechsler, 2023; Bailie et al., 2025b); the sensitivity of the output
is not always easy to compute and can be unbounded without further assumptions (Casacuberta et al.,
2022); and finding a suitable DP mechanism can be challenging. Besides, there are often some hidden
complications to DP in practice beyond what this three-step process makes apparent (Abowd et al., 202245
Seeman and Susser, 2023; Cummings et al., 2024). (For example, for the same research question there can
be multiple choices for which statistic is used in step (ii), and it can be difficult to determine which one
leads to the most efficient DP mechanism.) Still, the three components remain the same across applications

and at least the general setup is well defined.

However, when working with survey data, there are additional complexities which typically do not
arise in other settings. Moreover, the implications of using DP in the context of surveys have received little
attention in the DP literature until recently. This led the U.S. Census Bureau to conclude in 2022 that
“the science does not yet exist” to implement DP in its American Community Survey (US Census Bureau,
2022¢). An expert panel convened by the National Academies of Sciences, Engineering, and Medicine
reached a similar conclusion with respect to the Survey of Income and Program Participation (National

Academies of Sciences, Engineering, and Medicine, 2024).

Given its commitment to formal privacy for all its data products, including its surveys (US Census Bu-
reau, 2018), the U.S. Census Bureau launched a research project in 2020 (which is currently still ongoing)
to better understand the complexities that arise when adopting DP in the survey context. In this paper,

we will summarize some of the key findings of this project so far and also discuss some of the challenges
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that still need to be addressed. Overall, we identify (at least) five aspects that need to be considered when

implementing DP in the survey context:

* Data production is a multistage process. As such, there are various options for how and where to

integrate DP in this pipeline, each of which come with their own advantages and disadvantages.

* Previous studies found that sampling can amplify DP’s privacy guarantees. However, these amplifi-

cation effects do not necessarily hold for the complex sampling designs used by statistical agencies.

* These complex sampling designs need to be incorporated into any survey statistic and hence must

also be incorporated into any DP mechanism.

* Weighting adjustments are routinely used to account for unit nonresponse and to benchmark to
known population totals. As these adjustments can substantially increase the sensitivity of the

survey statistic, there is a need to develop robust adjustment strategies which are congenial to DP.

* Item nonresponse is often addressed using imputation, but similar to weighting adjustments some
standard imputation techniques can greatly inflate the sensitivity of the resulting statistic. Ongoing

research is currently investigating the feasibility of differentially private imputation techniques.

We will discuss each of these aspects in the remainder of this paper.

7.2 DP AND THE MULTISTAGE PROCESS OF DATA PRODUCTION

7.2.1 THE SURVEY PIPELINE

The production of survey data is a complex multistage process (Figure 7.1). The design of a survey typically

begins by conceiving the zarget population: the set of units that one wants to study. Usually, the target
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Figure 7.1: A survey pipeline consists of multiple steps, of which some of the most important are: determining the target popu-
lation to be studied; constructing the frame; drawing the sample; collecting survey data from the responding units; processing
the data (including coding free-form responses; editing inconsistent or improbable data; imputing missing records or variables;
calculating the survey weights; and injecting privacy-protecting noise); and computing the survey outputs. There are of course
additional steps to a survey pipeline after the survey outputs are released (such as data analysis) but, as they are not important to
this paper’s subject, we exclude these steps from discussion. While not shown in this figure, it should be noted that data from pre-
vious stages of a pipeline are often used in later stages. (For example, the frame is usually used in computing the survey weights
during the production of the processed data.)

population is not actually specified as a concrete list of units. Instead, it is defined conceptually: “all adults
in Massachusetts” or “all businesses in Hawaii.” Once the target population has been defined, the frame is
sourced. The frame is a register of units from which the sample will eventually be drawn. It must include
sufficient contact information so that the sampled units can be surveyed. The frame should align with
the target population as much as possible. However, perfect alignment is not possible in most cases, even
when the target population and the frame have the same inclusion criteria, because errors will typically be
made in the frame’s construction. These errors will result in overcoverage (including units which are not

in the target population) and undercoverage (not including units which are in the target population).

A sample is randomly drawn from the frame according to the survey’s sampling design: the probability
distribution which specifies for every potential sample the chance that that sample is selected. After sam-
ple selection, the statistical agency will solicit survey data from the sampled units. Most surveys, especially

modern ones, suffer from nonresponse. This means only a subset of the sampled units will respond and

270



the agency will not obtain survey data from the other units. Data collected from the responding sample,
along with the frame and some auxiliary information (such as data from administrative records or from pre-
vious censuses or surveys), are passed through a number of complex data processing steps before the survey
outputs are computed and released. These data processing steps often include editing survey responses to
correct errors in data recording; coding each free-form answer into a categorical variable; imputing missing
answers to individual survey questions (“item nonresponse”) or to the entire survey questionnaire (“unit
nonresponse”); and calculating multiple sets of survey weights for each record—to account for unequal
probeabilities of selection in the sampling design, to mitigate bias due to nonresponse patterns, and to cali-
brate survey data to auxiliary sources of information. Finally, we note that data may be deliberately injected
with artificial noise at any point in the survey pipeline, so that releasing the survey outputs does not breach

the privacy of the data subjects.

7.2.2 DP IN THE SURVEY PIPELINE

DP is a criterion applied to data-release mechanisms: algorithms that take data as input and produce a set
of outputs which will then be published (that is, “released”). Implementing DP involves both designing
a data-release mechanism which is compliant with DD, as well as integrating that mechanism into the rele-
vant data pipeline. Both tasks are crucial for successfully producing outputs with high accuracy and good
privacy protection.

There are two important considerations when integrating a DP mechanism into a data pipeline. Firstly,
at what point in the pipeline should the DP mechanism start? And secondly, which of the earlier stages
of the data pipeline should be considered invariant - i.e., should be treated as fixed — by DP? With survey

pipelines, there are a number of possible options with respect to both considerations. In the option most
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Figure 7.2: Three examples of where to start the data-release mechanism (circled in red) in the survey pipeline and which of
the previous stages to take as invariant (those stages before the pipeline branches). Recall from Figure 7.1 that p denotes the
population, fthe frame, § the sample, t the responding sample, 0 the processed data and ¢ the survey outputs. The apostrophe
"indicates an alternative realisation of the associated variable. Figure (a) illustrates the standard approach in which there are
no invariants and the data-release mechanism only executes the final step of the survey pipeline-transforming the processed
data into the survey outputs. In Figure (b), the mechanism begins with the frame and includes the sampling, responding and
processing steps. The population is considered invariant. In Figure (c), the mechanism takes as input the responding sample.
Both the population and the frame are taken as invariant, so that DP only compares samples from the same frame. This reduces
the sensitivity of weighted estimators at the expense of reduced privacy (Section 7.4).

commonly seen in the DP literature, the data-release mechanism starts at the end of the pipeline and per-
forms just the last step — computing the survey outputs from the processed data — and none of the previous
steps are taken as invariant (Figure 7.2a). However, a mechanism could conceivably start at any point of
the survey pipeline and incorporate all the steps that follow. For example, it could take as input the frame,
execute the sampling step, process the data and finally compute the survey outputs (Figure 7.2b). Further-
more, any of the steps before the mechanism starts could conceivably be taken as invariant. In the rest of
this subsection, we will explore these two considerations in turn.

Throughout this paper, we assume that the data-release mechanism always includes the final step of

the survey pipeline, the computation of the survey outputs.?> Under this assumption, a survey pipeline

3Technically, a data-release mechanism is simply an algorithm that takes data as input and outputs some (possibly
noisy) transformation of that data. So, in principle, a data-release mechanism could be incorporated into a survey
pipeline even if it ends before the final step of the pipeline. (And such a mechanism could still be compliant with
DP.) In this case, the survey pipeline includes additional post-processing steps after the data-release mechanism ends
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can be split into those steps which are executed before the data-release mechanism starts and those steps
which are executed by the mechanism. Yet choosing where to make this split is not a simple matter. In fact,
there are a number of complexities associated with starting the data-release mechanism earlier or later in
the pipeline. We identify five.

Firstly, starting the DP mechanism earlier can complicate the computation of the cumulative privacy
loss across multiple data-release mechanisms because DP’s composition theorems* are not applicable when
there is dependence between the mechanisms’ noise terms (which can happen, for example, when their
sampling designs are dependent) (Bailic and Drechsler, 2024).

Secondly, as we will describe in Section 7.3, including the sampling step within the data-release mech-
anism can amplify DP’s privacy guarantees without degrading data utility. However, this privacy ampli-
fication can be nullified if the attacker knows that the record they are attacking is in the sample (Bailie
and Drechsler, 2024). More generally, if the attacker has knowledge about information intermediary to
the DP mechanism (that is, information which is conditionally dependent on confidential data, or on the
artificial noise introduced by the mechanism, conditioning on the output of the mechanism), the privacy

guarantees afforded by DP can be weakened. For this reason, DP prohibits the direct release of such infor-

but before the computation of the outputs which will be published. Such post-processing steps are usually included
to improve the utility, usability or accessibility of the survey outputs. On the other hand, any data-release mechanism
can always be extended to one which ends with the final step of the survey pipeline, and any DP guarantees afforded
to the original mechanism automatically carry over to the extended one by the post-processing theorem. (The post-
processing theorem states that any function of a DP mechanism’s output — i.e. any “post-processing” — also satisfies
DP with (at most) the same privacy loss.) Therefore, we do not gain anything by considering DP mechanisms that
end before the survey pipeline’s final step.

4A composition theorem describes how to bound the total privacy loss incurred by multiple DP data releases
which are all based on the same confidential dataset. For example, the composition theorem for pure e-DP states
that: if there are K mechanisms A, . . ., My, which all satisty pure e-DP and all have the same input dataset, then
the total privacy loss — that is, the privacy loss of the mechanism that publishes all the outputs of M;, ..., My
together — is bounded by the sum ), &4 over the privacy losses & of each mechanism A4;. Existing composition
theorems assume that the noise added by each mechanism is “fresh”, i.e., independent of everything else.
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mation. Therefore, because the choice of the sampling design is often dependent on data in the frame, the
sampling design cannot be directly made public but instead can only be released by including it in the set
of DP-protected survey outputs.

However, defining a data-release mechanism — let alone one that satisfies DP — which releases the sam-
pling design is challenging due to the third complexity we identify: Incorporating existing steps of a survey
pipeline into a data-release mechanism can be difficult. A data-release mechanism is an algorithm which
must be fully specified in order to be analysed by DP; hence any stage of the survey pipeline must first
be fully “algorithmized” (that is, the process by which each of the stage’s possible inputs is transformed
into one of its outputs must be completely and programmatically specified) before it can be included in
a mechanism.5 A survey pipeline often includes a number of complex, ill-defined and human-intensive
tasks, such as building the frame, choosing a sampling design, coding and editing. Because these tasks all
usually require a degree of human judgment, they would be difficult to algorithmize. Moreover, including
these procedures — or other procedures often found in a survey pipeline — in a data-release mechanism can
add difficulties to making the mechanism compliant with DP. (In later sections, we will discuss some such
difficulties as they relate to the weighting and imputation procedures.)

Fourthly, even if a data-release mechanism begins later in the survey pipeline so that some steps of the
pipeline do not have to be incorporated in the mechanism, implementing DP still requires understand-

ing those steps’ effect on the mechanism’s input data. For example, some imputation techniques replace

5The post-processing theorem provides an exception to this general rule. If the preliminary steps of a data-release
mechanism, taken on their own, satisfy DP, then the later steps of the mechanism do not need to be algorithmized,
because the post-processing theorem ensures that the mechanism as a whole always satisfies DP regardless of what
the later steps do. All that must be checked is that the later steps only use the DP outputs from the preliminary
steps, and not some other data. However, this exception does not apply to the survey pipeline steps under discussion
(choosing a sampling design, coding and editing) because these steps are typically applied before — not after — privacy
protection.
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missing records with copies of non-missing donor records. This means an individual survey respondent
can contribute to multiple records in the post-imputation dataset. This complicates the appropriate defini-
tion of neighboring datasets, since there is no longer an exact correspondence between the dataset’s records
and the real-world entities (the individual respondents) that should be protected: In the post-imputation
dataset, changing a single record does not correspond to changing the data of one entity. Hence, naively
applying DP to the post-imputation dataset will not provide a donor record with the expected level of
protection; that is, the privacy guarantees for a donor record will be weaker than those for a post-imputed
record. In general, the later the DP mechanism begins, the more difficult it is to determine an appropriate
notion of neighbors since steps earlier in the pipeline may introduce dependencies between dataset records,

thereby complicating the relationship between records and data subjects.

Fifthly, and most fundamentally, the starting point of the data-release mechanism determines what
form of the data is protected by that mechanism. For example, if a DP mechanism begins after data pro-
cessing, then it is the processed data — and not, for example, the raw responses from the data providers —
which are protected by that mechanism. That is to say, DP guarantees implicitly assume that the attacker
is interested in inferring the data that is input into a DP mechanism. Measures of protection are in terms
of the attacker’s ability to learn this input data — and not the data at other points in the pipeline. If the
DP mechanism takes the processed data as input, then the DP guarantees apply to the processed data and
do not necessarily carry over to the responding sample data. In order to have guarantees for the respond-
ing sample, the statistical agency must show that the pipeline from the responding sample to the survey

outputs (considered as a data-release mechanism) also satisfies DP.

These five complexities demonstrate that there can be conflicting demands in deciding where a DP
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mechanism should start within the survey pipeline. For example, suppose a statistical agency wants to
protect the unprocessed survey responses. Then either the coding and editing steps will need to be included
in the agency’s mechanism (which may be difficult because these steps could be hard to algorithmize) or
these steps will need to be removed from the survey pipeline (which could decrease the quality of the survey

outputs).

We now return to the question of which steps of the survey pipeline should DP take as invariant. DP
assesses the privacy of a data-release mechanism by comparing the survey outputs’ distribution under pairs
of counterfactual input datasets. These input datasets are generated by counterfactual runs of the initial
steps of the pipeline, up until the data-release mechanism begins. By taking some of these steps as invariant,
DP’s counterfactual comparisons are reduced to only those pairs of input datasets which share the same
realization of the invariant steps. For example, suppose the steps in the survey pipeline which generate the
population and the frame are taken as invariant and the data-release mechanism starts with the responding
sample (Figure 7.2¢). Then DP only compares those responding samples (i.e. those counterfactual input
datasets) which could have come from the same frame. Adding invariants will weaken the privacy guaran-
tees provided by DP (Kifer et al., 2022; Abowd et al., 20224; Bailie et al,, 2025b). In general, the later the
stage of the pipeline that is kept invariant, the greater the reduction in privacy. However, invariants may
be justifiable when the output of the invariant steps can be considered as public knowledge (such as if the
frame was sourced commercially rather than constructed from confidential information). Moreover, con-
straining some steps to be invariant has the advantage of reducing the sensitivity of weighted estimators

and thereby decreasing the noise which must be added for privacy protection (Section 7.4).
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7.3 DP wiTH COMPLEX SAMPLING DESIGNS

Statistical agencies have been aware for decades that sampling can be a simple and effective strategy to
reduce disclosure risks simply because an attacker can no longer be sure whether a specific target record
is included in the sample or not. This is the main motivation why most statistical agencies only release
samples from their censuses as public use micro datasets (they typically also apply additional measures to
further increase the level of protection). This idea has been formalized in several papers in the context of
DP (Kasiviswanathan et al,, 2011; Wang et al,, 2016; Bun et al,, 2015; Balle et al., 2018; Wang et al., 2019).
The authors show that the level of privacy is amplified through sampling, i.e., the actual privacy guarantees
are higher then those implied by the chosen privacy loss parameters when protecting the sample output.
Specifically, for small sampling rates »and small privacy loss parameters €, applying certain simple sampling
designs (simple random sampling with and without replacement, and Poisson sampling) before running

an e-DP mechanism reduces the privacy loss to approximately re.

However, most surveys conducted by statistical agencies use complex multistage sampling designs, po-
tentially with different sampling strategies at the different stages. These designs are primarily used to in-
crease the accuracy of the survey outputs or to reduce the survey’s operational costs. For example, the
Current Population Survey (CPS), one of the flagship surveys of the U.S. Census Bureau, uses a two-stage
sampling design in which stratified cluster sampling with probability proportional to size (PPS) is used
to select clusters at the first stage and systematic sampling is used to sample households within clusters at
the second stage (US Bureau of Labor Statistics, 2018b). There is no reason to believe that amplification
effects for these complex designs are comparable to those obtainable for the simple designs discussed above.

Bun et al. (2022) study the amplification effects for complex designs and find that amplification is small
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for most of the sampling designs used in practice. Their findings can be summarized as follows:

* Cluster sampling using simple random sampling without replacement to draw the clusters offers

negligible amplification in practice except for small € and very small cluster sizes.

* With minor adjustments, stratified sampling using proportional allocation can provide privacy am-

plification. For small €, the amplification is still linear in the sampling rate up to a constant factor.

* Data dependent allocation functions such as Neyman allocation for stratified sampling will likely

resultin privacy degradation. (The effects will depend on the sensitivity of the allocation function.)

* With PPS sampling at the individual level, the privacy amplification will linearly depend on the

maximum probability of inclusion (for small €).

* Systematic sampling will only offer amplification if the ordering of the population is truly random.
In all other cases, systematic sampling will suffer from the same effects as cluster sampling, leading

to no amplification (assuming the ordering is known to the attacker).

In practice this implies that for many multistage sampling designs, which typically start with (multiple
stages of) stratified cluster sampling, amplification effects can generally only be expected from those stages

at which individual units or households are selected (typically the last stage of selection).

7.4 DP FOR SURVEY WEIGHTED ESTIMATES

As discussed in the introduction, the amount of noise that needs to be added to achieve a specific privacy
loss € directly depends on the sensitivity of the statistic of interest. Intuitively, this makes sense. If the

statistic changes substantially when one record is changed in the data it will be easier to infer that record’s
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value from observing the statistic and thus more noise will need to be added to sufficiently protect that
record. From a utility perspective, this implies that more reliable (less noisy) DP outputs can be expected
from statistics with low sensitivity. Thus, a common strategy with DP is to identify estimation strategies
with low sensitivity and replace very sensitive estimates with less sensitive alternatives, for example by using
robust statistics (Dwork and Lei, 2009; Avella-Medina, 2021).

When analyzing survey data, it is generally important to take the sampling design into account since
the probabilities of selection typically vary between the units included in the sample. Unweighted esti-
mates, especially those for descriptive statistics such as means and totals, will be biased whenever there are
varying selection probabilities. To obtain unbiased estimates, each observation needs to be weighted by
the inverse of its probability of selection. Hence, statistical agencies typically provide survey weights to
enable researchers to take the survey design into account. In practice, these survey weights will also ac-
count for nonresponse and other data deficiencies such as undercoverage. (We will address this extra layer
of complexity in the next section.)

Using survey weighted estimates raises the question: how (if at all) does the sensitivity of a statistic
change when the survey design is taken into account? To illustrate the possible impacts, let us assume the
analyst is interested in estimating the mean of some variable Yin the population using the sampled values
i ¢ = 1,...,n, where n denotes the sample size. If the probabilities of selection were equal for all units,
the sample mean would be an unbiased estimate for the population mean and its sensitivity would be
R/n,where R = max(y;) — min(y;) is the range of all possible values for y,.* When dealing with unequal

probeabilities of selection, a popular estimator for the population mean is the Horvitz-Thompson estimator

“Throughout this section, we consider the bounded -DP setting. Similar arguments (with slightly different
values for the sensitivity of a statistic) would apply for other settings.
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(Horvitz and Thompson (1952)): @4 = 3~ w;y;/ N, where w; is the weight of unit 7, for/ = 1,...,n
and N is the size of the population. Note that we assume for simplicity that /Vis known and does not need

to be protected and w; is the design weight, i.e., it only accounts for the sampling design.

Ifwe can treat the weights as fixed, the sensitivity of £}/ is max(w;) R / N. Whether the maximum is over
all units in the frame, over all units in the population, or over all possible counterfactual units, depends
on which stages of the survey pipeline are treated as invariant as discussed in Subsection 7.2.2. Note that
for equal-probability designs all w; = N/» and thus the sensitivity of the Horvitz-Thompson estimator
is the same as for the unweighted estimator. If max(w;) > N/, the Horvitz-Thompson estimator will

have larger sensitivity than the unweighted estimator.

However, these discussions assume that the weights can be treated as fixed, that is, they do not change
if a record changes in the database. For most sampling designs used in practice, such an assumption is
unrealistic. For example, with sampling proportional to size (PPS), the 7th record’s probability of inclusion
isgivenby 7; = (n-x;)/N-x, where x; is the value for unit 7 of the measure-of-size variable X thatis used to
improve the efficiency of the sampling design, and ¥ = ) ;x;/ N is the population mean of X. Changing
the value of X for a single record will change the probabilities of inclusion and thus the survey weights for
all other records in the sampling frame. Therefore, the sensitivity will be larger compared to the setting
with fixed weights as we no longer only need to consider the maximum possible change in a single record’s
value for Y. We also need to consider the impact of the weight change for all the other records even if their

values for Y'don’t change.

A recently-proposed strategy to mitigate this potentially-substantial increase in sensitivity is to regular-
ize the weights, as explored by Seeman et al. (2024). (An extreme version of this strategy would set all

weights to be equal; this could be justifiable if the increase in the privacy noise due to the weights dwarfs
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the bias introduced by ignoring the sampling design.) Another possible strategy is to treat the frame as
invariant as discussed in Figure 7.2c. Frame invariance assumes any two neighboring datasets must always
originate from the same frame and so can only differ at the sample level (or later). Thus, the probabilities
of inclusion will be constant between neighboring datasets. However, treating the frame as invariant has
two additional implications that need to be considered. First, fixing the frame implies that privacy amplifi-
cation from sampling is no longer possible (we would need to have neighboring datasets at the frame level
in order to achieve amplification). However, given the results of Bun et al. (2022), this amplification is
likely small in practice and thus the positive effects of reducing the sensitivity will tend to outweigh the
negative effects of losing the amplification effect. On the other hand, fixing the frame will restrict the
possible conterfactual input datasets to those which are consistent with the realized frame. Because this
restriction will fix the survey weights, it might introduce strong constraints on the possible neighboring
datasets, depending on the sampling design. As a consequence, the actual privacy guarantees for a frame
invariant setting could be significantly weaker than the guarantees under a non-frame-invariant setting
even for the same privacy loss parameter. How problematic this reduction in privacy is in real settings is

currently an open question for research.

7.5 DP AND WEIGHTING ADJUSTMENTS

In practice, two adjustment steps are commonly applied to the design weights to correct for unit nonre-
sponse and other data deficiencies such as over- or undercoverage in the sampling frame: nonresponse
adjustments and calibration. Nonresponse is typically taken into account by modeling each survey unit’s
probability to respond and then multiplying the design weights with the inverse of the estimated response

propensities. Calibration techniques rely on benchmarks known from other sources such as census data
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or large scale surveys such as the American Community Survey (US Census Bureau, 2022b). These tech-
niques can be used to adjust the survey weights in such a way that the survey weighted estimates will match
the known benchmarks exactly. How these adjustment steps interfere with differential privacy has not
been studied so far. (We are currently at an early stage of trying to address this problem.) However, both
steps are data dependent, that is, they use information from the survey units for the adjustments. This
implies that these steps cannot be ignored from a privacy perspective as the adjusted weights leak some
personal information. Looking at the impacts on the sensitivity of the final statistic of interest (which uses
the adjusted weights), similar problems as those discussed in the previous section will arise: changing one
record in the database can potentially change the weight-adjustment factors for all other units in the sur-
vey. Thus, it seems imperative not to only account for these adjustment steps at the analysis stage. Better
results in terms of the privacy-accuracy trade-oft might be achieved if the weight-adjustment steps would
be carried out in a differentially private way. More research is needed to better understand this trade-off.
For example, it seems beneficial to identify robust adjustment strategies as less noise would be required to
satisfy DP for these strategies.

In the particular case of post-stratification (which is a simple type of calibration), one such robust ad-
justment strategy has been proposed by Clifton et al. (2023). Another strategy would be to regularize the
nonresponse and calibration weight adjustments. (This would be similar to the survey weight regulariza-

tion strategy of Seeman et al. (2024) discussed in the previous section.)

7.6 DP AND IMPUTATION

All survey data are plagued by item nonresponse as survey respondents are often unwilling or unable to

respond to all survey questions especially if they request sensitive information. A common strategy to
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deal with this problem is to impute the missing values before analyzing the data. Imputation is especially
helpful if the response process is selective, that is if it is not missing completely at random as defined by
Rubin (1976). In this case, using only the fully observed cases for the analysis would give biased results.
However, imputations are always data dependent as they typically build a model based on the observed
data and use this model to impute the missing values. As a consequence, the implications of imputation
on the DP guarantees need to be considered regardless of whether or not the imputation procedure is
included inside the data-release mechanism. Some preliminary results for this problem are discussed in

Dasetal. (2022).

Similar to the problem of weighting adjustments, there are two possible strategies to account for im-
putation under DP. The first strategy only considers the effects when analyzing the imputed data. The
second strategy modifies the imputation routines to ensure that the imputations already satisfy DP. As
Das et al. (2022) have shown, the first strategy implies that in the worst case the sensitivity increases lin-
early with the number of imputed observations. This substantial increase of the sensitivity arises because
changing one record in the database can potentially impact all of the imputed values. Whether the worst
case applies depends on the analysis of interest and on the selected imputation procedure. Still, for statis-
tical agencies offering pre-imputed datasets for accredited researchers, this strategy is not an option since

they cannot anticipate which analyses might be performed on the imputed data.

The second strategy can break the dependence on the number of imputed records at least for certain
imputation strategies. The key requirement for breaking the dependence is that the imputation model 7

can be written as D) ~ m(D{EZ, 8), where Dz(‘2p and DY

o .. contain the imputed and observed variables for
p obs

record 7and ¢ denotes the model parameters estimated on the complete data. The model implies that, given
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g, the imputed values of record 7 only depend on the observed values of that record and not on any other
record. If these requirements are met and the parameters ¢ of the imputation model are estimated using any
suitable differentially private mechanism with privacy loss parameter €1, then, given any e, differentially
private mechanism used for analyzing the data, the overall pivacy loss is given by €1 + €5.

We note that the conditional independence assumption of the imputation model holds for many impu-
tation methods, for example, parametric imputation models based on linear regression. However, it does

not hold for hot-deck imputation, an imputation method commonly applied at statistical agencies.

7.7  DISCUSSION

DP is theoretically intuitive and elegant. It provides quantifiable and composable guarantees of privacy
protection (although these guarantees have been subject to some confusion and misinterpretation (Tschantz
etal,, 2020)). By putting data privacy on a mathematical basis, it has supplied a calculus for reasoning about
the protection offered by sophisticated data-release mechanisms.

Yet implementing DP mechanisms in practice often entails unforeseen complexities. In this paper we
have focused on some of the complexities which arise in the context of survey data. Many of the same
complexities can also emerge in settings with data preprocessing steps or with multistage data collection
(such as national censuses). The goals of this paper are to draw attention to these complexities, review
the current progress on addressing them, and spur renewed research activity to resolve those that remain
outstanding.

Having identified a multiplicity of challenges in obtaining DP - some of which may be unduly con-
straining — we suggest that future research investigates pragmatic modifications to “completely-by-the-

books” implementations of DP. The goals of such modifications should be: to provide a solution which
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is feasible to implement; to retain the essence of DP even while not strictly satisfying DP; and to not un-
duly sacrifice the accuracy of the released data, nor the privacy of the data subjects, nor the resources of
the statistical agency (in implementing the solution). Of course, any such modifications should be princi-
pled, in the sense that the associated risks to privacy are properly quantified and are outweighed by gains
in data utility or implementability. Assessing the privacy risks of these modifications will likely involve a
combination of theoretical and empirical analyses, and require measures of data privacy which lie outside
the framework of DP.

An example of one possible modification is the non-DP publication of a data-dependent sampling de-
sign. A description of a survey’s sampling design is crucial information for data users. Yet, as outlined in
Subsection 7.2.2, if the sampling design was chosen with reference to the frame (as is often the case), then
DP requires noise to be added to it before it can be published. Moreover, designing a DP mechanism to
publish a sampling design will likely be difficult. On the other hand, it defies intuition that a simple de-
scription of a survey’s sampling design should be disclosive of private information. This suggests it may be
reasonable to modify the DP data-release mechanism, allowing the sampling design to be released exactly
(i.e. without noise) even while the other outputs are protected in line with the exact requirements of DP.
But to justify this pragmatic violation of DP, the statistical agency should first address the questions: Can
the risks associated with publishing a sampling design be quantified (without resorting to DP)? And when
is it principled (in the sense given in the previous paragraph) to publish a sampling design as is, without

privacy protection?
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The Five Safes as a Privacy Context"

8.1 INTRODUCTION

As A SUPPLIER OF OFFICIAL DATA, a national statistical office (NSO) is an integral part of a well-functioning
democratic state. Its data are essential for informing government policy, business strategy and academic re-
search, thereby advancing society and driving economic growth (Lateral Economics, 2019). Yetan NSO’s
ongoing value depends upon maintaining its social license to collect and share data. It is therefore neces-
sary that NSOs balance their social and economic utility with the privacy of their data providers. With the
recent increase in resources available to malicious actors and the growth of competing data vendors, this
trade-off is increasingly difficult to manage (Bailie, 2020).

The Five Safes is one tool that assists NSOs in balancing privacy and utility. Itis a conceptual framework

for designing and assessing modes of statistical data sharing under privacy and confidentiality constraints.

"Based on work coauthored with Ruobin Gong,.
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Originally developed in 2003 to enable researchers’ access to Office of National Statistics (ONS) microdata
(Desai et al., 2016), its use has since expanded to all forms of statistical dissemination (Australian Bureau
of Statistics, 2021a). It has been employed by NSOs in the UK, Australia, and New Zealand to guide de-
sign decisions and risk assessments for statistical disclosure control (SDC) (Stokes, 2017; UK Data Service,
2023; Australian Bureau of Statistics, 202 1a; Statistics New Zealand, 2022). In the USA, the Five Safes
have been used by the Coleridge Initiative in the context of data sharing within and across states, govern-
ment agencies and researchers (Foster etal., 2021). Further, the Advisory Committee on Data for Evidence
recently recommended that the use of the Five Safes in the US federal bureaucracy be expanded (Advisory

Committee on Data for Evidence Building, 2022).

We make two main points in this work. Firstly, the Five Safes is a reparametrization of contextual in-
tegrity (CI) in the situation where the information flow is a statistical dissemination. Section 8.3 describes
the translation between the Five Safe parameters (people, projects, settings, data and outputs) and the CI
parameters (sender, recipient, subject, information type and transmission principles). Therefore, the Five
Safes provides specialized guidance as to how NSOs can satisfy contextual information norms. Moreover,
by placing Five Safes within the CI theory, NSOs benefit from the extensive CI literature in justifying and

understanding the Five Safes.

Secondly, as a framework for controlling the disclosure risk of statistical dissemination, the Five Safes
provides a natural context for differential privacy (DP). As described in Section 8.4, DP is a broad collection
of technical standards which all measure (in various ways) how a statistical dissemination can depend on
the response of a data provider — or, in other words, how a data provider can influence the data being

shared. Importantly, we argue that DP measures some — but, crucially, not all - of the dimensions relevant
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for assessing the contextual integrity of statistical data sharing. We use the Five Safes, as a holistic risk
assessment tool, to situate DP within the dimensions it partially measures (safe data and safe outputs) and
to explicate the dimensions to which DP is agnostic.

Our contextualization of DP within the Five Safes is important for two reasons. Any implementation
of DP requires choosing its various components (see Section 8.4). This choice depends on the broader
context of the implementation, which the Five Safes explicate. Moreover, by placing DP within the Five
Safes, NSOs can see how DP could be used to partially control safe data and safe outputs, and how DP can
be traded-oft against the other safes.

To recap, this work secks to, firstly, situate the Five Safes framework within the broader concept of CI
and, secondly, to contextualise DP via the Five Safes. This explains the dual meaning of this paper’s title:
the Five Safes is a context for narrow, technical notions of privacy and security, like DP; yet it is also a

specific context within the theory of CI.

8.2 THE FIVE SAFES AND THE INFORMATION FLOWS THEY GOVERN

In this Section, we give a brief review of the Five Safes framework, concentrating on the two information
flows with which it is concerned. The major thesis of the Five Safes is that five dimensions of data ac-
cess — peaple, projects, settings, data, and outputs — collectively determine the disclosure risk in statistical
dissemination. These dimensions are related yet independent to one another. The safety of each of these
dimensions can be measured on a continuous scale. In the design of a statistical dissemination paradigm,
a data custodian strives to ensure data confidentiality by promoting safety of these five dimensions. How-
ever, doing so usually entails more work on the custodian’s part, including vetting, supervision, and higher

degrees of infrastructure security and compliance monitoring. Viewing these five dimensions under a joint
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framework allows a data custodian with a fixed amount of resources to focus on the safety of a subset of
these dimensions, while maintaining control of the overall disclosure risk.
To explicate the meaning of the Five Safes, we begin with an examination of the two types of information

flow that it is concerned with:

data — people (researcher), (8.1)

outputs — people (general public). (8.2)

The two types of information flow are neither independent nor mutually exclusive to one another. Flow (8.1)
is the process through which the researcher learns from the data in the possession of the data custodian.
Typically, the researcher takes the initiative to access the data, conducts analyses based on the data, and
publishes a set of scientifically significant findings. These published results, alongside any open infor-
mation required to support the verification of these results, make up the outputs that reach the general
public as captured in Flow (8.2). Alternatively, Flow (8.2) may occur when the data custodian directly
share information derived from their database with the general public, without involving researchers as an
intermediary.

The term ‘researcher’ here refers to a person or an entity whose identity has been subject to some degree
of vetting by the data custodian. This distinguishes a researcher from a member of the general public in
our current discussion, even though in practice the two identities are not well separated. As such, a ‘safe’
researcher is someone who has demonstrated a good scientific standing as well as a commitment to data
confidentiality and research ethics.

The ‘safe projects’ dimension concerns whether the intended use of the data is appropriate, ethical, and

compliant with relevant legislation or regulations. The use of certain sensitive data may be restricted by
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law to support independent scientific research only (Foster et al., 2021, Section 12.3). The data custo-
dian would often also ascertain that their data is used toward the advancement of science, with clear and
positive social benefits and in a manner consistent with modern scientific norms, including standards of
reproducibility and knowledge sharing. In addition, the ‘safe settings’ refers to the security of the environ-
ment in which data access and sharing takes place, be they physical or virtual.

We illustrate how the two information flows interact under the Five Safes framework with three exam-

ples of data dissemination paradigms.

Example 8.2.1 (Public use data files/Open data). Statistical agencies publish public use data files for access
by the general public and researchers alike. The agencies do not vet people who seek access because, by
design, any person or entity without abusive intentions should be able to access the resource. A high level
of scrutiny is placed on the data, which doubles as the output, to ensure that they are safe. On the other
hand, since the data custodian cannot supervise the use of the data once it is made open access, no scrutiny

is possible regarding the safety of the projects nor the settings in which the projects will be conducted.

Public use data files are frequently in the form of tabular data, which are highly aggregated from an
underlying microdata to ensure adequate confidentiality. Public use microdata exist too, but they are often
heavily subsampled. The U.S. Census Bureau curates the Public Use Microdata Sample (PUMS) based
on a small sample (1% and 5%) of responses from the American Community Survey (US Census Bureau,
2023k). The PUMS files are available on the Census Bureau’s website and may be accessed via the file

transfer protocol (FTP), a microdata analysis tool, or through an API provided by the Bureau.

Example 8.2.2 (Data Enclaves). Data enclaves are secure access environments through which authorized

researchers can query the custodian’s database. Data enclaves provide a highly secure setting for data ac-
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cess. Both the people and the projects seeking access are heavily vetted: only researchers who demonstrate
legitimate scientific purposes of their inquiry and compliance with research ethics are allowed access. The
outputs that the researcher is allowed to obtain and bring to outside of the data enclave is subject to various
degrees of scrutiny. As a result, the data accessible through data enclaves can be detailed and comprehen-

sive.

Data enclaves may be physical or virtual. A physical enclave is synonymous with a research data center
(RDCQC), such as the Federal Statistical Research Data Center (FSRDC) of the U.S. Census Bureau. A vir-
tual data enclave allows authorized researchers to access restricted-use data by logging into a secure, remote
server. The Datalab of the Australian Bureau of Statistics (ABS) is an example of a virtual data enclave.”
The reader is referred to (Australian Bureau of Statistics, 2021a) for further illustrations of dissemination
paradigms discussed in Examples 8.2.1 and 8.2.2 and an analysis of important safety considerations that

pertain to them.

Example 8.2.3 (Synthetic data with validation servers). The data custodian releases a synthetic dataset that
resembles the underlying confidential dataset. Researchers who hold permission to access the synthetic
dataset may use it to compose their desired statistical analysis including its code implementation. Then,
they may validate the results with the data custodian who will run the analysis on the restricted-use dataset,

and release the results to the researcher if they are deemed safe.

A prominent case of Example 8.2.3 is the Survey of Income and Program Participation (SIPP) Synthetic
Beta (SSB) (US Census Bureau, 2022d). The SSB is synthesized by the U.S. Census Bureau through inte-

grating nine annual SIPP panels between 1984 and 2008, together with the W-2 records from the Social

*Due to a lack of full oversight on the data access setting compared to physical data enclaves, statistical agencies
debate the safety of virtual data enclaves (see e.g. Russell, 2022).
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Security Administration (SSA) and Internal Revenue Service (IRS). Researchers whose proposed analysis
is deemed appropriate and feasible by the Census Bureau are permitted to access the SSB. Prior to October
2022, access could be obtained via the Synthetic Data Server (SDS) hosted by Cornell University.> Once
the researcher composes a functional and correct statistical analysis program, they submit the code to the
Bureau, who in turn performs the validation on the researcher’s behalf on the Gold Standard File (GSF)
which is internal to the Bureau and confidential. The output is subject to a stringent level of disclosure
review similar to those applicable to the FSRDCs.

Example 8.2.3 is an interesting mode of statistical dissemination, through which we see a juxtaposition
of safety levels pertaining to the two information flows. On the level of Flow (8.2) where the relevant peo-
ple are the general public, the outputs are strictly scrutinized according to a high safety standard, rendering
this setting similar to the open data mode discussed in Example 8.2.1. On the level of Flow (8.1), data con-
sists of two distinct components, the SSB and the GSF, where the former commands a level of safety higher
than the latter due to its synthetic nature. The people, here referring to the researchers, are placed under
a moderate level of scrutiny. The setting, the Cornell SDS, is effectively a virtual enclave. These elements

render this setting analogous to the data enclave mode discussed in Example 8.2..2.

8.3 THE FIVE SAFES As A PRivacy CONTEXT FOR STATISTICAL DISSEMI-
NATION

Contextual integrity (CI) defines an information flow as private if it conforms with contextual informa-
tional norms (Nissenbaum, 2010). There are five parameters that define contextual informational norms:

the sender, the recipient, the subject, the information type, and the transmission principles (Nissenbaum,

3Unfortunately, the Cornell server was shut down on September 30, 2022.
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Privacy norm parameters ‘ Their meanings in statistical dissemination

sender | statistical agencies/NSOs/data custodians
recipient | people: researchers (8.1) and general public (8.2)
subject | is a component of data (8.1)
information type | is a component of data (8.1) and outputs (8.2)
transmission principles | encompass projects, settings, and more

Table 8.1: The five contextual integrity parameters and their meanings in statistical dissemination, with a reference mapping to
the Five Safes (in bold).

2019). Of the five parameters, the first two are straightforwardly understood: the sender is the person or
entity who is sending the information, and the recipient is who is receiving the information. The latter
three parameters require that we take a tailored approach to their explication by first situating this discus-

sion in the context of statistical dissemination.

Claim 1. In the context of statistical dissemination, the Five Safes is an instantiation of a set of informa-

tional norms that govern privacy protection.

Table 8.1 outlines the meanings of the privacy contextual informational norm parameters as they apply
to statistical dissemination. These meanings are explicated with reference to the five elements of the Five
Safes framework. As the Table illustrates, the Five Safes is a reparametrization of CI - faithful albeit im-
perfect — when the information flow in question is a statistical dissemination. In particular, we note that
the notion of ‘subject’ is a component of ‘data’ under the Five Safes, and the notion of ‘information type’
is a component of both data and outputs. On the other hand, the ‘transmission principles’ encompass
multiple dimensions of the Five Safes, including projects, settings, and more. The nuances of these over-

and under-inclusive mappings will be further explicated in future work.
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8.4 DIFFERENTIAL PRIVACY IN THE CONTEXT OF THE FIVE SAFES

Differential privacy is a state-of-the-art technical formulation of privacy associated with statistical and data
dissemination. It has been adopted by data agencies and intermediaries. Since the proposal of &-DP (or
pure DP) (Dwork et al., 2006b), a multiplicity of flavors of differential privacy has emerged, including
probabilistic DP (Dwork etal., 2006a), approximate DP (Machanavajjhala et al., 2008), zero-Concentrated
DP (Bun and Steinke, 2016), FDP (Dong etal., 2022), to name a few. There are bounded versus unbounded
versions of DP to suit the scenarios with known versus unknown dataset sizes. The TopDown algorithm
(Abowd et al., 2022a), the U.S. Census Bureau’s differentially private disclosure avoidance system (DAS)
for the 2020 Decennial Census Redistricting Data (P.L. 94-171) Summary and Demographic and Housing
Characteristics Files, introduced the concept of znvariants which are exact statistics of the confidential data
that are mandated for release. To gain conceptual clarity amidst such plurality of choices, we employ the
unified construction proposed by (Bailie et al., 2025d), which explicitly spells out the necessary elements

of a differential privacy definition, some of which are often overlooked:

* What can be protected: Z, the data multiverse (consisting of multiple data universes D);

* Who are protected: d y, the input divergence;

* How to measure protection: d7, the output divergence;

* How much protection is afforded: ¢, a privacy loss budget.

A data release mechanism can be most-generally defined as differentially private as follows.

Definition 8.4.1 (Definition 3.4 of (Bailie et al., 2025d)). A data-release mechanism 7: X x [0,1] — T
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satisfies a differential privacy definition (2, dx, d7) with privacy budgetep > 0 if
dr[Px(T€-),Px(T€ )| <epdx(X,X'),
for all X, X' in every data universe D € 2.

In this work we will not explicate Definition 8.4.1 in further detail, other than remark that it illustrates
how the aforementioned elements of a differential privacy definition come together. Notably, the trio (2,
dx, d1) confer a quantitative description of the privacy guarantee (its flzvor), whereas the privacy loss
budget ¢p serves as a quantitative measurement (its st7ength). We will return to this definition later in this
section.

In statistical dissemination, the Five Safes delineate a context in which differential privacy can be under-

stood. What we mean is the following.

Claim 2. Difterential privacy is a quantitative standard of safety pertaining to aspects of the ouzputs and

the data in the Five Safes.

A quantified measurement of safety levels for aspects of the outputs and the data is helpful in the Five
Safes framework, because it allows for the modulation of the various elements that collectively contribute
to disclosure risk. The modulation may be achieved in multiple ways, two of which we discuss here.

First, differential privacy acts as a screen between the data and the people who access the data. By con-
struction, differential privacy constrains the probabilistic properties of any output by a certified mecha-
nism. This may be employed by the statistical agency to compose open data as well as to restrict researcher
release from data enclaves or validation servers. Differential privacy may also directly restrict how the re-

searcher may interact with the data in the first place. One example is differentially private synthetic data
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(see e.g. Bowen et al., 2022). In the case of local privacy, the measurements taken from individual data
contributors are privatized as soon as they leave the end device prior to arriving at the data custodian. In
each of these cases, the differential privacy guarantee ascertains, in a mathematically rigorous way, a level
of difficulty for adversarial agents to deduce the value of the confidential data. This enables, at least in a
heuristic way, less scrutiny to be placed on the people.

Second, differential privacy enables precise privacy accounting by statistical agencies. For privacy defini-
tions of the same flavor (i.e. the same &, d x and d7 choices), the privacy loss budgets of two mechanisms
may be composed — often the case added — to yield the overall budget pertaining to both.# What this means
is that the data custodian with a fixed amount of privacy loss budget may choose to divide the budget across
a number of projects, evenly or unevenly according to their significance, modulating the quantity-quality
tradeoft in ways that the custodian sees fit.

We also observe two limitations of differential privacy as a quantitative standard of safety.

Remark 8.4.2. Differential privacy is silent on the safety of certain aspects of the outputs and the data.

Difterential privacy specifies the flavor, as it does the strength, of the privacy protection. It is, however,
agnostic to the nature of the data at hand. A differential privacy mechanism will treat two datasets identi-
cally so long as they possess identical mathematical structures, even though one may be highly sensitive in
nature (e.g. records of patients suffering from a socially stereotyped disease) while the other is not (e.g. a
log of dairy preferences of customers at a coftee shop). Therefore, differential privacy should not be taken

as a comprehensive quantification for the safety of the outputs and the data.

*Composition is not possible within approaches to privacy that are not formal. It may well be the case that the
combined disclosure risk of two data products is infinite, even though either carries a finite risk.
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Remark 8.4.3. Differential privacy does not purport an assessment of safety for people, projects, or set-
tings.

Differential privacy is a property of the output rather than the process through which it is generated.
As such, it is agnostic to the settings in which privatization and data sharing takes place. Indeed, one of the
celebrated feature of differential privacy is that the privacy mechanism can be entirely transparent without
sabotaging the privacy guarantee.

For similar reasons, differential privacy does not directly measure the safety of the people and the projects.
When used as a standard to quantify the safety of aspects of the data and the outputs, however, it may serve
as an indirect guidance on the safety tuning for the people and for the projects. In fact, such tuning often

constitute a balancing act between privacy and uzilzty.

8.5 ONGOING INQUIRIES

What we have presented so far is work in progress. In this last Section, we briefly discuss three important
questions that remain unanswered.

First, we view the Five Safes as a reparametrization of contextual integrity when the information flow in
question is statistical dissemination. As Section 8.3 discusses, this reparametrization is faithful but zmper-
fect, in the sense that the mappings between the two frameworks can seem either narrow or capacious, as
summarized in Table 8.1. In future work, we aim to supplant the meanings that are lost in this translation,
in particular by spelling out aspects of data and outputs (from the Five Safes) that go beyond the subject
and the information type (from the privacy norms), as well as aspects of transmission principles that go
beyond the dimensions of the Five Safes.

Second, as we have already argued, differential privacy offers a strong technical notion for assessing cer-
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tain aspects of the ‘safe data’ and ‘safe output’ dimensions. Does there exist more comprehensive technical
notions to these dimensions, and does there exist technical notions for the other dimensions of Five Safes?
We surmise that a pursuit towards technicalization may not make sense universally. After all, some of the
safety dimensions (such as safe people) may be too complex to allow mathematical tractability. However,
others — such as safe settings — may benefit from advances in fields such as information security.

Third, we look to further explore the interaction between the Five Safes and the legal frameworks gov-
erning the operations of the NSOs. For starters we ask: what configurations of the Five Safes best corre-
spond to the current legal framework for a specific NSO? And how can the Five Safes be used to update

the legal framework in the future?

300



APPENDICES



This page intentionally left blank.



Appendices to Chapter 2

A.1 THE MEASURE-THEORETIC DEFINITION OF A DATA-RELEASE MECH-
ANISM 1"

In this section, we formally define a data-release mechanism and the distribution of its output. Through-

out this section, fix a DP flavor (X', 2, dx, Dp;).

Definition A.1.1. Two protection objectsx,x’ € X are (explicitly)-comparableif 1) x # x'52)dx (x,x') <

oo ordy(x,x) < oo;and 3) there exists a universe D € 2 such thatx,x’ € D.

Comparability defines a symmetric relation on &, which can be understood as an undirected graph.
Let [x] denote the connected component of x € X’ in this graph. Two protection objects x,x’ € X are

implicitly-comparable if they belong to the same connected component - that is, if ¥’ € [x].

Definition A.x1.2. A data-release mechanism is a function T': X x U — T, together with a probability

space (U, Fy, P(U € -)) for the random seed Uand a o-algebra ﬁ}[)—d on T for each connected component
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[x], such that the map T(x, -) given by

(u’gL{)H(Tag’;ﬂ)

u— T(x,n),
is (Zu, ﬂﬁ)—measurable, forallx € X.

Hence a data-release mechanism is a three-tuple (T X xU =T, (Z/{, Fu,P(U e )) , {97[9_4 }xGX) )
Usually we will refer to a data-release mechanism by the function 7"alone, and take the other two compo-
nents as implicitly given.*

The random seed U induces a probability on the output of a data-release mechanism in the standard

(push-forward) way:

Definition A.1.3. Givenx € X, the distribution Py of a data-release mechanism T(x, U) is the probability

on the measurable space (7, 9#6]) given by
Pi(T(x,U) €S)=P(Uec{ucld:T(xu) €S)),
forall s € Z5.

The o-algebras 9'7[3—6] should not be freely chosen, since they can be manipulated to artificially reduce
privacy loss. For an extreme example, if 97[9-6] is the trivial o-algebra {(), 7'}, then 7{(x, -) is always measur-

able and P, does not vary with x (or with 7). Hence Dp,(Py, Pyy) = 0 forall x,x” € [x]. This implies that

perfect privacy (¢ = 0) can be achieved, regardless of the behavior of the data-release mechanism 7. More

'A data-release mechanism can be considered as a generalisation of a Markov kernel, since we do not require that

the o-algebra on 7T is fixed and that x — P,(B) is measurable for all B € ,327[9—6].
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generally, one can coarsen 9\7[16] to reduce Dp,(Py, P./) by removing sets S from 97[16] on which P, and P/

differ.

To avoid the possibility of such manipulation, we recommend setting 9‘7[15] to be the s-algebra induced

by the data-release mechanism’s output:

Definition A.1.4. Givenafunction 7: X x U/ — T and a probability space (Z/l , Fu, P(U € )), define
the o-algebra

Fr={SCT :{ucl:T(xu)cS}eFy}

The o-algebra induced by T and [x] is given by

T = N 7.

x €[x]

In the above definition, the set {# € U : T(x, ) € S} is the inverse image of S under the map 7{(x, -).

T[]

This means .7 is the largest o~algebra such that 7(x, -) is measurable and thus .F.-" is the largest o

algebra such that 7(«/, -) is measurable for all ¥’ € [x].

Larger 71 will typically result in larger values of Dp;(P,, Py). This is why we recommend using
F M since Z.M depends upon the choice of Fy - with smaller y resulting in smaller .- — the
choice of .7 is also important. Typically the random seed U'is uniformly distributed on [0, 1], equipped
with the Borel g-algebra. (Theoretically this is sufficient for most purposes, since such U can generate

countably many independent real-valued random variables of arbitrary distributions.) If 7(«’, -) is contin-

uous (for all &’ € [x]) and surjective (for some " € [x]), then ﬁTT’M is the Borel g-algebra on 7.
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A.2 WuaAT CAN WE SAY ABOUT THE BUDGET?

Proposition A.2.1. Suppose that Dy (P, Q) = oo whenever dv (P, Q) = 1. Then, for any (non-random,)

data-release mechanism f: X — T, the following statements are equivalent:

(A) fsatisfiesep-DP(X , D, d x, Dy, ) with finite budget ep < 00; and

(B) fisa function of [x].

Moreover, if these statements hold then f bas zero privacy loss.

The assumption in Proposition A.2.1 (that drv(P, Q) = 1implies Dp,(P, Q) = 00) is only used in

proving (A) implies (B). The other direction of Proposition A.2.1 provides the following corollary.

Corollary A.2.2. For any DP specification ep-DP(X, 9, d x, Dy:), the (non-random,) data-release mech-

anism

b(x) = {ep : D € P such that A € Dforsomex’ € (]},
satisfies ep-DP(X, D, d x, Dp;) with ¢, = 0.

The function ep can always be released without privacy loss, since the constant data-release mechanism
x > ep is trivially a function of [x]. (In the literature, the function ¢p has been called the “policy” to distin-
guish it from the actual privacy loss budget associated to a particular universe D (Seeman et al., 2023).) The
above corollary describes what the data custodian can say about the privacy loss budgets associated to the
true confidential dataset x*. The data custodian can release the set of budgets for all universes containing
some x’ which is implicitly comparable to x* (Definition A.1.1). Furthermore, under the assumption of
Proposition A.2.1, the data custodian cannot be more specific about the budgets associated to x™ without

adding some noise to the answer. For example, the data-release mechanism

V' (x) = {ep : D € P such thatx € D},
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has infinite privacy loss unless b(x) = # (x) forall x € X. However, b(x) has cardinality at most one, and
hence b(x) = b/ (x), forallx € X if either of the following two conditions hold: I) D N D’ = {) for all
distinct universes D, D’ € Z; or, more generally, II) for all distinct x, &' € X, if dx (x, %) or dy (¥, x)
is finite, then x and &’ cannot both be in two different universes. (To prove this, observe that condition IT
implies [x] C D forsome D € Z, assuming Z # ().) In particular, for an invariant-induced multiverse
, (defined below (2.4)), condition I holds and so the data custodian can release the realised budget ey (1)

without incurring additional privacy loss.

A.3 CONNECTIONS BETWEEN THE INPUT PREMETRIC dy AND THE MUL-
TIVERSE &

If the privacy loss budget ep is constant in D, the effects of the multiverse & can be encoded into a DP spec-
ification using only the input premetric dx. More exactly, by redefining d x we can remove the multiverse

2 without aftecting the DP guarantee, as the following proposition demonstrates.

Proposition A.3.1. Given a DP flavor (X, 9, d x, Dp,), define

0 ifx =4,
diy(x,2) = dx(x,x') elseif there exists D € 2 such thatx, ' € D,

00 otherwise.

Then, for any constant privacy loss budget ep = e,

M(X7@7dX7DPr75'D> = M(Xv {X}7d/X7DPr75'D>-

The notation ep is slightly overloaded in the above proposition. We use it denote both the constant
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function with domain Z in the context of M(X, Z,dx, Dp;,¢p) and also the constant function with
domain { X'} in the context of M (X, {X'},dx, Dpy, ép).

The above proposition shows how to translate a multiverse & into an input premetric dx, provided
that the privacy loss budget is constant. In the other direction, an input premetric may introduce its own

universes. We can do this trivially by setting & to be the set of pairs {x, x’} with finite d x (x, x):

Proposition A.3.2. Given a premetric dx, define

9 = {{x,xl} :x,5 € X such thatdy (x,x') < oo}
Then, for all constant privacy loss budgets ep = e,

M(X,{X},dx, Dpr,ep) = M(X, D,dx, Dy, ep).

More generally,

M(Xa 907anDPr75'D> = M(Xa gladeDPrag’/D’)a

for any multiverse Dy and any budget ep = Dy — [0, 00], where 9y = {DyN'D : Dy € %, D €

2 such that Dy N D # 0} and &), = inf{ep : D € Dy with D' C D}.

The above proposition shows that we can always restrict the DP specification to universes of pairs of
protection objects. However, interpreting the resulting multiverse is not easy because it is possible (and in
practice, quite likely) that the universes overlap. As a result, there are implicit Lipschitz constraints which
are implied by the restricted DP specification g’D,—DP(X , D1, dx, Dp;) but not explicitly encoded in that
specification. For example, suppose there exists x1, x2,x3 € X such that 1) dx (x1,x3) = dx(x1,%2) +

dx(x2,%3) < 00;2)x1 and x; are in some universe D € Z; 3) x; and x5 are in another universe D’ € %;
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but 4) no universe in Z; contains both x; and x3. Then

Dp;(Pyy, Pyy) < max(ep, p )dx (x1,x3), (A.1)

is an implicit Lipschitz condition of E’D,—DP(X , D1, dx, D) (assuming Dy satisfies the triangle inequal-

ity). But this condition is not one of the conditions explicitly set down by this DP specification.

Instead, it is more informative to consider the multiverse which is induced by the invariants of dx. An
invariant-induced multiverse always partition X, so its universes never overlap. (Assuming d x satisfies the
triangle inequality) if the universes in & do not overlap, then there are no implicit Lipschitz conditions
(like (A.1)) hidden in a DP specification ep-DP(X, Z,dx, Dp;). Therefore, examining the multiverse
induced by dx’s invariants provides a clearer protection of how choices of d x can reduce the protection
provided by DP. Proposition A.3.1 showed that d y can encode arbitrary invariants. The following propo-
sition describes the invariants encoded by an arbitrary dx. As such, we see that 4y can reduce the protec-
tion by DP in exactly the same way as invariants. The intuition is that an input premetric d x’s invariants

are given by the connected components of the graph (X', ~) where ~ is the relation defined by:

x~« ifdy(x,x') < oo.

Proposition A.3.3. Given a premetricdx, define the relation ~ by x ~ x' ifdx (x,x") < 0o. Let ~ bethe
symmetric- and transitive-closure of ~. Define the invariant ¢(x) = [x] which sendsx € X toits equivalence

class x| under ~ ;. Then, for all constant privacy loss budgets ep = ¢,

M(X, {X},dx, Do ep) = M(X, D.,dx, Dy, ep).
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More generally,

M(Xa -@07dX7DPr75D) = M(X7 gladX7DPra 5'D)7
for any multiverse Dy and budget ep : Dy — [0,00], where 7y = {Dy ND : Dy € %,,D €

D, such that Dy N D # O} and ¢, = inf{ep : D € Py with D' C D}.

Moreover, suppose that there exists some Dy € D such that one of the connected components of the graph

(Do, ~) is not in Dy. Then Dy # Dy.

The above proposition proves that, more than just trivially inducing universes of size two, the input pre-
metric d x can implicitly induce invariants. Specifically, whenever the graph (X', ~) is not fully connected,

dy induces invariants because

M(Xv {X},dX,DPr,fp) = M(Xv @[7dX7DPra5D)a

with 9, # {X'}. Ifx, «/ are notin the same universe of &, then the DP specification ep-DP(X, { X'}, d v, Dp;)
places no restrictions on Dp, (P, Py), explicitly or implicitly. Hence, the invariants of dx are non-trivial

limitations to the protection provided by ep-DP(X, 2, d x, Dp;).

A.4 CoMMON CHOICES FOR THE INPUT PREMETRIC d y

A direct encoding of many common DP formulations in the literature — including the original Defini-

tion 2.3.1 of Dwork et al. (2006b) — into the equivalent DP specifications would use the following premet-
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ric for d y:

0 ifx=4,

d,(x, %)

. v
1 elseifx ~ &,

oo otherwise,

where the relation 7 on X’ captures some notion of ‘neighboring’ datasets: x <~ &’ if and only if xand #’ are
‘neighbors.” There are multiple different relations 7 used in the DP literature but they are all formalizations
of the following intuitive definition: Datasets x and «’ are neighbors - i.e. x X« —ifxand ¥ differ only
by a single record. Such a definition of a neighboring relation 7 on X requires that X C J;~ , R”, where
R is the set of all theoretically-possible records (and R” is the 7-fold cartesian product of R).

Once R has been fixed, there are two common choices for 7:

A) Bounded DP: x and &’ are neighbors if x and &’ have the same number of records and exactly one

record is different in x as compared to X

x 2 A if |x = || and %|x ox|=1, (for unordered datasets x, x”)
or
x A i |x = || and there exists a unique
7 €11, |x]} such that x; # le-, (for ordered datasets x, x)

(where © is the symmetric set difference).

B) Unbounded DP: x and x’ are neighbors if ' can be formed by adding or subtracting a single record

from x:
7 .
x A iflxox| =1, (for unordered datasets x, ')
or
Ty . . .
x 7 & if there exists some j € {1,. .., max(|x], |x")}
such thatx = x/ﬁ- orx_;=x, (for ordered datasets x, x”)
(where the notation v_; denotes the vector (1, . . ., 051, 9341, . - ., v,,) where the j-th element of v

has been removed).
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In the literature, DP definitions which use 7y, or 7y, are referred to as bounded DP and those which use
Vs OF 7y are called unbounded. These terms arise from the fact that 7, and 7, relates datasets of differing
length while neighbors under 7, and 7, must have the same length. The distinction between bounded and
unbounded DP is important because bounded DP reduces the number of implicitly-comparable datasets
(Definition A.1.1). Reducing the set of implicitly-comparable datasets is equivalent to partitioning the
universes into finer universes and affects inference for both the attacker and the legitimate analyst (Bailie
and Drechsler, 2024; Bailie and Gong, 2023a).

It is also important to distinguish between the neighbor relations for unordered and ordered datasets.

A DP flavor for unordered datasets is stronger than the corresponding flavor for ordered datasets — that is,

M(X7 ‘@7drg;7DPr7ED) C M<X7 97d}"}w7DPr7g'D)

and the same result holds when d,, and d,,, are replaced with d,,, and d,,, respectively. (These results

follow by Proposition 2.4.15.) The other direction does not hold; for example, local DP mechanisms
(such as randomized response) satisfy the ordered DP specification e-DP(X, { X'}, dy,, Dyurr) (for the
appropriate choice of X" and ¢), but they do not satisty the corresponding unordered DP specification
&DP(X,{X'}, dys, Dyurr, ) for any finite ¢ (assuming that X = [ J;2; R”). For this reason, ordered
DP specifications should only be used when the ordering of the dataset is meaningful to an attacker (for
example, if the indices of the dataset are pseudo-identifying, which would imply that, in the counterfactual
scenario where a respondent changes their data, they keep the same index).

A premetric d, built from a relation 7 as in (A.2) can be sharpened to a metric 4} as follows. Here

d;: (x, ) is defined as the length of a shortest path between x and «’ in the graph on X’ with edges given by
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Definition A.4.1. Givenadomain X and arelation 7on X', let the graph G = (V, E) have vertices V' = X

and edges

E={(x,4)c X% | x<«}.

Define d} (x, ) to be the length of a shortest path between x and «’ in G.
More generally, for a premetric dx on X, let the weighted and directed graph G = (V, E, w) have
vertices /= X and edges

E={(x+) € X% |dy(x,«) < 0}

and weights

w(x, &) = dy(x,4).
Define d% (x, x’) be the length of a shortest (weighted and directed) path between x and x” in G.

For example, the metrics for the above neighbor relations 7, 75, 7, and 7, are given by:

A1) The sharpening of d,,  (bounded, unordered neighbors) is the Hamming distance on unordered
datasets:

slvex| ifld = |,

?—IamS(x? X,) = { (A3)

00 otherwise.

A2) The sharpening of d,,, (bounded, ordered neighbors) is the Hamming distance

Ham

C o) = {z;’lﬂ{xf#xé} if | = || =,

00 otherwise.
B1) The sharpening of d,,, (unbounded, unordered neighbors) is the symmetric difference distance:
A pige(, %) =[x © . (A.4)
B2) The sharpening of d,,, (unbounded, ordered neighbors) is

d** (s, ') = min{|I| + |J| : T C {1,...,|¥|},J C {1,...,{x’

Tuv

}7x—] = xL]}v
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(where, for 7 C {1,2,...,|v|}, the notation v_; denotes the vector (v; : 7 ¢ I) where, for every

7 € I, the 7-th element of v has been removed).

The superscript * emphasizes that these distances are defined with respect to a choice of resolution
u. Each choice of resolution # defines a different version of the Hamming distance 4f;, ¢ (and different
versions of iy, , d§,.pigr and ), since the resolution defines the elements of the mulzi-set x and hence
the operation ©. (This also applies for the premetrics 74, 73, 74 and 7, — they are only well-defined up
to the choice the unit, although this is not made explicit in their notation.) In this article, this distinction

is important since we use dil .ms and dl’H .ms for persons and household records.

Under mild assumptions, we have that
M(X7 {X}a dm DPHE) = M(Xv {X}7d:7DPr7E)7

if and only if Dp, is a metric (Bailie et al., 2025a). That is, one can equivalent use d, or the associated
metric d; whenever Dp; is a metric. Therefore, while a direct encoding of a typical DP formulation would
set d y to be the premetric d, as in (A.2), the sharpening & could also be used (as long as Dp, is a metric).
(Another corollary of this result is that group privacy with linear decrease in privacy loss is equivalent to

Dp, being a metric (Bailie et al., 2025a).)

Another common choice of d y is to encode invariants, or more generally, to encode the multiverse: For

any DP specification ep-DP(X, &, d x, Dp,) where the budget ép = ¢ is constant in D,

M(Xa‘@7dX7DPr7E'D) = M<X7 {X}ad?ﬁDPhg)a
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where

dx(x,x') ifthereexists D € 9 withx,x € D,
d@( N
X x7x)

00 otherwise.

Thus, the actual advantages of the multiverse & are that 1) it allows for the possibility of having different
privacy budgets for different universes (as in Bun et al. (2022) and Seeman et al. (2023)); 2) because & and
dyx perform separate functions (as the scope of protection and the unit of protection respectively), it is
more explainable and interpretable to keep these functions separate. Setting aside these two advantages,
one can always encode the function of the multiverse & using only the input premetric dx when ep is
constant.

In the other direction, having unconnected protection objects x,x’ € X (such as in bounded DP)
is equivalent to employing a non-totally-vacuous multiverse. (Given a DP flavor (X, Z,dx, Dp;), two
protection objects x,x’ € X are unconnected if d*, (x,x') = 0o or d’ (¥, x) = oo (here d is given in
Definition A.4.1); and a multiverse is fotally-vacuous if for all distinct x # &’ € X, there exists a universe

D € 2 withx,x’ € D.) This is demonstrated by the following proposition:

Proposition A.4.2. Given a DP specification ep-DP(X, 9, dx, Dpy),

M(Xv @,d}(,DPr,E’D) — M(Xa @l‘vdX)DPngD)a

fori=1,2where 7, ={DN|x] : D€ D,x€ X} and D, = {{x,¥'} : x,x € X withx' € [x]}.

D' is non-totally-vacuous whenever there are unconnected protection objects. In particular, when
9 = {X}then 2 = {[x] : x € X}. In bounded DP, [«] is all datasets with the same number of

records as x. Hence, bounded DP is equivalent to using the number of records as an invariant.
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A.s THE PosT-PROCESSING AND COMPOSITION MECHANISMS

Definition A.5.1. Given a DP flavor (X', Z,dx, Dp;), a data-release mechanism (T X xU =T,
(U , ZFu,P(U € )), {97[9-6] bee X) and a function f : T — T, the post-processing mechanism is a data-

release mechanism consisting of
1. the functionfo 7': X x U — T
2. the probability space (Z/{ ,Fu,P(U € )) inherited from 73 and

3. for each connected component [x], the o-algebra

FH = {SC T FYS) € 9;4}.

8

Note that the s-algebra %\7[-, of the post-processed mechanism is the largest o-algebra such that f'is

]

measurable with respect to the o-algebra 9}[9-6 of the mechanism 7.

For post-processing with a randomised function f: 7 xU’ — T, the post-processing mechanism con-
sists of the function A 7(x, U), U'); the probability space (U xU', F1,®.F 1, P) where P is the product of
the probability measures of the seeds Uand U'; and the s-algebras 97[“3 = {S cT :fFUS) e 34#6 o 2 }

As described in Section 2.5, immunity to randomized post-processing is implied by immunity to non-

randomized post-processing, assuming that we can compose the post-processing function’s random seed

without additional privacy loss. We now formalize this idea.

Definition A.s.2. Dp, is invariant to extraneous noise if Dp,(P; x Q, P2 x Q) = Dp,(Py, P5) for all

P1,P2 € Pig, #)andall Q € Pqo g+,

Invariance to extraneous noise can be thought of as the composition of two data-release mechanisms in

the special case where one mechanism is constant in x and so has zero privacy loss.
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Proposition A.s5.3. Suppose that Dy, is invariant to extraneous noise. Then a DP flavor (X, 2, dx, Dp;)
is immune to randomised post-processing if and only if (X, D, d x , Dy, ) is immune to non-randomised post-

processing.

Corollary A.s.4. Fix a probability premetric Dp,. The DP flavor (X, 2,dx, Dp;) is immune to ran-

domised post-processing for all X , 9 and d x if and only if
Dp,(Py1, P2) > Dpe(f(P1 x Q), /4 (P2 X Q)), (A.s)

Sforall Py, Py € 73(079), allQ € P(Q/y/) and all measurable f: Qp x Qy — T.

Now we will define the composition of two data-release mechanisms, 77 and 75, which have the seeds U;
and U, respectively. It is possible that U; and U, are not independent. Such behavior arises for Pufferfish
data-release mechanisms, since they share the same data-generating step (Kifer and Machanavajjhala, 2014).
More generally, U; and U, are not independent whenever 77 and 75 share some steps of the data life cycle
in common - for example, when 77 (x, U;) and 75(x, U>) are outputs of the same sample drawn from the
population x (Bailie and Drechsler, 2024).

In these situations, the distribution of the composition 7" = (77, 7>) does not factor as the product
of 77 and T7’s distributions. To specify the distribution of 7, we need to know the joint distribution
of Uy and Us. It is not sufficient to know only the data-release mechanisms 77, 75 and their (marginal)
probability distributions P,(77 € -),Py(7> € -), we need additional information specifying how they

interact. This discussion motivates the following definition:
Definition A.s.s. Given a DP flavor (X', Z,dx, Dp;), two data release mechanisms
(73 s X x th = T, (U, T, P(UL € ) AP hue ),
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(72 & Xt = T, (Ua, Py, P(Us € ) { P Yaet )

and the joint distribution P(U; € -, U, € -) of the seeds associated with 77 and 75, the composition
mechanism is the data-release mechanism consisting of

1. the function 7'= (71, T) defined as

Xlx (Z/{l XZ/[Z)—>7I><7E
(x7 (”17”2)) — (Tl(x, ul)a TZ(xa %2))7

2. the probability space
(Lll X Zx{z, yul X yz,[z, P((]l S ‘y U2 (S )),
and

3. for each connected component [x], the product o-algebra ﬂ%] ® 357[3-;].

A.6 BrackweLL’s THEOREM AND POST-PROCESSING

This appendix briefly reviews and builds on some of the results in Dong et al. (2022) and Su (2024).
Given two probabilities P, Q € P #) and some data X € Q, consider testing Hy : X ~ P versus

Hy : X ~ Q. A decision rule for this hypothesis test is a measurable function ¢ : Q — [0, 1] which

specifies the probability @(x) of rejecting the null upon observing X = x. Its size and power are given by

Exp[p(X)] and Ex.q[@(X)] respectively.
Definition A.6.1. For P,Q € P(q, #), the tradeoff function Tr(P, Q) : [0,1] — [0, 1] is defined as

Tr(P, Q) () = Sgp{EmQ [p(0)] : Explp(X)] < 2},
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where the supremum is over all level-a decision rules ¢ for the hypothesis test Hy : X ~ P versus Ay : X ~

Q.

Let F7; be the set of functions /: [0,1] — [0, 1] which are continuous, concave, non-decreasing and
which satisfy fla) > aforalla € [0,1]. Proposition 1 of Dong et al. (2022) proves that F; is the set of

all tradeoff functions:
Fr, ={Tr(P,Q) : P,Q € P(q z) forany (Q,.F)}.
Given f, g € Fry, we write f < gif fla) < g(a) foralla € [0, 1].

Theorem A.6.2 (Blackwell (1953); Kairouz et al. (2017); Dong et al. (2022)). For P,Q € P(q 7) and
P, Q" € Pq, gv), the following statements are equivalent:
1. Tr(P,Q) = Tr(P', Q).

2. There exists a Markov kernel x such thatP' = x o Pand Q' = x o Q.

In the language of DP, the Markov kernel « is a (generalisation of a) randomised post-processing func-
tion.”

We can also use this idea to create new probability premetrics which satisfy post-processing:

*Formally, given a probability P € P(q, #), a measurable space (Q',.F") and a Markov kernel x : F' x Q —
[0, 1], define the probability measure x o P € P(q: 1) by

(ko P)(S) = /Q;c(S,a))dP(w),

forall S € .F'.
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Proposition A.6.3. Let A : Fp — R be a function of tradeoff functions. Define 1, : Fr — R by
A2(g) = Ag) — Af) where fla) = a. Then Ay o Tr is a probability premetric satisfying invariant to

extraneous noise and 5.z if and only if A is non-decreasing.

A.7 PRrROOFs

Proof of Proposition 2.4.11. T is constant within the universes D. Therefore Dp,(Py, Py) = 0 for all
x,x' € D. This proves the first half of the Proposition. To prove the second half, observe that Dp,(P,,, Py,) =

oo butdy (x1,x2) < o0. O

Proof of Proposition 2.4.12. This proposition relies on the metric axiom Dp(P,Q) > 0if P # Q. This

implies Dp(Py,, Py,) > 0. O

Lemma A.7.1. Given two DP specifications ep-DP(X, 9D ,dx, Dp;) and ép,-DP(X, 9',dx, Dp,), sup-
pose that, for all D' € 9" and all & > 0, there exists D € D such that D' C D and ep < &p + 9.
Then

M(X,2,dx, Dy, ep) C M(X, 2’ dx, Do, épy).

Proof. Suppose that T € M(X,2,dx,Dp,ep). Let D' € 2" and & > 0. Suppose x,x' € D'. By

assumption, there exists D € Z such that D' C Dand

Dp (P, Py) < epdy(x,x') < (¢pr + d)dx(x,x).

Since Dp;(Py, Py) < (¢ + 8)dx (x,«’) holds for all > 0, it follows that Dy, (Py, Py) < & dx (x,4/).

This proves 7' € M(X, 2',dx, Dy, p). O
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Proof of Proposition 2.4.13. Because 2’ is a refinement of 7, the assumption of Lemma A.7.1 holds for

both choices of the budgets ep and ¢7,,. The results then follow by this lemma. O

Proof of Proposition 2.4.15. Suppose T € M(X, P ,dx, Dy, ep). Letx,x' € D € 9. Then
DPr(qu Px’) < ngX(xa X/) < EDd/X(x’ x/)/l

The second half of the proposition follows analogously. O

Proof of Proposition 2.5.3. “<=": Suppose T and T satisfy (X, Z,dx, Dp;) with budgets 5%) and eg)

respectively. Let U; and U, be the seeds of 77 and T respectively. We may assume that U; and U, are

independent. Then, forany x,x’ € Dandany D € 2,

Dy [P:((T1, T2) € ), Pu (71, T2) € -)] = Dpc[Ps(T1 € ) x Pu(T2 € +), Py (T1 € ) x Py (T2 € +)]
< Dy [Po(Ty € ), Pu(Th € -)] + Dy [Pu(T € +), Py (T3 € 1]

< (E(Dl) + Eg))d;((x, ),

where the first line follows since U; and U, are independent; the second by (2.10); and the third because
71 and T are DP.

“=7":Set X = {x1,x2} and Z = {X'}. Define the premetric dy by dx (x1,x2) = land dx (x2,x1) =
00. Define the mechanism 77 : X x U — QbyP,, (71 € -) = Pand P,,(7; € ) = Q. Similarly define
Th: X xU — Q'byPy (15 € -) =P and Py, (7> € -) = Q/, with the seed of 75 independent of the
seed of 77.

T and Ty satisfy (X, 2, dx, Dp) with 55? = Dp,(P,Q) and efé) = Dp(P’, Q) respectively. By
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assumption (77, T3 ) also satisfies (X', Z,dx, Dp,) with gg) + 553). Then

Dp(Px P,Qx Q) =Dy [P:((T1, T2) € ), P ((T1, T2) € -]

O]

<) 10

+ey

:DPr(PyQ) +DPr(P/7QI)‘ O

Proof of Proposition 2.5.4. “<=”: Suppose that (2.11) holds for all P,Q € P(q #) and all measurable
f:(Q,Z) = (Q,F). Let T: X x U — Qsatisty ep-DP(X, Z,dx, Dp;). Since Py(fo T' € S) =

S P(T € )](S),
Dpi[Pu(fo T € -),Pu(fo T € )] < Dp[P(T € -),Pu(T € )] < epdy(x,),

forallx,x’ € DandallD € 2. Hence fo T'satisfies ep-DP(X, Z,d x, Dp;).
“=7":Set X = {x1,x2} and Z = {X'}. Define the premetric dx by dx (x1,x2) = land dx (x2,x1) =
00. Define the mechanism 7: X x U — Qby P, (T € -) = Pand P,,(7 € -) = Q. Then T'satisfies

ep-DP(X, D,dx, Dp;) withexy = Dp (P, Q) and hence
D [f+(P), £+(Q)] = Dpc [Py, (o T), Py (fo T)| < exdx(x1,x2) = Dp(P, Q). O

Proof of Proposition A.2.1. Suppose that f{x) isafunction of [x]. Let D € Zandx,x’ € D. lfdy(x,x') =
0o then the Lipschitz condition (2.3) is satisfied with ep = 0. Otherwise, ¥’ € [x] so that Ax’) = Ax).
This implies Dp,(Py, Pv) = 0 so that(2.3) is again satisfied with ep = 0. This proves fsatisfies ep-DP(X’,
9,dx, Dp,) with zero privacy loss.

In the other direction, suppose that f'satisfies ep-DP(X, Z, dx, Dp;) withep < oco. Letx,x’ € X

with x € [+']. We will show that flx) = f{x’) by induction. Let G be the graph with nodes X’ and edges
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(x1,x2) if %1 and x, are explicitly comparable (Definition A.1.1). Since x € [/], there exists a finite path
P = (x=2x,%,%3,...,%—1,%, = x') of distinct nodes in G from x to x’.

Now we proceed with the proof by induction on 7. The base case is trivial: f{lx) = f{x). For the step
case, assume f{x,—1) = f(x) so that, in order to prove flx) = f{x’) it suffices to show Ax') = Ax,—1).
Because x,,—; and &’ = x,, are explicitly comparable, there must exist some D € Z such thatx,_;,x' €
D. Moreover, dy(x,—1,x") < o0 ordy(x',x,—1) < o0o. By the Lipschitz condition 2.3, this implies
Dp,(Py, ,, Py) or Dp(Py, Py, ) is also finite. Hence drv(Py, ,, Pv) < 1. But Py, | is a point mass at

Axy—1). Thus Ax,—1) = A). O

Proof of Corollary A.z.2. Clearly f{x) is a function of [x]. Using the reasoning in the proof of Proposi-

tion A.2.1, this implies f{x) satisfies ¢;,-DP(X, 2, dx, Dp;) with &, = 0. O

Proof of Proposition 4.3.1. Supposethat T € M(X,Z,dx, Dp;, ep), whereep = ¢isa constant privacy

loss budget, and let x, &’ € X. There are three cases:
1. Supposex = «’. Then Dp,(Py, P,) = 0 = ed’y (x,x/).

2. Supposex # x but there exists some data universe D € Z such thatx, x’ € D. Thened'y (x,4') =
edx(x,x') > Dp;(Py, Py).

3. Supposex # x' and there does not exist a universe D € Z such thatx,x’ € D. Thened’y (x, %) =
o0 > DPr<Px) Px’)

This proves '€ M(X,{X},d"y, Dp;,ep).
Now suppose that 7€ M(X, {X}, d/X, Dy, ep), again with a constant privacy loss budget ep = «.

LetD € P andx, 4’ € D. Then

edx (x,x") = ed’y (x,x") > Dp(Py, Py).

This proves 7' € M(X, Z,dx, Dy, ep). O
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Proof of Proposition A.3.2. Since 9 is a refinement of %, one direction
M(Xa @0) an DPra £D) C M(Xv @la dXv DPH ng’))

is immediate by Proposition 2.4.13. In the other direction, suppose " € M(X, Z;,dx, Dy, ¢p, ) and
let x,x’ € Dy for some Dy € Y. If dx(x,x') = o0, then the Lipschitz condition (2.3) holds trivially.

Otherwise, {x,x'} € 2 and hence {x,+'} N Dy € Z. Thus,
DPr(Px7 Px’) S 5/{x7x/}m'D0dX(X, X/) S £D0dX(x, x/).

This proves '€ M(X, Zy,dx, Dpr,ép). O

Proof of Proposition A.3.3. Asinthe proof of Proposition A.3.2, one direction follows by Proposition 2.4.13.
In the other direction, suppose that T € M(X, 21, dx, D, €7, ) and let x, 5’ € Dy for some Dy € P.

If dx(x,x’) = oo, then the Lipschitz condition (2.3) holds trivially. Otherwise, [x] = [«] so that

D,(x) = D.(¥') € ,. Then
DPr(an Px’) S EfDoﬂD((x)dX(x7 x,) S 5'D0dX(x7 x/)7

where the first inequality follows by noting thatx, ¥’ € Dy N D,(x) € Zyand T '€ M(X, Z,dx, Dy,

¢p) and the second by the definition of ¢/,

To prove the last part of the proposition, observe that the connected components of the graph (Do, ~,;)
are exactly the equivalence classes of ~, when restricting ~, to Dy — that is, the equivalence classes of
~q N(Dy x Dy). But by definition, the set of these equivalence classes is

{DoND:D € P, suchthat Dy ND # (}.
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Hence, this set is not in % iff the connected components of (D, ~;) are not in %, (assuming that Dy #
(). Therefore, 7y # P iff there exists Dy € %, such that one of its connected components is not in %

(assuming that ) ¢ ). O

Proof of Proposition A.5.3. One direction (from randomised post-processing to non-randomised post-processing)
is trivial. In the other direction, let 7: X XU — T be a data-release mechanism which satisfies ep-DP (X,
9,dx, Dyp;) forsome ep andlet f: T x U’ — T be a randomised function. Denote the random seeds
of T'and fby Uand U’ respectively. The law of A 7(x, U), U') is equal to i (P(7 € ) x P(U' € -)).

Therefore,

Dy [Pu(fiT(x, U), U) € ), P (AT, U), V)]
= D[/ (PT € ) x P(U €)).fu(Pu(T € ) x P(U € 1))
< Dpr [Px(Te VX P(U € ),Pu(Te ) x P(U € -)}

= Dp[P(T € -),Pu(T € )],

where the first inequality follows by non-randomised post-processing and the second because Dy, is invari-

ant to extraneous noise. ]

Lemma A.7.2. Fix a probability premetric Dp,. Suppose that, for all X , 9 and d x, the DP flavor (X, 2,

dy, Dpr) is immune to randomised post-processing. Then Dy, is invariant to extraneous noise.

Proof. LetPy,P; € Piq 7)and Q € P(o/ 7). Set X = {x1, %2} and ¥ = {X'}. Define the premetric
dy by dx(x1,%2) = land dx(x2,%1) = 00. Define the mechanism 7' : X x U — Q x Q' by
Po(T € -) = Py x Qand P,,(7T € ) = P, x Q. Then T satisfies ep-DP(X, Z,d x, Dp,) with

ex = Dpi(P1 X Q, P2 X Q). Define the projection flw, &) = w. Since fis (non-random) post-processing,
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fo T'must also satisfy ep-DP(X, &, d x, Dp,) with the same privacy loss budget. Hence
Dy (P1,P2) = Dpe(Pyy (fo T € +), Py (fo TE€ +)) < ex.

This proves Dp;(P1,P2) < Dp(P1 x Q,P2 x Q). For the opposite inequality, define the mechanism
7" : X xU — QbyP,(T € ) = Pyand P,(7 € ) = P,. Then 7 satisfies ep-DP(X, 2,
dx,Dp;) with ex = Dp(Py1,P2). Let flt,U') = (¢, U') be the identity function on 7 x Q' where
U ~ Q. Now fis random post-processing, so /|7 (x, U), U'| must again satisfy ep-DP(X, 2, dx, Dp;)

where ¢ = Dp,(Py, P2). Hence

Dpr(Pl X Q, P2 X Q) = Dp; [le(ﬂT(xl, (]), U] S '), sz (ﬂT(xz, (]), U,] S )} < eéy.

This proves Dp,(P; X Q, P2 x Q) < Dp,(Py, P2). M

Proof of Corollary A.5.4. By Lemma A.7.2 and Propositions A.s.3 and 2.5.4, the DP flavor (X, 2, d v,
Dp,) is immune to randomised post-processing for all X', 2 and d  if and only if the following two con-

ditions hold:

1. Dp, is invariant to extraneous noise; and

2. Dp; satisfies (2.11) (for all P, Q and f).

Thus, all we must prove is that Dy, satisfies (A.s) (for all Py, P, all Q and all /) if and only if the above
two conditions hold. In one direction, clearly (A.s) implies (2.11). Further, by setting fin (A.s) to be the
identity map, we get

Dp,(P1,P2) > Dp(Py x Q,P2 x Q),

and by setting fto be the projection map onto the first coordinate

Dypi(P1 % QP2 x Q) > Dp(f5(P1 x Q x @), (P2 x Q x Q') = Dp(P1, P2).
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This proves that (A.s) implies Dp, is invariant to extraneous noise.

In the other direction, suppose that Dp, is invariant to extraneous noise and satisfies (2.11). Then

Dy (P1,P2) = Dpe(P1 x Q,P2 x Q) = D [£i(P1 x Q), /(P2 x Q)].

This proves that Dp; satisfies A.s.
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Appendices to Chapter 3

B.1 BACKGROUND ON DATA SWAPPING

Invented by Dalenius and Reiss [1978; 1982] and further expanded upon by Fienberg and McIntyre
[2004], data swapping (also called record swapping, particularly in Europe) refers to a family of SDC meth-
ods which select some subset of records and permute the values these records take for a subset of variables.
These methods differ on which variables are swapped, how records are selected to be swapped, and how the
interchanging of the values of the swapping variables between the selected records is conducted. (See (De-
Persio et al., 2012; Kim, 2015; Shlomo et al., 2010; Fienberg and McIntyre, 2004) for examples of different
data swapping methods.) Traditionally, claims of SDC protection provided by swapping methods have
been based on the intuition that a successful disclosure requires linking inferred information about a sezsi-
tive variable to an individual entity using some guasi-identifying variables. By sensitive variable, we mean

avariable that is plausibly of interest to an attacker — for example, a person’s race or a household’s income.

328



Learning the value of a sensitive variable for an individual record may not be problematic on its own since
the attacker does not know to whom the record belongs. Thus, an attacker has two goals: 1) to infer the
value of a sensitive variable for an individual record and 2)) to determine, using quasi-identifying variables,
the individual entity associated with that record. Since the sensitive variable and the quasi-identifiers must
belong to the same record, the attacker needs to infer them jointly. The idea behind data swapping is to
hinder such joint inference by randomly permuting the records’ quasi-identifiers while keeping the sensi-
tive variables fixed (or visa versa). In this way, there are multiple plausible values for the original dataset
which are compatible with the swapped dataset — thereby adding uncertainty to the relationship between

any record’s sensitive variables and its quasi-identifiers.

Itis important to emphasize that the above discussion is only an intuitive justification for data swapping.
A major motivation for this paper is to supplement such intuitive arguments with mathematical SDC guar-
antees. Some such guarantees are provided by the PSA’s DP specification. In fact, Theorem 3.2.4 can be
interpreted as a formalization of the above intuitive argument because it provides a bound on how plausi-
ble the true confidential dataset is compared to other compatible datasets. This bound ensures a degree of
uncertainty in the relationship between Vsyap and Violg \ Vswap- Taking Vsyap to be the quasi-identifiers
and Violq \ Vswap the sensitive variables (or visa versa), this recovers the above argument. However, theoret-
ically any set of variables can function as quasi-identifiers, depending on the attacker’s auxiliary knowledge
and the context of the data collection (see e.g. Sweeney (2000, 2002); Machanavajjhala et al. (2007); Co-
hen (2022)). Assuch, arguments that rely on knowing what variables are quasi-identifiers may have limited

utility outside the scope of context-specific SDC analyses.

Data swapping is widely utilized — typically in combination with other SDC methods — by statistical
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offices across the globe. As we remark in the main body of this paper, it has been used and studied exten-
sively by the USCB (McKenna and Haubach, 2019; Steel and Zayatz, 2003; Zayatz et al., 20105 Zayatz,
2007; Lauger et al., 2014; Lemons et al.,, 2015). The Office for National Statistics (ONS) of the United
Kingdom (UK) has employed it for their 2001, 2011 and 2021 Censuses (Spicer, 2020; Office for National
Statistics, 2023; Shlomo et al., 2010). Itis one of the two protection methods recommended by Eurostat’s
Centre of Excellence on Statistical Disclosure Control (Glessing and Schulte Nordholt, 2017) and was used
(or is intended to be used) for protecting census data by 15 of 30 European Union states surveyed by de
Vries et al. (2023). The Australian Bureau of Statistics uses it as one of their primary SDC methods for
releasing microdata (Australian Bureau of Statistics, 2021b). And it has been explored as a method for
protecting the Japanese Population Census (Ito and Hoshino, 2014).

While we largely focuses on the swapping procedure used in the 2010 US Census, much of this paper
also applies to other statistical agencies, especially when their swapping mechanisms are similar to the US
2010 Census DAS. In particularly, the ONS’s Targeted Record Swapping (UK Statistics Authority, 2021)
closely aligns with the procedure used in the 2010 US Census and hence this work is also relevant for the

2021 UK Census.

B.2 OTHER RELATED WORK

In this appendix, we briefly review some related work which was not covered in the main body of this paper.
Firstly, there is existing literature examining DP under invariants. One branch of this literature develops
DP mechanisms which report invariants without noise. In addition to the USCB’s work on the TDA
(Abowd et al., 2022a), other papers in this branch include Gong and Meng (2020); Gao et al. (2022) and

Dharangutte etal. (2023). Asinvariants can be viewed from an attacker’s perspective as background knowl-
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edge, work addressing how to incorporating this knowledge into DP (Kifer and Machanavajjhala, 2014;
He et al., 2014; Kifer and Machanavajjhala, 20115 Desfontaines et al., 2020) is also relevant. In particular,
Seeman et al. (2022) applies the Pufferfish privacy framework to construct a DP formulation which can
handle invariants, although with the additional complication that the data must be modeled. Although
not specifically addressing invariant-respecting DP, Protivash et al. (2022) demonstrates that related DP
formulations — which, like invariants, also restrict the data universes — may not provide sufficient SDC.
More recent work on invariants includes Cho and Awan (2024).

There is also related work studying SDC for the US Decennial Census. Ashmead et al. (2019) and
Kifer et al. (2022) describe DP semantics for the 2020 Census, with the former focusing on the impact of
invariants. Abowd et al. (2023) examines the 2010 DAS, using a reconstruction attack to demonstrate that
aggregation did not provide SDC, as has traditionally been assumed. Christ et al. (2022) compares data
swapping with standard e-DP mechanisms. And the paper which first proposed data swapping (Dalenius
and Reiss, 1982) includes theoretical justification for the SDC provided by data swapping, which was
reviewed by Fienberg and McIntyre (2004).

For a review of literature related to the system of DP specifications introduced in Part I, see Subsec-

tion 2.3.2.

B.3 PrROOF OF THEOREM 3.2.4

In this appendix, we prove that Algorithm 3.2.1 (the PSA) satisfies ep-DP (X, @[Swap, A} 1ams> PMurr) for
the value of ep givenin Theorem 3.2.4. Assume throughout this appendix the conditions of Theorem 3.2.4:

thatall x € X’ share a common set of variables, partitioned into subsets Vswap and Vpolg; and that the PSA

H /a
swaps records at the same resolution as dfy, .
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By Proposition 1, we may also assume that there is exactly one matching variable, one non-matching
holding variable and one swapping variable. For ease of exposition, we assume that each of these variables
can take on a finite number of values, which we denoteby m = 1,..., Mandh = 1,...,Hands =

1,...,S respectively, although the proof immediately generalizes beyond this assumption. Recall that

X

7 b

is the count of records in x which take the value (72, b, s). Replacing a category 7, b, s with - denotes
amarginal count — for example, 77, . = 22{:1 7 We will drop x in the superscript and - in the subscript
when this does not cause ambiguity.

Write (M7, H, S¥) for the 7-th record in x, so that we can write x as the vector [(M;, H;, S;)]%_;, where
n = n*. = |x| is the number of records in x. With this notation, n* , = >" | Lag=mlpr—plsi=.

Let £](x, ") be the ¢;-distance on the interior cells of the fully-saturated contingency table

r AN X X
gl(xﬂx) T Z‘nmlﬂ = Ponbs|-

m,h,s

LemmaB.3.1. {[(x,') = 2d};, (%, &) if |x| = |¥/].

Lemma B.3.2. Dyyir 25 a metric on the space of a.e. equal random variables (over the same probability

space T).

Proof. Tt is easy to see that Dyfyrr is symmetric and Dyiyrr (X, ¥) = 0if and only if X = Ya.e. All that

remains is to verify the triangle inequality. Let { £, } C F such that

P(X e E,)

— D X,z
P(ZGEn) MULT( b )7

In

as 7 — 00. Then

In

< [n[P(X € E,)] — n[P(Y € E,)]| + |In[P(Y € E,)] — n[P(Z € E,)]|

P(X € E,)
(Z € E,)

n
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S DMULT(X7 Y) + DMULT(YaZ)- 0

Recall that 7, is the random perturbation sampled by the PSA which deranges the selected records in
matching stratum 7. Let o be the permutation defined by () = g, (7). Since 75, fixes  whenever 1, #
m, itis the case thats = op0- - -00. (Note that 7is a random function of the input dataset x, although we
leave this dependence implicit.) For a permutation g, write g(x) as shorthand for the dataset in which the
the values of the swapping variables have been permuted according to g. That s, if x = [(M;, H;, S;)|%,
then g(x) = [(M;, H;, Sy(r))]7=;- Givenan input dataset x, the swapped dataset o(x) generated by the PSA
is denoted by Z.

Let P, denote the probability induced by the randomness in the PSA (i.e. the randomness in selecting
records and in sampling the permutation ¢), taking the input dataset x as fixed. Recall that the output of

the PSA is the fully saturated contingency table C(Z) = [}’lJZkl]

Lemma B.3.3. Ifxand x' differ only by reordering of rows (i.e. djy, s(x,x") = 0), then

am$S

Do [P:(C(2)), Pu (C(2))] = 0.

Proof. The contingency table [#Z, | is invariant to reordering of rows of Z. Thus P,(C(Z)) = Py (C(2)).

O

Lemma B.3.4. Fixsome data universe D € D,

and some x,x' € Dwithdyy, (x,x') = A. Then there

exists a permutation p which fixes exactly n — A records such that C(p(x)) = C(x').

Proof. Wehave that A < oo since the invariants CSwap imply that all datasets in D have the same number of

records. Hence the symmetric difference x © x’ contain 2A records, with A records from x and A records
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from «’. Denote the records in x © x” which come from x by x( and the records from x’ by x}), so that x & «’

is the disjoint union of xo and x{,.

Without loss of generality, we may assume that there is a single matching category (M = 1). (If there
is more than one matching category, apply the following argument to each category separately.) Then the

dataset x (disregarding the order of the records) can be represented as the matrix C(x) = [z ].

We will need the following result () whose proof is straightforward: For any x”,x” € X, the matrix

C(¥") — C(") = [n},

11 . .
. — 1, | has zero row-and column-sums if and only if " € Dy, («""). Moreover,

¥ € Dy () implies ¥ € Doy (W) and C") — C(#7) = () — C).
By the above result (), the marginal counts of xy and x{, agree: 7, = nze and 7} = nfg’ forall hand
5. But the interior cells disagree: if #;) > 0 then n;zé = 0 (and visa versa, swapping xo and x{,). Further

C(xo) — C(«) has positive entries which sum to A and negative entries which sum to —A, and zero row-

and column-sums.

By construction of xp and x4y, if we can permute xp to produce 4, then we can use the same permutation
to produce x" from x (up to reordering of records). Critically, permutations of xy can only derange A
records (since there are only A records in x) and indeed must derange A records to produce x;, (since there
are no records in common between xg and x}y). Therefore we have reduced the problem: we need to find

a permutation p (regardless of the number of records it fixes) such that C(p(xp)) = C(x5)).

We construct this permutation p by induction on A = df;, o(x,") = dfy,.s(%0, ). There are two
base cases: The case A = 1 is vacuous since djy, o(x,5) = 1implies that x, " are not in the same data
universe. Why? If 1 (x,x’) = 2 then C(x) — C(+’) only has one or two non-zero cells. But this implies

C(x) — C(x') has a row or column with non-zero sum.
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For A = 2, the result () implies that the 2 x 2 top-left submatrix of 4 = C(x) — C(«}) looks like

1 -1
Aio12 = ;
-1 1
(up to re-ordering of rows and columns). Therefore, (up to reordering of records) xy and xj, differ by a

single swap: if b, /', s, s’ are indices such that 4, = 4,y = 1 then define p to be the swap of the records

(k,1) and (k',7') in xp. We have C(p(x))) = C(x) as desired.

This completes the base cases. Now we will prove the induction step. By (), we can always re-order the

rows and columns of 4 = C(xp) — C(x) such that the 2 X 2 top-left submatrix looks like

Ay Ap
A1:2,1:2 = )
Ay A
with 411,425 > 0and 4 < 0. Define x; by swapping the records (1,1) and (2, 2) in x9. Then the

top-left submatrix of 4’ = C(x1) — C(x) looks like

) Ay —1 Ap+1
Ay = ’
An+1 Ap—1
and the rest of A4’ is the same as 4. If 415 < 0 then £} (xy,x)) = ¢1(A") = 61(A4) — 4. If A2 > 0 then
t,(A4") = £1(4) — 2. In both cases, we can use the induction hypothesis to give us a permutation p, of x;

which produces x{, (up to reordering of records). Define the permutation p as the composition of p, with

the swap of (1,1) and (2, 2). Then C(p(x9)) = C(x) as desired. O

Proof of Theorem 3.2.4. Fix x and &’ in the same data universe D € %, Let A = dfy, o(x,2'). We

Swap *
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need to prove that Dypyrr [Py(C(Z2)), Py (C(Z))] < Aep or equivalently
P.[C(o(x)) = C(2)] < exp(Aep)Pu [Clo(x)) = C(z)],

for all possible swapped datasets z, where the probability is over the random permutation ¢ sampled by
the PSA. Since the output C(Z) does not depend on the ordering of the records in the input x, we may
without loss of generality reorder the records in x’. Hence, there exists a permutation p which fixes exactly
n — A records such that p(x’) = x by Lemma B.3.4.

Since
P.[Clo(x)) = C(2)] = > Pe[o(x) = 2],

where the sum is over datasets 2’ with dj;, (2, 2") = 0, it suffices to show
P.lo(x) = 2] < exp(Aep)Py [o(x) = 2], (B.2)

for all possible swapped datasets z.

Recall
b = max{0, 7,,.. | there are two records with different values in matching stratum 7} .

If b = 0, then x and &’ only differ by reordering of rows and hence ¢p = 0 satisfies the DP condition (B.2)
by Lemma B.3.3. Having taken care of the case & = 0, from herein we may assume 4 > 2. (The case b = 1
is not possible.)

If p € {0,1} then ¢p = 00 and the DP condition (B.2) holds vacuously.

All that remains is to prove (B.2) holds in the case where 0 < p < 1. Since x and " themselves differ

e permutation p, we can permute x to produce z if and only if we can permute x’ to produce z. us,
by the permutation p permute x to prod fand only if permute &’ to prod Th
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either P, (o(x) = z) and Py (o(x’) = z) are both zero, or they are both non-zero. We need only focus on

the case where both probabilities are non-zero.

Recall that any permutation ¢ selected with non-zero probability by the PSA can be decomposed as
o = oM © ... 0 agy, where g, will leave any unit 7 with matching category M, # m fixed. Write x,, for

the records of x with M; = m. Because we perform random selection and permutation independently for

each stratum mz,

Puo(x) =2)  TIoLi Pe(om(wn)

= Zm)
Pe(o(d) =2)  [IM, Pu(om(,) = 2m)
Thus, to prove (B.2) it suffices to show
Pv(o'm (xm) = Zm
< Aep), B.

for all m where A, = djy, . s(%m, x),,).

Fix some . For notation simplicity, whenever it is not essential to indicate the role of 72, we will drop

the subscript 7 from herein (until the end when we need to optimize over 72). (This is the same as assuming

VMatch is empty.)

Let Gy, = {permutationg : g(x) = z}. We use the notation g instead of ¢ to emphasise that g is

not random, while the permutation & chosen by Algorithm 3.2.1 is random. There is a bijection between
Gy—z and Gy _,, given by g — ¢ o p. Since
we will prove (B.3) by showing

P.(c=g) < exp(Aep)Pu (s = gop),
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forallg € G,,. (Note that this may not obtain the best possible bound for specific x and «/, but it is

mathematically easier to bound Py(¢ = ¢) /P (¢ = g 0 p) than bound the desired ratio

2. Pdlo=g)

gEGx—>z
>, Pule=gop)

gEGx—)z

directly. Yet in the case where G,_; and G,/_,, are singletons, this approach gives tight bounds.)

Let k, be the number of records (in category 72) which were deranged (i.e. not fixed) by g and let d()

denote the £-th derangement number (i.e. the number of derangements of size k):

=kd(k—1)+ (-1  fork>0. (B.4)

Fixg € G,;andg = gop. Wenow compute P,(s = g). The permutation ¢ is sampled in Algorithm
3.2.1 via a two-step procedure. Firstly records are independent selected for derangement with probability
p- Suppose that ¢ deranges records {1, . .., 7, }. Since we disallow the possibility of selecting only one

record,

Pl —p)

— P (exactly 1 record selected)

P.(the selected records are {7, . . . ,z'kg}) =1

Secondly we sample uniformly from the set of all derangements of /eg records. Hence, we sample ¢ with

probability [d(k,)] *and therefore,

Pr—p)

Pur=g) = [1 — Py(exactly 1 record selected)|d(k,)
This gives
Pulr=g) _ ;dlk—?) (B.s)
Px’ (0' gJ) d(kg) ’



whereo = p/(1 — p) and 8 = k, — k.

Our aim is now to bound the RHS of (B.5) by exp(Aep). Since ¢’ and ¢ differ only by the permutation

p (which fixes # — A records), we must have /eg —A< kg/ <k, +A. Therefore, there are at most 2A + 1

possible cases:

deS={0€Z|-A<o<Aand (k,—3=00r2<k,—0<n)}

={0€Z | max(—A,k; — n) < 9 < min(A, k,) and 3 # k, — 1}.

Suppose 0 < p < 0.5. Since d(k) is non-decreasing (except at # = 1 which is not realizable by g or ¢’)
and (1 —p)/p > 1, the RHS of (B.s) is maximised when kyy = 7,, and k,,, = 7, — A, (6. 8 = —A,),

in which case

forep = In(6+ 1) — Ino. (The second line uses Lemma B.3.5 which is given below this proof.)

Now suppose 0.5 < p < 1. In the case of §,, = A,,, the ratio (B.s) is maximised at 0*” when

kgm = A,, = 2. Moreover, 0 also dominates 0 d(/;g(’z_‘;m) forall0 < 9,, < A,, and all possible /egm.
gm
Thus,
M
Pic=g) A 5 Ak, = m)
=/ < moom—=" =35, €8,andd, <0
Polr—g) = Emax{o ,0 d(kgm) S an <
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M
< H max{oA’”,o‘;’"(/egm — O + 1)7’;’” 20 €Sypand g, < 0}

m=1
M
< H max{oA”“,o_s’”(nm + 1)5’” :0< 9, < Am}

m=1
< max{oA,of’;(b—l— 1)3 0< o< A}.
Ifo~ (b +1) > 1theno™%(b +1)° is maximised at d = A. Otherwise 0 (b +1)° < 1 < 0®. Hence

Py (
Py (

g
g)

g =
g =

< exp(Aep), (B.7)
forep = max {Ino, In(6 + 1) — Ino}. Combining (B.6) and (B.7), we have

In(6+1) —Ino if0 <p<0.5and b > 0,
Eep = (B.8)

max {Ino,In(6+1) —Ino} if0.5<p <landb> 0.

When & > 0, we have & > 2 and hence also max {Ino,In(b + 1) — Ino} = In(b + 1) — Ino for

0.5 <p<Vb+1/(vVb+1+1). Thus, (B.8) simplifies to

In(b+1) —Ino if0<p< L andb > 0,

Vo+H+1
¢p =
Ino if\/—”bj_ﬂ_l<p<1andb>0.
as required. O

Lemma B.3.5. Foranyk € Nand anya € Nsatisfying0 < a < kanda # k — 1,

< (k+1)7,

where d(k) is the number of derangements of k elements (see equation (B.4)).

Proof: We use induction on k. The base cases # = 0, 1,2 are straightforward to verify since d(0) =
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d(2) =1andd(1) = 0. For the induction step, we can assume 7 > 3 so thatd(# — 1) > 1and hence

Ay dk) d(k—1)
Adk—a)  dle—1)d(k—a)
d(/@) a—1
S -1~

by the induction hypothesis. The result then follows by the identity (B.4):

d(k) kd(k —1) + (—1)F

Ak —1) Ak —1)

<k+1. O

B.4 OPTIMALITY OF THEOREM 3.2.4

Throughout this appendix we make the following assumptions. Following Proposition 1, we may assume
there is a single matching variable, a single non-matching holding variable and a single swapping variable.
Let A, 7 and .# be the domains for the matching variable, the non-matching holding variable and the
swapping variable respectively. Define Xy = (Ji2, (4 x 7 x .)*. (Note Xcgr C Xy, but we cannot
assume the reverse inclusion.)

Recall that & = max{0,7,,. | there are two records with different values in matching stratum m €

A };thato = p/(1 — p); and that d(k) denotes the k-th derangement number (see equation (B.4)).

Theorem B.4.1. Assumethat |7 |,|.7| > 2 (sothat D € 2,

Swa

, are not all singletons and swapping is not
completely vacuons).

Suppose that the PSA satisfies ep-DP(X , 2,

CSwap ?

dilams ) DMULT ) Then:

(4) Ifp € {0,1}, then there exists a universe Dy € Dy , Such that ep, = oc.

Wa

(B) If 0 < p < 1, then there exists a universe Dy € Dy o such that ép, > Ino.

Waj
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(C) If0 < p < 1, then there exists a universe Dy € Dy, such thatep, > 0.51n[d(b)/d(b—2)]—In(o).

wap

The above values of ep, describe lower bounds on the privacy loss of the PSA; any DP specification for

the PSA must have a privacy loss budget at least equal to these values. Comparing these lower bounds to

1) )

the privacy loss budget £, given in Theorem 3.2.4 shows that £’ is optimal in the weak sense that there

exists universes Dy for which z(Dl()] is arbitrarily close to the best possible budget zg;ﬂ.

Theorem B.4.2. Assume |7|,|.| > 4. Foreach Dy € YD, , define

wap”’
g%r;ﬂ = inf{ep, | the PSA satisfies ep-DP(X, Desnp: Hamss DMurr) }-

(That is, 5%“0 is the pointwise infimum over all privacy loss budgets ep satisfied by the PSA.) Then 5%“0 is

the smallest budget under which the PSA satisfies the DP flavor (X, .@fSWap s damss DMurr)-

M

Let ey be the privacy loss budget given in Theorem 3.2.4. There exists Dy € D, such that

Sway

; Vb+1
0 0 _ fb) if0<p< NS and b > 0,
ffDO gDO >~

0 otherwise,

where

1

Ab) = Eln

(b+1)* 1+ 35y
b(b—1) L= 55 ’

is a positive, monotonically decreasing function for b > 2 which converges to zero, and satisfies, for example,

Ab) < 0.148 forall b > 10.

We emphasize that this is a weak form of optimality. A budget ep can be tight at the level of the output

(in the sense that % = explepd]y, s (%, &) forall x, &’ € D, all z and all D); or at the level of
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the data (in the sense that Dygyrr(Py, Pyy) = epdjy, s (x, %) forallx,x’ € D and all D); or at the level of
the universe (in the sense that Dyyrr (Py, Py) = epdjy,, s (¥, %) for some x,x’ € D,andall D € Despap)-
The optimality of Theorem 3.2.4 is weaker than any of these notions; all we have shown is that, for all

9 > 0, there exists some Dy € %, and some x,x € Dy such that gg()) — Dyurr(Py, Py) < 9. Partof

Swap

1)

the sub-optimality arises from the fact that £, is a function only of p and 4. We could perform a tighter

analysis of the PSA by allowing ¢p to depend on D in more complex ways (i.e. by allowing ¢p to be a

function of other properties of D, not just b).

Proof of Theorem B.4.1. Result (A) follows from Propositions 2 and 3. Result (B) follows from Proposi-

tion 4. Result (C) follows from Propositions s and 6. O

Proof of Theorem B.4.2. Because the multiverse 7, partitions X, the DP constraint imposed on each

Swaj

universe D is independent of the constraint on another universe D’ # D. Hence the PSA does indeed

satisfy 5%“0—DP(X %> Deswap Aitams» Dpyrr). Clearly, E(Dinﬂ < &p holds for all D and all budgets ¢p for

which the PSA satisfies ep-DP (X, 2, A{1ams> Pvurr ). Hence z%nf) is the smallest budget for which

CSWQP Y
the PSA satisfies the DP flavor (X, Desunps Aitams Dyurr)-

Moving on to the second half of the theorem, we have by Theorem B.4.1 that

1 in
zg)()) — .sg)of) =0,

ifb=0o0rp=0or \/72-[4]-41_41-1 < p < 1. On the other hand, if 0 < p < \/—Vbﬂil and & > 0, then

in 1
) — e <ln(b+1) — > Infd(0)/d(b - 2)]
(6—2)! 1
1 Lie - zJ
e T (RS ) L |
e R 1%+ 3]
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bb—1) 1

_ £
25!

(b+1)“+z<fz>!]

where the first line follows by Proposition s and the second line by the identity d(k) = L% + 1. The

second term inside the logarithm
L+ 5oy
1= 5

has a numerator which decreases with & and a denominator which increases. Hence this term is monoton-

ically decreasing. The first term inside the logarithm 1(7122;11; has negative first derivative and hence is also

decreasing. Therefore, f{) is monotonically decreasing. Moveover, f{b) is positive and converges to zero

because both terms inside the logarithm are greater than one and converge to one. O

Proposition 2. Supposep = 0 and | 7|,|.7| > 2. Then there exists Dy € D, such that C(x) # C(x')

Sway

JSfor some x,' € Dy. Hence the PSA does not satisfy ep-DP(Xx; Deg,. s digams» Dvorr) for any finite ep,

and any such Dy.

Proof. Firstweshow thatsuchauniverse Dy € %, exists. Given | 7|, || > 2, thedatasets [(m, b, s), (m, V', 5')]

Swaj

and [(m, b,5'), (m, V' ,s)] (for any choiceof m € A, b # b € H# ands # 5 € ) are in the same

universe Dy € Z,

v and satisfy C(x) # C(«).
Let x,2' € Xy be datasets which are in the same universe Dy. Suppose C(x) # C(x¥/). Ifp = 0
then the permutation ¢ sampled by the PSA must be the identity. Thus, Py (C(o(x')) = C(x)) = 0 but

P:(C(o(x)) = C(x)) = 1. Since dfy, s (%, ") < 00, the DP condition

P.(Clo(x)) = C(x)) < expldiyyms (6, 2)em, |Pr (Clo(af)) = (),
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cannot be satisfied by a finite ep, . O]

Proposition 3. Supposep = Land | 7|, || > 2. Then there exists Dy € Dy, With Nopgpy = ooy =

Swap
Pomosy = Momosy = 1 for some mo € M, by # by € H and sy # s, € .. Hence the PSA does not satisfy

5D‘DP(X>< 9 9

CSwap ?

Af1ms> Do) for any finite ep, and any such D.

Proof. The universe given in the proof of Proposition 2 satisfies the property: 72,45, = %y = %mgsy =
Ronysy, = 1forsome mg € M, by # by € A andso # 55 € 7.

Now take any Dy € %, which satisfies this property. Then there exists x, 2’ € Dy which differ by a

Way

single swap between (2, by, s0) and (mo, b}, s;) — that s,

X = [(Wl(),ho,!o), (Wlo, b6756)7x3:n]7

xl = [(MO,}.?Q756), (m07b:)750)ax3:n]7

= land »* = 0 for all

mohso

where x3., = [(M;,H,,S;),i = 3,...,n]. Then n®

X
=n
mohoso

=n mohos

x
i
mohjs;

h # by and all s # 5. Since no records can be fixed by e when p = 1, we have

;Ej])ym = 0 for any possible

oand hence P,(C(s(x)) = C(x)) = 0 but P,(C(o(x')) = C(x)) > 0. O

Proposition 4. Suppose that 0 < p < land |7\, |.7| > 2. Then there exists Dy € D, and mg € M

wap

such that nyy > 2 and nyp, nypys € {0,1} forall b € F and s € . A necessary condition for the PSA

to satisfy ep-DP(Xy , 2,

CSwap ?

dﬁ’ams, Ditorr) 25 that ep, > Ino for any such D,

Proof. Letx,x' € Dy with diy, (%, %,,,) = 2and diy, (%, %),) = 0forallm # mq. (Such a pair

of datasets exist because 7,,, > 2.) Reorder the records in &’ so that there exists a permutation p which

deranges exactly two records and satisfies p(x') = x. (Such a permutation exists by Lemma B.3.4.)
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Because 72, )y, 7mys € {0,1} forallm € 4 and s € .7, there are no vacuous swaps in the 7 stratum.
That is, g(xn,) # %m, for all permutations ¢ which are not the identity id. Hence Gy, —x,, = {id}.

Thus,

B P.(om, = id)
P (7, —JO)
=0 2.

Hence, Py (C(o(x')) = C(x)) < expldiy,ms (%, &' )ep,|Px(Clo(x)) = C(x)) ifand only if ep, > Ino. [
Proposition 5. Suppose that 0 < p < land ||, || > 4. Then there exists Dy € D, which has the

following properties:

b
mhax Rl < 5~ 1and MAX Ly < 5~ 1, (B.9)
for some my € M with n,,, = b, and there exists by # by € JC and s; # 5y € S such that

(B.10)

Monghy = Pomoby, = Momgsy = Mmgsy = 1.
A necessary condition for the PSA to satisfy ep-DP(Xy, Desap: Atams: Dwyrr) is that
ep, > 0.51In[d(6)/d(b — 2)] — In(o),

for any Dy satisfying the above properties.

We will use the following two lemmata in the proof of Proposition s.

Lemma B.4.3. Forany x and any permutation g,

d}I:IamS(x7g(x)) < kg7
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where ky is the number of records which are deranged by g.

Proof. For every record (M;, H;,S;) permuted by g, the counts in the fully-saturated contingency table

can change by at most 2: the count 7,445, will decrease by (at most) 1 and the count nay, a5, will
increase by (at most) 1. Thus, in sum, the counts 7,,;, can change by at most 2k,. That is,
_ E (%)
(@ g(®) = D s — g | < 2k
m,h,s
The desired result then follows by Lemma B.3.1. O

Lemma B.4.4. Suppose that Dy € @[Swap satisfies (B.9). Then there exists x € Dy and a derangement g of

Xomy SthCh that
drHamS (xmo ,g(me )) =b.

(In fact, such an x and g exist if and only if Dy satisfies (B.9).)

Proof. We suppress the subscript 72 in x,,, throughout the proof.

We begin by consider the cases & = 1and & = 0 individually. Equation (B.9) implies that & # 1.
Similarly, no derangement of x exists when & = 1. In the case of & = 0, the result is also trivial. Hence we

may assume throughout that 4 > 2.

“=7”: Suppose that Dy does not satisty (B.9). Then #,,, < & or there exists (WLOG) a swapping
category so such that 7,,,,, > &/2. In the first case, any permutation g of x deranges at most 7,,, records

and hence djy, ¢(%, g(x)) < bby Lemma B.4.4. By the pigeonhole principle, the second case implies every

derangement g of x,,, must send a record with swapping value 5o to a record which also has value 5. Yet
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the counts 7,,, are unaffected by permutations of records within the same swapping category s. Hence

1 — ) | < 2k — 1) < 2b,

mobs mohs

2.

b,s

(where the first inequality follows by the reasoning in the proof of Lemma B.4.3). The desired result then
follows by Lemma B.3.1.

“<”: Assume for now that & is even. By equation (B.9), there exists x € Dy whose records are ordered
so that every odd record has a different Vsyap and Vpolg compared to the subsequent record. That is,
H; # Hiy1and S; # S for all odd 7. (One can construct x by picking any x” € Dy, ordering the records
of x' € Dy so that the values of V14 differ between consecutive records, and then permuting VSwap 80
that their values also differ between consecutive records.)

Construct g by swapping odd and even records:

i+1 if7odd,

g(i) =

i—1 ifZeven.
Then k, = band dfy,, (¢(x),x) = .
Now suppose that & is odd. Then equation (B.9) implies that there exists x € Dy such that
1) H; # Hy41and S; # Sy forallodd 7 < n,,,; and

2’) Hnmo ¢ {Hﬂmofl’Hnmofz} andSan ¢ {S”m()*l?S”mO*z}'

Why is this true? We already know that 1) must be true by the proof for even 4. Suppose that 2) is not
true for any x. Then it must not be true for any «/ which are just reorderings of the records of x. Hence, for
every adjacent pair (7,7 + 1) (with 7 < #,,, odd), we must have H,,, € {H;,H;4+1} or Sy € {8;,Sit1}-

Yet this would contradict equation (B.9).

348



Construct g by swapping odd and even records, bar the final three records, which are permuted. That

is,
.
i+1 if 7 < 7, 0odd,
i—1 if7i < 7, — 1even,
g() =

Romo if7=nmy, —1,

Mg — 2 17 = 7.
As before, k, = band dfy, (g(x),x) = b. -

Proof of Proposition 5. Fix some Dy € Z,,, which satisfies the properties (B.9) and (B.10). Such a uni-

Way

verse exists when |77, |.7’| > 4 because, for example,

X = [(Wl(), bl,.f]), (Wlo, h2752)7 (Wl(), b3753)7 (Wl(), b3,53)7 (m()a h4754)7 (m07 h4754)]7

satisfies these properties.

Letgg = 0.51n[d(b)/d(b — 2)] — In(0). We want to prove that

(B.11)

P (Cle)) = ) P msl )l

X

for some x, &/, z € Dj.

We will construct x and &’ so that they are identical except within the matching category m29. Then by

independence between matching categories,

This justifies dropping the subscript 72g from x,,, and ignoring records with matching categories not equal
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to mo throughout the remainder of the proof.

We construct x as follows: The first two records of x are (), by,s51) and (myg, b2, 52). The remainder
of the records satisfy (B.9). Hence construct the remainder of x according to the procedure given in the
proof of Lemma B.4.4. Let ' be the same as x, except interchange the values of the swapping variable of
the first two records. Thatis, ' = [(mq, b1,52), (10, h2,51), X3:0)-

Lemma B.4.4 implies there exists a permutation gy which fixes the first two records and deranges the

remaining records such that
dﬁamS(x7gO(x)) =b-2.

Moreover, for g, = go © (12), we have
Hams (¢, £0(¢')) = &.

Setz = go(x) = g4 (x).
Now we will prove (B.11) holds for these choices of x, ’ and z. We have
> Pulo(r) =7
Px(C(G'(x)) = C(Z)) 2’ re-ordering of 2 ‘
Py (Clo(x')) = Cl2)) > Pule) =7)

2’ re-ordering of z

Fix somez’ whichisare-orderingof z - i.e. somez’ with C(z') = C(z). We will show that %};ﬁ% =

exp(2¢9), when assuming that one of the numerator or the denominator is non-zero (which implies the
other is also non-zero, since x and x’ differ by a single swap). Since both the numerator and denominator

are non-zero when z’ = z, this result will prove (B.11).
We know thatdjy, ¢(z,2') = 0and d};, (¥, z) = b. Then using the triangle inequality (twice, once
for <and once for >), dy,..s(+',2) = b. Lemma B.4.3 implies that k, = bforallg € Gy .

By the same reasoning, df, ¢ (x,2") = b—2. Thisimplies ky > b—2forallg € G, by LemmaB.4.3.
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We now show that, in fact, /eg = b — 2. By construction,

x
moh2s2

X _ X _ X
mobis nmobz; =n

J— _ X
=landn wohs = Pomohsy

nx

mobisi — n

=0,

forall h ¢ {h1, by} ands ¢ {s1,5:}. These equations also hold for z and hence also for z’. Thus, all
£ € G, must fix the first two records and hence £, < b — 2.

In the proof of Theorem 3.2.4, we showed that P,(¢ = ¢) only depends on kg and, furthermore, that

P.(
Pu(

g _ (1=p)d®)

r=g)  pdb—2)

when k, = b — 2and ky = 4. Thus,

Pulo() =) _ 2uyec, Pl7=8) (1 p7d(p)
~ = = = = exp(2¢),
P =7) ~ Speq,  Pe=g)  Fd0-2)
since by = b — 2forallg € G,y andky = bforallg € Gy_,. O
Proposition 6. Suppose that 0 < p < 0.5 and ||, || > 2. Then there exists Dy € D, such that
b=2and
Rmoby = Pmghy = Pmosy — Pmosy = 1, (B'IZ)

for some my € M with ny,, = band some by # by and s; # s».

A necessary condition for the PSA to satisfy ep-DP(Xy , 2,

CSwap ?

df{ams’ DMULT) is that
ep, > 0.51n[d(b)/d(b — 2)] — In(o),
for any such D,.

Proof. Because ||, || > 2, any dataset of the form [(mq, b1,51), (m0, b2, 52)] satisfies (B.12). More-

over, x is in some universe Dy, thereby proving the first half of the proposition. The second half of the
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proposition follows by the same reasoning as the proof of Proposition s applied tox = [(m20, b1, 1), (m0, b2,52)]

and x = [(mo, b1,52), (mo, b2, 51)]- O

B.s PrOOF AND DISCUSSION OF THEOREM 3.3.1

Proof of Theorem 3.3.1. We first analyze the TDA for producing the PL file. Abowd et al. (2022a) proves

that the household NMF mechanism 7}, satisfies p-DP(Xcgr, { XcEr}, d"

Tps?

DnoRr ), where p? = 0.07
and dfﬁ is the input premetric corresponding to bounded DP on household-records (Appendix A.4).
But (Xcgr, { Xcer}, dlr’lf, Dnor) and (Xcgr, { XcEr}, dlb_ﬁms, Dnor) are equivalent DP flavors by Propo-

sition 27 of Bun and Steinke (2016). Hence 7}, satisfies p-DP(Xcgr, 2, d’;ams, Dnor) by Proposi-

crDA >
tions 2.4.15 and 2.4.13 with o> = 0.07. We can similarly conclude that 7, satisfies p-DP(XcEF, Ziyp,y »
Ay o, Dnor) with 0> = 2.56. Then by composition, the mechanism Ty, = [Tp, Tj) has privacy loss
budget o> = 0.07 +2.56 = 2.63. Proposition 2.4.11 implies the invariants cpa (%9, %) — considered as
a data-release mechanism - satisfies p-DP(XcEr, Zipp, » dihms’ Dnor ) with ﬁz = 0. Therefore, the com-
posed mechanism 7" = [T}, crpa] has budget p* = 2.63. The second step of the TDA is post-processing
on T"and hence has the same budget.

The argument for producing the DHC file is almost analogous. The composed mechanism 7}, =
[T}, Tj) has budget p* = 7.70 4 4.96 = 12.66. Now the second step of the TDA also uses the PL file
P. Hence, this second step is post-processing on the composed mechanism [Tp;,, P, crpa). This composed
mechanism has budget p? = 12.66 + 2.63 + 0 = 15.29.

The second half of the theorem follows from Proposition 2.4.11. (Hence it can be generalized from
(Xcer, Do, d% ms> PNoRr ) to any DP flavor (Xcgr, 2, dx, Dpy) satisfying the assumptions of this propo-

sition.) O
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The second step of the TDA requires access to both the NMF [T} (x5 ), T} (xp)] and the invariant statis-
tics crpa (%, %) computed on the Census Edited File. Under the DP flavor (Xcgr, { Xcer }, dx, Dpr),
the invariant statistics crpa (%, 45) cannot be released with finite budget. So the second step of the TDA
is not post-processing (in the sense given in Section 2..5) under this flavor — it is only post-processing when
conditioning on the invariants. In fact, the second half of Theorem 3.3.1 shows that any argument which
relies on TDAs second step being post-processing must necessarily use a DP flavor which conditions on
the invariants crpa.

It is also necessary to use person-records as the resolution of the Hamming distance in the TDA’s DP
specification. While the household mechanism 7}, satisfies (XCEF, Deppy > 420 mss DNoR ), the sensitivity
of the person-level query Q, due to a single change in a household record can be very large. (In the Census
Edited File, the maximum possible household size is 99,999 (Population Reference Bureau and US Census

Bureau’s 2020 Census Data Products and Dissemination Team, 2023).) This means T} can satisfy (Xckr,

7

DA S dﬁﬁms, Dnor ) only with a very large amplification in the privacy loss budget.

B.s THE 2010 US CENsUS DISCLOSURE AVOIDANCE SYSTEM

This appendix collates information about the 2010 disclosure avoidance system (DAS) which has been
made public by the US Census Bureau. Most of this information also applies to the 2000 DAS — as it was
very similar to the 2010 DAS - but likely not to the 1990 DAS, which used a significantly different data
swapping procedure (McKenna, 2018).

The main references are McKenna (2018); McKenna and Haubach (2019) and Abowd (2021), with
additional information spread across various other USCB publications (Zayatz et al., 20105 Zayatz, 2003;

Hawala, 2008; US Census Bureau, 20224, 202 1¢; Hawes, 2021b; Zayatz, 2007; Lauger et al., 201 4; Garfinkel,
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2019; Hawes etal., 20215 Steel and Zayatz, 2003; Lemons et al., 201 5). However, the publicly available doc-
umentation on the 2010 DAS is deliberately incomplete as some implementation details have been deemed
confidential by the USCB due to concerns that they may allow the privacy protections of the 2010 DAS
to be undermined. We are not the only researchers external to the USCB who have attempted to repro-
duce the 2010 DAS (Kim, 2015; Radway and Christ, 2023; Christ et al., 2022; Keyes and Flaxman, 2022);
however, we believe this documentation is the most comprehensive of those that are currently publicly
available.

The primary protection method of the 2010 DAS was data swapping. Special tabulations had addi-
tional rules-based protections (see McKenna (2018, Appendix A) for these rules). Synthetic data methods
were used to protect the confidentiality of group quarters (GQs) since swapping was infeasible for GQs due
to their sparsity and the consequent lack of matching records (Hawala, 2008). These synthetic data meth-
ods involved replacing some GQ data with predicted values from a generalized linear model (McKenna,
2018, Section 6.5).

The data swapping procedure for the 2000 and 2010 DAS had three main steps:

Step 1: A random set S of household records was selected.

Step 2: Each record in S was paired with a similar, nearby household.

Step 3: The location of each household in .S was swapped with the location of its pair.

We will describe each of these steps in detail below. The data swapping procedure was applied only
to households (i.e. ‘occupied housing units’ (US Census Bureau, 2012)) and not to unoccupied housing
units or group quarters. At the end of step 3, the DAS swapping procedure outputs a dataset — called
the post-swapped dataset — which differs from its input (the Census Edited File) only on the locations of

the selected households and their pairs. All publications from the 2010 Census were derived from this
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post-swapped dataset (Zayatz et al., 20105 Lauger et al., 2014). (The post-swapped dataset is called the
Hundred-percent Detailed File by the USCB.)
Step 1: Household records were randomly selected into the set S with a probability that, for 2010,

depended on (possibly amongst other factors):
(A) The size of the household’s block (larger blocks decreased the probability of selection)

(B) Whether the household contained individuals of a race category not found elsewhere in its block
(unique race categories increased the probability of selection)

(C) Theimputation rate within the household’s block (higher imputation rates decreased the probabil-
ity of selection)

(D) Whether the household was unique within their geographical area on some set of variables (such
households were always included in ). (It isn’t clear what geographical area was used, but we spec-
ulate that it may have been either the household’s block group, tract or county.)

(E) Whether the household record wasimputed and what proportion of the record was imputed (McKenna,
2018; Abowd, 2021; McKenna and Haubach, 2019).

Note that (at least in 2000) the selection of records into S was not mutually independent. This was
because the number of records in S was capped so that the proportion of swapped records (i.e. the swap
rate) was controlled at pre-specified thresholds at the state level (Steel and Zayatz, 2003). (The swap rates
for each state were approximately equal (Steel and Zayatz, 2003).) There may have also been other depen-
dencies between households’ selection into S.

Exactly how a household’s probability of selection was calculated is not public information. However,
the USCB has confirmed that in 2010, the marginal selection probability (unconditional on other selec-
tions) was zero for totally-imputed households, and was non-zero for all other households (Abowd, 20215
McKenna, 2018; Hawes et al., 2021)."

Step 2: For each household record in S, the DAS swapping procedure found a household which

"However, this appears to be contradicted by another statement from the USCB: “there was a threshold value
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* had the same number of adults (over 18 years of age);

* had the same number of minors (under 18 years of age);*

* had the same tenure status;?

* was located in the same state; but

* was located in a different block (Abowd, 202 1; Garfinkel, 2019; US Census Bureau, 2021¢).#

Ahousehold which satisfies these requirements is called a matching household. Each record in S was paired
with a matching household. In 2000 (and hence plausibly in 2010 as well), the swapping procedure prior-
itized pairings where

1. the matching record was also in S} or

2. both records were geographically close (e.g. they were in the same tract or county); or

3. the matching record had a high “disclosure risk” (Steel and Zayatz, 2003).

for not swapping in blocks with a high imputation rate” (McKenna and Haubach, 2019). Assuming that this im-
putation rate threshold was under 100%, there would be not-totally-imputed household records with zero selection
probability.

There is a possible explanation of this contradiction. All not-totally-imputed households may have had the possi-
bility of being swapped (in step 2) even though some of them had zero probability of being selected into S. Yet this
would require that, for all the not-totally-imputed households / with zero selection probability, there was a house-
hold /' with non-zero selection probability that matched / on the five criteria in step 2 and furthermore that b and /’
could possibly be matched given the DAS’s prioritization of certain matches over other matches (e.g. 1.-3. in step 2).
It seems infeasible to guarantee such requirements for all possible Census Edited Files.

*As a consequence, the paired housing units also matched on the occupancy status (occupied versus unoccupied),
and total number of persons.

>The 2010 Census classified households’ tenure as either owner-occupied (owned outright), owner-occupied
(with a loan or mortgage), renter occupied, or occupied without payment of rent. It is unclear if the swapping
procedure matched households on these categories, or only on the broader categories of A. owner-occupied vs B.
renter-occupied (including without payment of rent) (US Census Bureau, 2012, 2010).

+The public documentation from the USCB is contradictory on whether there were additional requirements
beyond the five listed here (Hawes et al., 2021; Abowd, 20215 US Census Bureau, 2022a).
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It is possible that there were other criteria for deciding the pairing when there were multiple matching
households. It is unclear how these criteria were ranked in their importance. (For example, how did the
swapping procedure decide between I. a pair where both records were in S but were in a different counties;
and II. a pair where both records were in the same block group but one record was not in 5?) However, it
is likely that criteria 1. was considered the most important since it minimizes the number of swaps (Steel
and Zayatz, 2003).

Step 3: Steps 1 and 2 produced pairs of household records. These pairs consisted of one record from
S along with its matching record found in Step 2 (which may also be in S). In Step 3, all pairs had their
locations swapped. More exactly, for each household in S, the value of its block, block group, tract, and
county were swapped with the corresponding values of its paired record. (Note that a pair of records might
have had the same block group, tract or county, in which case these values did not change. The paired

households were always in the same state (Garfinkel, 2019), so this location variable was never swapped.)

B.6.1 COMPARING THE 2010 DAS wiTH THE PSA

In this subsection, we compare the 2010 data swapping procedure with the PSA. The PSA is a general
algorithm (in the sense that its parameters — such as the swapping and matching variables — are not set
but must be chosen). Thus, for the purposes of this comparison, we will consider the PSA using the

implementation choices which attempt to mirror the 2010 DAS, as given in Subsection 3.2.5.
There are a number of key similarities between the data swapping procedure in the 2010 DAS and the

PSA from Subsection 3.2.5:

1. The swapping units (i.e. the records which are swapped) are household-records for both the 2010
DAS and the PSA.

2. Swap rates: The swap rate is defined as the fraction of records which were swapped. For the 2010
DAS, the swap rate is the fraction of records which were selected into S or were paired with a record
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in S. This rate was explicitly controlled by the US Census Bureau at the state level and all states had
approximately the same swap rate (Zayatz, 2003). Although the USCB has not released the value
of the 2010 DAS’s swap rate, at the national level it is purported to be between 2-4% (boyd and
Sarathy, 2022).

In comparison, the PSA controls the expected swap rate (where the expectation is over the random-
ness in the PSA). An implementer of the PSA cannot precisely fix the swap rate — but only the
expected swap rate (via the parameter p). However, when the number of records # is large, the

swap rate is typically very close to p, since its variance is approximately p(1 — p) /z ~ 0.

Hence, one may set the PSA’s parameter p so that the swap rates for the PSA and the 2010 DAS are
similar at the state and national levels.

3. The matching variables of the 2010 DAS include the household’s state, the number of adult oc-
cupants, the number of child occupants and the household’s tenure status. There may be other
matching variables (which have not been disclosed by the USCB), but Abowd (2021) implicitly
suggests that this is not the case. The PSA could be implemented with exactly the same match-
ing variables. However, the matching variables of the PSA implementation in Subsection 3.2.5 are
the household’s state and counts of adults and children — the household’s tenancy status was not
included. By excluding a matching variable, the PSA from Subsection 3.2.5 has fewer invariants
and its privacy loss budget ¢ is a conservative estimate, compared to a PSA implementation which

mirrored the 2010 DAS matching variables.

4. The swapping variables of the 2010 DAS and the PSA from Subsection 3.2.5 are the same: the
households’ county, tract, block group and block are swapped by the 2010 DAS and the PSA. (As
we will discuss later in this subsection, the 2010 DAS sometimes used the households’ county, tract
or block group as matching variables in an adaptive matching procedure. For our purposes, they
can still be considered as swapping variables; matching variables can always be swapped since swap-

ping them does not change the data.)

There are a number of significant differences between the PSA and the 2010 swapping procedure:

1. The 2010 DAS swapped pairs of records, whereas the PSA permutes multiple records. While any
permutation is equal to a sequence of multiple pairwise swaps, the 2010 DAS does not allow for
such arbitrary swaps. However, permutation swapping (under the name #-Cycle swapping) was
actively being investigated by the USCB (DePersio et al., 2012; Lauger et al., 2014) before this work
was supplanted by their shift towards DP (McKenna and Haubach, 2019). The USCB found that
permutation swapping provided both better data utility and better data protection than the pair-

wise swapping used in 1990-2010 Censuses; this is corroborated by our DP analysis of permutation

swapping.
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2. Swap probabilities: The probability of a given household being swapped was not constant in 2010
DAS. In fact, swapping was highly targeted to households which were “vulnerable to re-identification”
(Hawes et al., 2021). Moreover, the probability of a houschold being swapped was dependent
on whether other households were selected for swapping (for example because the absolute state-
wide swap rates were controlled). In comparison, in the PSA, the probability of a household being
swapped is constant and independent of other households.

3. Adaptive matching: The 2010 DAS paired houscholds according to a complicated matching pro-
cedure. For example, they prioritised matching households which shared the same county or tract.
(More details on their matching procedure is given in Step 2 of the 2010 DAS description given
above.) In essence, this means that sometimes the household’s county or tract were included as
matching variables, and sometimes they were not; and whether they were included was a function
of the household as well as its matching households. The matching procedure for the PSA is much
simpler by comparison: the matching variables are static and the choice of how to swap the selected
matching households is made uniformly at random.

4. Non-vacuous swaps: A swap is vacuous if it does not change the dataset, except (possibly) by reorder-
ing the records. A pairwise swap is not vacuous if and only if the paired records have different values
for both their swapping variables Vsyap and their holding variables Viyo1q. It is unclear whether the
2010 DAS prohibited vacuous swaps but we suspect so. On the other hand, vacuous swaps are

allowed by the PSA.

B.6.2 MoDIFYING THE PSA To FURTHER ALIGN WITH THE 2010 DAS

We discuss some possible extensions to the PSA in Part IIT (Bailie et al., 2025d). Those extensions aimed
to reduce the PSA’s invariants without foregoing its DP guarantee. In this subsection, we propose four
additional extensions to the PSA which are DP while being more faithful to the 2010 DAS. These exten-
sions address the differences between the 2010 DAS and the PSA identified in the previous subsection.
We show that these differences can be bridged without losing the guarantee of DP - at the cost of greatly
complicating the calculation of the privacy loss budget. We do not attempt these calculations; we only

argue why the privacy loss budgets for these extensions remain bounded away from infinity.
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First, we address one aspect of the 2010 DAS which cannot be incorporated into a DP swapping mecha-
nism. The 2010 DAS used disjoint, pairwise swapping (Lauger et al., 2014). This is not a transitive action
— its orbit space does not equal the universe induced by the swapping invariants — and hence it cannot
satisfy differential privacy. (A necessary condition for a mechanism 7"to be &-DP is that P,(7" € -) and
Py (T € -) have common support for all x and «’ in the same data universe with dy (x, %) < co. When
the SDC method is a random group action on x;, as is the case for permutation swapping, this condition is

equivalent to the group action being transitive.)

VARIABLE SWAPPING PROBABILITIES ~ ThePSA uses the same swapping probability p for all records.
However, we can modify the PSA to use a different swapping probability p; for each record 7. As long as
these probabilities are uniformly bounded away from zero and one (so that p; * and (1—p,) ~! are bounded
away from infinity), this modification will satisfy the same DP flavor as the original PSA (with a finite bud-
get). The proof would follow the same strategy as in Appendix B.3; only the final computations would

change, as one would need to optimise over o; = p;/(1 — p;) forall 7.

NON-UNIFORM PERMUTATIONS  The PSA samples derangements of the selected records uniformly
at random, whereas the 2010 DAS prioritizes certain swaps over others. We can mirror this aspect of the
2010 DAS by sampling from a non-uniform distribution over the derangements. This would allow for
some derangments to be selected with higher probability than other derangments. The advantage here
is that some derangements, which result in poor data utility (such as when geographically-distant records
are swapped), can be under-sampled; while other, more desirable derangements can be over-sampled. This
would mimic the adaptive matching of the 2010 DAS. By reasoning which is analogous to the previous

extension, this extension will also retain the PSA’s DP flavor, provided that Py(¢ = g)/Py(c = ¢/) is
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uniformly bounded by exp[O(|&, — k| )], for all derangements g and ¢’ (of g and &, records respectively).

PrROHIBITING IMPUTED RECORDS FROM BEING SWAPPED  The 2010 DAS never swaps records
which have been completely imputed. (The rationale is that imputed records do not require privacy pro-
tection.) We can modify the PSA so that p; = 0 for all records 7 which are imputed. Suppose that the

records which are imputed are constant. If the PSA satisfies ep-DP(Xcgr, Z, dehamS’ Dyyrr), then

CSwap ?

this modification would satisfy £,-DP(Xcgr, Z,

CSwap ?

d'y, Dyrurr ), where

av o (x,«) ifx,« do not differ on any imputed record,
/X (, x/) =

00 otherwise’

and ¢}, < ep since the maximum stratum size 4 is reduced when the imputed records are removed.

PROHIBITING VACUOUS SWAPS A swap (or more generally a permutation) is vacuous if it does not
change the dataset, except perhaps by re-ordering the records.

We assume that the 2010 DAS does not allow vacuous swaps. We can similarly prohibit the PSA from
allowing vacuous swaps. Instead of sampling derangements uniformly at random, we would put zero prob-
ability on vacuous derangements. Under the action of non-vacuous derangements, the orbit space is still
the entire data universe. Hence, this modification will still satisfy the same DP flavor as the PSA, however
the calculation of the privacy loss budget ¢p will be difficult as one must optimise Py(¢ = ¢) /Py (= ¢')

over all permutations ¢ and ¢’ which are non-vacuous with respect to x and &, over all x, «’ € D.
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Appendices to Chapter 5

C.1  DEFINITION OF supp(x | £, 0)

We assume that X’ is equipped with a topology 7 and that ¢ is the Borel o-algebra induced by 7. Denote

the support of P4 by
supp(Ps) = ﬂ{S C X closed and Borel measurable | P(S) = 1}. (C.r)

Here we mean ‘closed’ with respect to 7y, not necessarily the topology induced by the metric d. (Gen-
erally we should not use the topology induced by d: Since 4 is typically discrete, this topology results in
supp(Ps) = 0 whenever X is uncountable’ and then Theorems 5.4.1 and 5.6.3 would be vacuous.) A

standard example wouldbe X' = [, oy R” (i.e. the universe of datasets with a finite number of real-valued

'If X is uncountable, then Py({x}) = 0. Yet {x}* is closed under the discrete topology, and hence x ¢ supp(Ps).
This argument applies for all x € X’; thus supp(Ps) = 0.
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records) with the topology induced by the map

X — RN

x> (x,0,0,...),

when RY is equipped with the product Euclidean topology. (We assume that ¢ is Borel to ensure that
supp(Pp) € 4.)

Similarly, assume that T is equipped with a topology 77 and that . is the Borel o-algebra induced by 77
Analogously to (C.1), define supp(P,) C T for each x € X'. Write supp,(x | #) = {x | z € supp(Ps)}
and finally define

supp(x | #,6) = supp(Ps) N supp,(x | £).
We assume that (X, 7x') and (7, 77) are second countable (that is, there exist countable bases for 7 and

77) to ensure that

Pﬁ(El) = Px(EZ) =0, (CZ)

for any measurable £y C supp(Py)° and E; C supp(Py)".

C.2 THEe DENsiTY RaTiO METRIC Is WELL-DEFINED

Proposition 7. The density ratio metric dpr is well-defined. That is, dpr (¢, v) does not depend on the

choice of f, g and 7 in (5.18).

For u, v € Q, write < v to denote that g is absolutely continuous with respect to ».
We need the following result, which can be found in a standard probability-theory textbook (such as

(Billingsley, 2012, Exercise 32.6)):
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Lemma C.2.x. Let u,v,7 € Qsuch that p < vandv < 7. Then p < 7 and the Radon-Nikodym

.. du .
derivative 7 satisfies

QU

[u:

0 ,  pae., (C.3)

0 1Y~

where f, g are the t-densities of u and v respectively and, on the RHS of (C.3), 0/0 = 0.

Proof. of Proposition 7: Let 71, 75 € € and suppose z and v are both non-zero and absolutely continuous
with respect to both 71 and 7. Let f; and f5 be the densities of ¢ with respect to 71 and 7, respectively.
Similarly, define g1 and g, as the densities of » with respect to 77 and 75.

Define 7 = 71 + 72. Then 71 < 7and 7, < 7. By Lemma C.2.1,

% dn du
ﬁ dr [ dr Ir

gi'l = dy/d'z'l = E, 71-a.C.

dr [ dr dr
Hence
d‘“ dv tj d‘u dv tj
s Supfl(t) al) _ - ess sup sz(t)j 2(7) < resssup Z,T(t) Zh( ) -
b ETe gl(t)fl(t/) L' €T dr(t) Iﬁ(ﬂ) ty' €T (l‘) LT/;(IJ)

(Note we use the notation 7- ess sup to refer to the essential supremum with respect to the measure 7.)

Now we prove the reverse inequality of (C.4). For any £ € .# with 71(E) = 0, we have that

({dﬂ > o} ﬁE) _o. (Cs)
dr

(Otherwise % Jz > 0 and hence 71.) By symmetry, (C.s) also holds with % 4 i place of
(E E dr “ y sy ¥ 4z M p

%. This implies

au iy dviy
71- esssupf([) gl(lj) > - ess dT(t) d;( )

su C.6
L' €Te gl([)ﬁ(lj) B t,t’ETE) dr(t) iT(ZI) ()

By combining (C.s) and (C.6), we get an equality between these two essential suprema. By exactly the
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same reasoning, we have that

e essap02E) (O G
teeTo 2(1) f2(7) P EeTo d—(t) Z,/‘(t/)

and hence

A0 ) £ g()

71- €ss sup = 73-esssup

LY €T a1(®) A7) Ly €T gZ(t)ﬁ(ﬂ)

Since logarithms are continuous, they are interchangeable with essential suprema:

(va>mﬁ%mﬂﬁm
a) A7) e a) AW )

This proves that the value of dpg (¢, ») is the same when computed using 1, ¢1 and 71, as when computed

71-esssup In
L' eTe

using />, ¢» and 75. ]

That the density ratio metric dpgr is well-defined (Proposition 7) is also an easy corollary of Proposi-

tion 12 below.

C.3 METRIC SPACES

Definition C.3.1. A metricd onasetSisafunction§x.S — [0, 0o] thatsatisfies the following properties

forallx,y,z € S:
1. Positive definiteness: d(x,y) = 0if and only if x = ¥;

2. Symmetry: d(x,y) = d(y, x); and
3. Triangle inequality: d(x,z) < d(x,y) + d(y, 2)
A premetric d on aset Sis a function S x § — [0, 00| that satisfies d(x, x) = 0 for every x € S.
Note that the co-domain of a metric is the extended, non-negative real numbers; we allow a metric to

take the value of positive infinity. Metrics of this kind are sometimes referred to as extended-metrics, or

oo-metrics, to distinguish them from those metrics with co-domain [0, 00).
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Premetrics naturally arise in the context of differential privacy: The distorting function associated with
a DP flavour’s distortion model is a premetric Bailie et al. (2025b). It is also common in many DP flavours

that the ‘metric’ d on & is not in fact a metric, but only a premetric.

Definition C.3.2. Two metrics d; and d, (which are defined on the same set S) are strongly equivalent

(Carothers, 2000, p. 121) if there exist constants 0 < 2 < & < oo such that

ﬂdl(xay) S dz(%)’) g 190«'1(%)’)7

forallx,y € S.

Proposition 13 below proves that the multiplicative distance Dyturr and the density ratio metric dpr

are strongly equivalent on the space of probability measures (but not on the space ) of o-finite measures).
Lemma C.3.3. The multiplicative distance Dypoyr s a metric on the collection of measures on (T, F).

Proof. Supposep, vand 7are measureson (7, . ). To prove property 1. of ametric, note that Dyfurr (g, v) =
0 if and only if (S) = »(S) forall § € .#. Yet this holds if and only if z = ». Property 2. follows by

observing

¥(S)
#(S)

In = sup|—In In

SeF

DMULT([“) V) = sup
SeF

= sup
N2

©(S) ’
»(S)

©(S) ‘
()

‘ = DMULT(VUM)'
Property 3. is implied by
Ditorr(p,v) = sup|lnu(S) — In»(S)]

SeF

= sup |lnx(S) — In7(S) + In7(S) — In»(S)|

SeF

< sup|lng(S) — Inz(S)| + sup [In7(S) — In»(S)|

SeF SeF
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= DMmurr ([17 V) + DMULT(T7 V)-

O
Lemma C.3.4. The density ratio metric dpg is a metric on the space QO of probability measureson (T, F).

Proof. Suppose P, Q and R are probability measures on (7,.%). Proof of property 1.: Suppose that

P = Q. Then Pand Q are mutually absolutely continuous and have P-densities fand g respectively, with

forallr € T. Thus dpr (P, Q) = 0. Now suppose that P # Q. If Pand Q are not mutually absolutely
continuous, then dpgr (P, Q) = oo > 0. If they are mutually absolutely continuous, then they have P-
densities /'and g respectively. Moreover, because P # Q, there exists S € .# such that P(S) > Q(S).
Hence P(f > g) > 0. This implies

1)

0 < esssupln—-—.
teTo g(t)

Also, P(S) < Q(S°) (here & is the complement of Sin 7'), so by exactly the same reasoning

0 < esssup ln‘M

veTe f(t/) .

Combining these two results gives dpg (P, Q) > 0.

Property 2. follows by the symmetry of

A9 / g6 _ gd) /fiF)
)] gd) o)) Al

and the fact that #and # are interchangeable in the definition of the density ratio metric.

Finally, we prove property 3. Suppose that Pand R are not mutually absolutely continuous. Then Qs
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either mutually absolutely continuous with P, or with R, but not both. Hence dpg (P, Q) +dpr (Q, R) =

00 and thus

dDR(Pa R) < dDR(P> Q) + dDR(Qa R)a

holds vacuously. Now suppose that P and R are mutually absolutely continuous. We may also suppose
that Qis mutually absolutely continuous with respect to both Pand R. (When this is not the case, property

3. again holds vacuously.) Let £, ¢ and b be P-densities of P, Q and R respectively. Define
T, ={t€T[0<fr),g(t) < oo},
=1t €T 0 <fe),h(r) < oo},

er ={t €T [0 <g(2),h(z) < oo}

Then

dpr (P, R) = esssup In (j;%) In

t, z’eT" (
= esssup In > In (
t, t’ET"
< esssupln C;( > In (
t t’€T°

= dpr (P, Q) + dpr(Q, R),

2

t

65 jos
w\
N—

on(Ga) (i)

) +esswn(£55) - (505)

OQ

“h

I

where all the essential suprema are with respect to 2. We can exchange 7} 7} , and T° o in the above

computations because
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The density ratio metric dpr is not a metric on Q. While it is easy to verify that properties 2. and
3. hold (follow the same reasoning as in the above proof), dpr does not satisty property 1: There exists

u # v € Qsuch thatdpg (¢, ») = 0. For example, suppose that
v(S) = 2u(S), (C.7)
forall S € .Z#. Then Az) = 1and g(r) = 2 are u-densities of x and » respectively. Yet this implies

dpr (¢, v) = 0.

Proposition 8. The density ratio metric dpr is a pseudo-metric on Q. That is, dpr is a function from

Q x Q to the extended real line which satisfies the following properties for all u, v, v € Q.

1. dpr(g, @) = 0;
2. dpr(p,v) > 0;
3. dpr(u,v) = dpr (v, u); and

4. dpr (g, 7) < dpr(g,v) + dor (v, 7).

Proof. Properties 1., 3. and 4. follow by the same reasoning as in the proof of Lemma C.3.4 with minor
adjustments to account for the fact that x, » or 7 may be zero. Property 2. follows by applying Properties

1., 4. and 3. sequentially:

0 = dpr (¢, ) < dpr(g,») + dpr(v, #) = 2dpr (#, 7).
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C.4 DISTORTING FUNCTIONS AND DISTORTION MODELS
Definition C.4.1. Montes et al. (2020a) A distorting function dyyr is a function S X § — [0, 0o] where
S'is one of the following spaces:

* the set of all measures on a measurable space (7, .7 );

* the set Q of all o-finite measures on (7, %);

* the set of all finite measures on (7, .%#);

* the set Q; of all probability measures on (7, .F); or

o theset Qf = {P € Q| P({£}) > 0z € T} of probabilities on (7, 27") with non-zero mass on

every event £ C T (often with the assumption that 7 has finite cardinality).

Definition C.4.2. Montes et al. (2020a) Given a distorting function dp,sr, a positive constant » > 0
(termed the distortion parameter), and a probability Py € € (the nucleus), the distortion model on Py

associated with dp;sr and 7 is the closed dpsr-ball centred at Py with radius 7:

B, (PO):{PGQI ‘dDIST(Papo)gr}-

dDIST

One may use Qf in place of Q; in the above definition, as in Montes et al. (2020a).

A distortion model is one example of the more general notion of neighbourhood models, found through-
out the literature on IP and robustness. In general, a neighbourhood model on Py is simply a set of prob-
abilities which contains Py. An advantage of distortion models is that they are characterised by a small

number of parameters (three). Beyond the symmetric IoM Z; (¢~ *Py, ¢ Py) and the density ratio neigh-
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bourhood N,.(Py) N €y, other examples of distortion models can be found in Montes et al. (2020a,b);
Montes (2023 ); Miranda et al. (2024); Destercke et al. (2022); Pelessoni et al. (2021); Walley (1991).
Invariance under marginalisation, invariance under updating and immunity to dilation are three desider-
ata for distortion models. For symmetric IoMs and density ratio neighbourhoods, these desiderata are stud-
ied in Wasserman and Kadane (1992); Wasserman (1992); Seidenfeld and Wasserman (1993). de Campos
et al. (1994) showed that, under certain restrictions, Z; (¢~ *Py, ¢ Py) is 2-monotone. To the best of our
knowledge, we are not aware of studies investigating the geometry of the symmetric IoM or the density
ratio neighbourhood - for example, are they polytopes and, if so, how many extremal points do they have?
In Appendix C.3, we showed that the distorting functions Dty and dpr are metrics — that is, they
are positive definite, symmetric and satisfy the triangle inequality on the space O of probability measures.

Two other desirable properties of a distorting function dpysr are:

1. Quasi-Convexity (Montes et al., 2020a; Miranda et al., 2024): Given a real- or complex-vector space

V,afunctiond : V' x V — [0, 00| is quasi-convex (in its second argument) if
d(vlv avy + [1 - 0‘]03) < max{d(vla 02)’ d(vla 03)}7 (CS)

foralle € [0,1] and all vy, 05,05 € V.

2. Continuity (Montes et al,, 2020a):* Fory € Q,let Q, = {»r € Q | v < u} be the set of o
finite measures » which are absolutely continuous with respect to u. Given S C €, a function
d:SxS§— [0,00]is continuous (in its second argument) with respect to the supremum norm if,
forallp € Q,all v, v, € SN Qyandalle > 0, there exists ¢ > 0 such that, forall »3 € SN Q,,

Iv2 = wllsy < 3= |dG1,%2) = dln,s)| < 5,

where ||-||%_ denotes the supremum norm.? (The continuity is uniform if 3 does not depend on

orv,.)

*Note that our definition of continuity is strictly stronger than that given in Montes et al. (2020a) which allows
dto depend on 3.

3Given a o-finite measure space (7, %, 1), the supremum norm |[|-||%_ on the set Q, is defined as:

[¥/I5% = esssup| A7),
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Remark C.4.3. The astute reader may consider (C.8) to be a strange definition of convexity. A more

standard definition of convexity (in the second argument) would be the requirement:
d(vy,avs + [1 — a]v3) < ad(v1,02) + (1 — a)d(vy, v3), (C.9)

forallz € [0,1] and all 01,02, 03 € V. This requirement is strictly stronger than quasi-convexity (equa-
tion (C.8)). (Itis straightforward to prove (C.9) is stronger than (C.8) and we provide some examples later
in this remark to prove strictness.) In fact, (C.9) is often too strong a requirement, for three reasons.

Firstly, if a distorting function dpsr on Qf satisfies (C.8) and continuity, then the ball {P € Q] |
dpist(P, Py) < r} centred at Py € Qf is equal to the credal set induced by the lower envelope of this
ball (Montes et al., 2020a, Proposition 3.1). Further, under (C.8) and continuity, there exist simple nec-
essary and sufficient conditions for this lower envelope to be a probability interval (Montes et al., 20204,
Propositions 3.3, 3.4). Hence, (C.8) is a useful requirement for a distorting function dpsr as it ensures
the distortion model associated with dy,ysr is well-behaved. It would be unnecessary to require the stricter
condition (C.9) solely to ensure this nice behaviour.

Secondly, some of the common distorting functions found in the IP literature do not satisty (C.9) but

do satisfy (C.8). One example is the linear vacuous distorting function:

drv : QT X \Q&k — [0,00),

Q8) — P(S)
Q= o o

Montes et al. (2020a, Proposition 5.1) show that dyy satisfies (C.8). However, the following counterex-

ample demonstrates that dpy does not satisfy (C.9): Leta = 0.5 and 7 = {1,2}. Let P; and P, be the

where the essential supremum is with respect to z and fis a u-density of ».
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uniform probability on (7, ZT) and define P; € Q] by P3({1}) = 0.7. Then
dLv(Pl,dPZ + (1 — d)P3) = é > % = OtdLv(Pl,Pz) + (1 — d)dLv(Pl,P3).

The multiplicative distance Dyyrr also does not satisfy (C.9) (although we show below that it satisfies
(C.8)), even when restricting to Q] and to 7" with finite cardinality. To see this, let2 = 0.5 and let P; be
uniformon 7 = {1,...,10}; define P, by P,({1}) = 1/5 and P,({}) = 8/90 for all # # 1; and define

Py by P3({1}) = 3/10 and P5({¢}) = 7/90 forall # # 1. Then
Daorr(Pr,aPy + (1 — 2)P3) =1In2.5 > $(In2 + In3) = aDyiorr(Py, P2) + (1 — 2) Dygurr (Pr, P3).

Thirdly and finally, (C.8) aligns with the notion of convexity which arises independently in the DP
literature Kifer et al. (2022): Under a mild assumption, a DP flavor Bailie et al. (2025b) with distorting
function dpsr is convex in the sense of Kifer et al. (2022) if and only if dp,r is quasi-convex in the sense
of (C.8). Because most of the commonly used DP flavors are convex, it follows that most of the distorting

functions used in DP are quasi-convex.

Proof. that Dypy, r satisfies quasi-convexity: Let , v and 7 be measures on (7, .% ). For E € .%, we have

MB )
av(E)+ (1 —a)z(E) =  min{»(E),7(E)}

< sp{mas{ G ET ]}

< maX{DMULT (/‘7 V)a Dypurr (1“? T)}

Similarly,




< sp{mas{n 50 705}

< maX{DMULT ([u, V) » DMurr ([4‘7 7) } .

Lemma C.4.4. Letd : S X S — [0, 00] be a metric (where S C Q). The following is a sufficient condition
for d to be continuous: Forall p € Q, all vi € SN Q, and all e > 0, there exists 0 > 0 such that, for all
vy €8N Q‘u,

|71 — walls, < 0= d(n,7) <e.

Proof. This result follows by the triangle inequality and symmetry: |d(vi,v2) — d(v1,v3)| < d(v2,v3).

O]

The following proposition proves that Dypy,r is continuous, in the setting considered in Montes et al.

(2020a).

Proposition 9. Suppose that T has finite cardinality. Let F = 27 and Q* = {» € Q | »({t}) > 0V¢ €

T}. Then Dty is continuous when restricted to the domain O x Q.

Proposition 9 implies that the interval of measures Z(L, U) N Q™ is closed with respect to the topology

induced by the supremum norm, as long as 7 has finite cardinality.

Proof. Lemma C.4.4 describes a sufficient condition for continuity. We will prove that this sufficient
condition holds under the assumption that 7 has finite cardinality and under the restriction to o-finite

measures » with »({¢}) > 0.
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Without loss of generality, we assume that the dominating measure g is the counting measure on 7.

Then Q* C Q. Lety; € Q% and ¢ > 0. Let fbe the g-density of »;. Choose some  which satisfies

0<d i 1—e°).
< <rtr€117r_1f(t)( e )

(Such a J exists because f{r) > 0 forall # € T and because 7 has finite cardinality.) Fix some », € Q*

with |71 — ||, < &. Then, for any S # 0,

V) (S)
V1 (S)

WS +8_ O+ fi)

STLG) STy Sy

< .

(The last inequality follows because 0 < f{r) — f{#)e™* for all .) Similarly,

v1(S) v1(S) A1) .
n(S) = m(s) =9 S Ay <

Hence Dyvyrr (1, 72) < e O

If we remove either of the two restriction in Proposition 9 (to finite 7 and to , v € Q), then Dyyrr
is no longer continuous. We will demonstrate that both of these restrictions are necessary with two coun-
terexamples: In the first case, suppose 7 = {1,2, ...} with .# = 27 and let # be the counting measure.

Define v, ({¢}) = 2. Lete = In2 and fix 0 < § < 1. Define

1-9/4 ifr=1,
w{) =2 +0/4 ifr= 1,

—2

otherwise,
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where 7y = [v 4071+ 1-‘. Then ||lv; — % < dbut

-2
t, "+ 0/4
DMULT(Vh VZ) > In Ot—Z/
0

> In2.

In the second case, let 7 be finite, # = 27 and u be the counting measure. For some #y € 7T, de-
fine »1({#0}) = 9/2 and »,({#0}) = 0, and suppose that »;({¢}) = »,({¢}) forall # # £5. Then
|1 — w2, < dbut Dyurr (1, v2) = 00.

These two counterexamples can easily be modified so that »; and »; are probability measures. Hence
Dhfyyr is also not continuous on the space of probability measures, except when 7T is finite and we restrict

to probabilities with support 7.

C.s SUPPLEMENTARY RESULTS

C.s.1 AN EQUIVALENT DEFINITION OF THE MULTIPLICATIVE DISTANCE Dyyrr

Lemma C.s.1. Suppose that u € Q. Let f be a u-density of v. Then v is o-finite if and only if fis finite

u-almost everywhere.

Proof. “=" by the contrapositive: (This direction does not require that y is o-finite.) Suppose that u(f =
00) > 0. Let {E, : » € N} C .% be any countable partition of 7. We will show that necessarily there

exists some E,, with »(E,) = oo. Since

0 <plf=00) =) wulEN{f=o00}),

there exists some E, with z(E, N {f= oco}) > 0. Then

v(E,) > v(E, N{f=00}) = /E - }fd/z = 00.
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“«=”: (This direction requires that x is o-finite — the case that u = » with /' = 1 serves as a counterexam-
ple.) Let 4 = {f = oo} € #. Thenv(4) = u(4) = 0 because » is absolutely continuous with respect
to u by assumption. Define £, = {r € T\ 4 : n —1 < flz) < n}foraln € N. Let{S,, : m € N}
be a partition of 7 such that x(S,,) < oo forallm € N. Then »(E, N S,,) < nu(S,) < oo. Hence

{4,E,NS,, : n,m € N}isacountable partition of 7 with each component having finite »-measure. [J

The following proposition gives an alternative definition of the multiplicative distance Dyyyr-

Proposition 1o. Letp,v € Q. Then

0 If[u:V:O,

£
In ¥

Divtorr (#7) = 4 ess SUp,c 7o else if ¢, v are mutually absolutely continuous,

o0 otherwise,

where f and g are any densities of u and v respectively, with respect to any common dominating measure

te Y To={reT |0<At),g(t) < oo};and the essential supremum is with respect to 7.
To prove the above proposition, we need two lemmata.

Lemma C.s.2. Suppose that u,v €  are non-zero and mutually absolutely continnous and v € Q is a
dominating measure. Let fand g be t-densities of u and v respectively.

Then

sup In #(S) = esssup lnf@

ser S ero &)

where the essential supremum is over 7.
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Proof. We first need that (A) f,¢ < oo holds z-almost everywhere and that (B) f,¢ > 0 holds - and

v-almost everywhere. (A) is a direct result of Lemma C.s.1. To prove (B), observe that

pf=0)= /{fzo}fdf =0,

and then »(f' = 0) = 0 follows by absolute continuity. That ¢ > 0 holds - and »-almost everywhere has

a similar proof.

Fora € R,define £, = {r € T° | flr) > exp(a)g(?)}. We need to prove the following result holds
foralla € R: There exists S € .# such that x(S) > exp(a)»(S) if and only if 7(£,) > 0. Denote this

result by (x).

Suppose that there exists S € .# such that x(S) > exp(a)»(S). By (A) and (B), this implies
w(SNTC) > exp(a)r(SNT?),

and hence

/ (f— g)dr > 0.
Nav

Thus, there exists some £ C §'N T ° such that 7(E) > 0and /() — exp(a)g(#) > 0forallr € E. Hence

7(E;) > 7(E) > 0.

In the other direction, suppose 7(E,) > 0. Then

/ (f—¢"g)dr > 0,
£,
which implies u(E,) > exp(a)v(E,). This proves (x).
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Finally, we have

S
sup InM = sup{a € R | there exists § € .F s.t. u(S) > exp(a)v(S)}
sez V(S

= sup{az € R | 7(E,) > 0}

1)

= esssup In——=

€T & (1)
where the first line follows by continuity of exp (- ); the second by (x); and the third by the definition of the

essential supremum. O

Lemma C.s5.3. Let u, v € Q be non-zero and not mutually absolutely continuous. Then

S S
sup In M) =o00 or supln AS)
ser (5) ser #(5)

= Q.

Proof. Without loss of generality, there exists some £ € .% such that (E) > 0 but »(E) = 0. Then

#(S) #(E)

sup In—= > In =00
B A8 = B

Proof. of Proposition 1o: Suppose thatu = v = 0. Then, forall § € .%, we have thatln % =1In % =0
where we define 0/0 = 1 as in the definition of the multiplicative distance (Definition 5.2.1). Hence
Dyorr(g,7) = 0.

Now suppose that z and » are both non-zero and not mutually absolutely continuous. By Lemma C.s.3,

DMULT((“a V) = O0.

Finally, suppose that z and » are both non-zero and mutually absolutely continuous. Fix a dominating
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measure 7 and 7-densities /and g. By symmetry, it suffices to show that

A9 ()

esssup In—=% = sup ln —=.
o g) B u(s)

This equation is given by Lemma C.5.2. O

C.s.2 THE MULTIPLICATIVE DISTANCE Dyjyr IS COMPOSABLE

Proposition 11. Let (T1,.71) and (Tz, F2) be measurable spaces and let Q) be the collection of o-finite

measures on (T;, F;). Then, forall p,, v € QW and all ,, v, € Q@)

Dorr () Xty 71 X %2) < Dygurr(#y, 1) + Daorr (5, 72), (C.10)

where u, X w, and vy X vy are product measures.

Proof. We will use the definition of the multiplicative distance Dypy.r given in Proposition ro.

Suppose that g, and »; are zero. Then g; X g, and »; X »; are also zero. Hence (C.10) simplifies to
0 < Dmurr(#,, 72), which always holds because Dy, r is a metric.
Suppose that z, and »; are non-zero but not absolutely continuous. Then the RHS of (C.10)is infinite,

and so (C.10) holds vacuously.

Suppose that ¢, and »; are non-zero and mutually absolutely continuous. Then there exists a common
dominating measure 7 € ;. Let fand g denote 7-densities of «; and »| respectively. Then, Lemma C.s.1

and Proposition 1o together imply that

ﬂt) < g(t) exp [DMULT (#1; Vl)] ) (C.11)

380



for 7-a.e. t € 71. Thus, for S € . F ® %>,

(% 1)) = [ (50

IN
S S 5 S

4, (S)Ar)dz(z)

#(5)g(2) exp[ Do (2 71) | dr(2)

< | exp[Dumurr(ty, 72)]72(8)g(£) exp [Dntvnr (1, 1) | de(2)

= exp [DMULT(/ZI, 7/1) + DMULT(/"za 7/2)] /T VZ(St)g(t)dT(t)

— CXp [DMULT(;“p yl) + DMULT(;“zv Vz)} (Vl X VZ)(S)a

where the third line follows by (C.11) and the fourth by the definition of Dyty;r (Definition 5.2.1). Hence

(4 X ) (S)

In (n % 12)(S)

< Dmurr (/4‘17 Vl) + Dmurr ([“27 VZ),

forall S € % ® .%,. The proof of the bound

(7/1 X Vz) (S)

" (o <))

< Dymurr (/417 Vl) + Dmurr (/“27 VZ),

follows analogously. O

C.s.3 AN EQUIVALENT DEFINITION OF THE DENSITY RATIO METRIC dpR

The following proposition gives an alternative definition of the density ratio metric dpgr.

Proposition 12. Forany non-zerou,v € €,

#(S)

»(S)

dpr (¢, v) = sup In + sup In

sex YS)  sexy  #(S) (C.12)
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where 0/0 = 0o/o00 = 1. Also, dpr (¢, v) = 00 if exactly one of w or v is zero; and dpr (¢, v) = 0 if w and

v are both zero.

Compare the two definitions of the multiplicative distance Dyiyr — Definition 5.2.1 and Proposi-
tion 1o — with the two definitions of the density ratio metric dpr — Definition 5.8.3 and Proposition 12.

Each of these two distances have definitions in terms of densities and in terms of measures.

Proof. of Proposition 12: Firstly, we must verify that the RHS of (C.12)is well defined - i.e. that the RHS

cannot take on the form of 0o — 0o. We need to prove that (x) both supg_ 5 In % and supg, 5 In {%

are bounded away from negative infinity.

Let £y, Es, . . . be a partition of T such that u(E,) < oo. Since »(7T) > 0 there must exist some E,,

with »(E,) > 0. Then

sup In >
seb N u(S) T By

The proof of supg 5 In % > —oo0 is analogous.

Suppose that z = » = 0. Then

forall S € .%. Hence (C.12) holds.
Suppose that ¢ and » are non-zero and not mutually absolutely continuous. Then by Lemma C.5.3

and (),

S S
sup In‘u( ) + sup In 7(5) =
SeF V(S) SeF /‘(S>

Hence (C.12) holds once again.

Finally, suppose that ¢ and » are non-zero and mutually absolutely continuous. Let 7 be a dominating
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measure of ¢ and » and suppose that fand g are 7-densities of x and » respectively. By Lemma C.s.2,

() v(S) £) g(?)
/

sup In——= + sup In ——= = esssupIn—= + esssup In=>—= = dpg (¢, 7),
sez NS ser #8) ere &) sere S

where the essential supremum is over 7. O

Corollary C.5.4. Forfinite u,v € Q,

0 ifu=»=0,
dDR(zua v) = SUPg g7+ In % else if ¢, v are mutually absolutely continuous,
00 otherwise,

where F* = {S € F : u(S) > 0}.
Proof. Proving the result when ¢ = » = 0 or when g, » not mutually absolutely continuous is straight-

forward. We may thus assume that z and » are non-zero and mutually absolutely continuous. Then

F* ={S€.Z :9(S) > 0} and moreover

forall S ¢ .#*. Hence

#(S) v(S)
dpr(#,v) = sup In + sup In )
() SEEE* »(S) Se;* (S)

The result then follows because 0 < (S),»(S) < oo forall § € .#* implies we may combine the log-

terms without introducing an undefined operation. That is,

#(S) v(S)

sup In—= + sup In—= = sup In———-—=,
iy SETC ST RN AR

because 0 < p(S), »(S) < oo forall § € F*. O
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Corollary C.s.s. Forfinite u,v € Q,

dpr (#,v) = —In[l — dcor (¢, )],

where dcor is the constant odds metric (defined in Remark 5.8.7).

Proof. The cases where ¢ and » are zero or not mutually absolutely continuous are straightforward to

verify. When x and » are non-zero and mutually absolutely continuous,

1
—dCOR([(l, V) +1

= exp(dDR({u7 V))v

by Corollary C.s.4. ]

C.s.4 THE MULTIPLICATIVE DISTANCE Dy r AND THE DENSITY RATIO METRIC dpg
ARE STRONGLY EQUIVALENT FOR PROBABILITIES

The following proposition proves that the multiplicative distance Dyfyr.r and the density ratio metric dpr
are strongly equivalent (Definition C.3.2) — but not equal — on the set of probability measures. This
proposition also shows that Dyfy.r and dpg are not strongly equivalent on the set Q of o-finite measures.

See also Theorem 1 of Wasserman and Kadane (1992), which describes the relationships between inter-

vals of measures (or density bounded classes) and density ratio neighbourhoods.

Proposition 13. Let P, Q € Oy be probability measureson (T, F). Then

DMULT(P7 Q) < dDR(P’ Q) < ZDMULT(Pa Q) (C-I3)

Moreover, for each of the two inequalities in (C.13):

o there exist P, Q € Q such that the inequality is strict; and

384



o there exist probabilities P, Q € Oy (which can even be mutually absolutely continuons and not equal)

such that the inequality is an equality.

Finally, when the probabilities P and Q are replaced by measures u,v € Q, the first inequality of (C.13)

does not hold (even up to a non-zero multiplicative constant), but the second does.

Proof. Let Pand Q be probability measures on (7, % ). Proving (C.13) when P = Q s trivial by the

metric properties of Dyyrr and dpr. Hence, we may assume that P # Q. Then there exists S € .# such

that P(S) > Q(S) and consequently,

Symmetrically,

Thus,

2(S)

sup In —— : ’
BT o
Q(S)
;S;In@ -0 (C.15)
P(S) (S)
vt \{5 = max| sup In » Su In 5
Dymurr (P, Q) (5@5 Q(S) SEEZ P (S))
P(S) )
sup In sup In =7 B
= b TR ) .
= dpr (P, Q),

where the second line follows by (C.14) and (C.15), and the third by Proposition 12.

Also,

dpr (P, Q) < sup
seF

by Proposition 12.

In Q(S)‘ = ZDMULT(P7 Q)7

+ sup 2 (S)

SeF

2(S)
Q($) '

Note that the first inequality, Dyurr (2, Q) < dpr (P, Q), does not hold when P, Q are replaced by
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(non-probability) measures. For example, for zand »defined in (C.7), dpg (, ) = 0 while Dygorr (¢, %) =
In 2. (It is easy to modify this example to construct x and ¥ such that 0 < dpg (¢, ¥) < Dmurr (¢, ¥). Sim-
ply change v on some £ # T sothat 0 < w(E) < »(E) < 2u(E) while still maintaining »(E') =
2u(E'") > 0 on some other £'.) However, the second inequality. dpg (¢, ) < Dyurr(#, ¥), does hold for
any u, v € Q, by the same proof as given above.

The inequalities in (C.13) are tight, even when Pand Q are mutually absolutely continuous and P # Q:

To see that the first inequality is tight, define the probability 2 on [—1, 1] by the density

(

ifx € [-1,0],

SIS

flw) =
$1—x) ifxe (0,1],
and Q by

$(1+4x) ifxe[-1,0],
glx) =

SMIS]

ifx € (0,1],

Then Dyurr(P, Q) = dpr(P, Q) = oo. However, if 0 < Dyurr(P, Q) < 00, then the inequality
in (C.16) will be strict and thus Dygurr (P, Q) < dpr (P, Q).

To see that the second inequality in (C.13) is tight, define 2, Q on {—1,1} by P(—1) = Q(1) = 1/3
and P(1) = Q(—1) = 2/3. Thendpr (P, Q) = 21n2 = 2Dpyrr(P, Q). However, it is also possible that

dpr (P, Q) < ZDMULT(P, Q) Define P, Q on {1, 2,... ,9} by
* P(1) = 9/10;
* P(x) =1/80forx=2,3,...,9;

« Q(1) =1/5;and
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* Q(x) =1/10sforx =1,2,...,10.

Then dDR(P, Q) =In36 <2In8 = ZDMULT(P, Q) L]

C.s.5 ANEQUIVALENCE BETWEEN INTERVALS OF MEASURES AND DENSITY BOUNDED CLASSES

The following proposition provides an equivalence between intervals of measures and density bounded

classes. Recall that # < » denotes that u is absolutely continuous with respect to ».

Proposition 14. Given L, U,v € Q with L < Uand U < v, there exists some v-densities | < u such that
(a) Everyu € I(L, U) bas a v-density fwhich is in the density bounded class I(1, u); and
(b) The measure u(S) = |. ofdv given by any density f € I, u) is in the interval of measure (L, U).
Moreover, if v = Uthen u is the constant function: u(t) = 1forallt € T; and ! is a v-density of L, which
exists because L is absolutely continuous with respect to U.
Additionally, if L = ar and U = bt for some v € Q with v < vand constants 0 < a <1 < b < oo,
then | = ag and u = bg, where g is a v-density of 7.
In the other direction, given some v € Q) and v-densities | < u (which are finite v-almost everywhere),

define L,U € Q by

L(S) = /Sldv, (C.17)

forall S € F. Then L < U and the properties (a) and (b) above hold.

Note that the condition that / and # are finite »-almost everywhere is necessary and sufficient for L, U

to be in Q (see Lemma C.5.1).
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The first half of this proposition (before “In the other direction...”) shows that an interval of measure
Z(L, U) can be considered as a density bounded class Z(/, #), and the second half shows the converse - that

a density bounded class Z(/, #) can be considered as an interval of measure Z(L, U).

Proof. Let L,U € Q and suppose L < U. We first consider the case that v = U. The fact that L < U
implies that L < U: if U(S) = 0 then L(S) = 0, forall.§ € .%. Thus, by the Radon-Nikodym theorem,
L has a density / with respect to U. Define the density # by #(z) = 1forall# € T. It s straightforward to
verify that # is a density of U with respect to U (i.e. # is a U-density of U).

Suppose, for contradiction, that there exists £ € .% with U(E) > 0and /(z) > u(¢) forallz € E. Then

0 < UE) = /EudU< /EZdU:L(E),

contradicting the assumption L < U. Hence there exists / such that /() < () forallz € T and

I(£) = I(¢), for U-almost all # € T This implies / is also a U-density of L because

/SZdU = /SZdU =L(S),

forall § € .%. From herein, replace by its modification /. This proves / < .

Now we prove (a). Let z € Z(L, U). Since u < U, we know that g is absolutely continuous with
respect to Uand hence has a U-density fby the Radon-Nikodym theorem. We know that Az) < «(z) for
U-almost all # € T". Otherwise there exists £ € % with U(E) > 0and f{z) > u(¢) for all # € E, which

would imply
0 < UE) = /udU< /de:‘u(E),
E E
contradicting the assumption z < U. Thus, f < #, U-almost everywhere. This implies there exists fwhich
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differs from fon a U-null set such that A7) < «(¢) forallz € T. Since fand fdiffer only on a U-null set, fis
also a U-density of z. By exactly the same reasoning as above, we can show that £ > /, U-almost everywhere

and hence there exists a modification f'of f/such that

I(t) < ft) < u(2),
and f # fonly on a U-null set. Thus, fis a U-density of  such that / € Z(/, ). This proves (a).

Next we prove (b). Fix some density /' € Z(/, #) and define z € Q by

us) = [ v

Then

L(S):/SMUS/Sde:/z(S),
and

u(S) = /S AU < /S udU = U(S).

This proves u € Z(L, U).

Now we consider the general case of the first half of the proposition. Let L, U, » € Q with L < Uand
U < ». Then L < vas well, and let / and # be »-densities of L and U respectively. By the same reasoning
as above, we can replace / and # with their modifications /, 7z. Hence we may assume that /(¢) < «(¢) for
allz € T. Now take z € Z(L, U). Since ¢ < U < v, the Radon-Nikodym theorem states that x has
a »-density f. Analogous to above, we can modify fon a »-null set to produce a -density fof  such that
F € Z(L,n). This proves (a). The proof of (b) is analogous to the case when » = U with the integrals

-dUTreplaced by [ - dv.
Y Y
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Finally, we consider when L = a7 and U = b7 for some 7 € Q with 7 < v and constants 0 < 2 <
1 < b < 00. Define/ = agand u = bg, where g is some v-density of 7. Then / < # and the proof of
properties (a) and (b) are as before.

We now prove the second half of the proposition (that which follows “In the other direction...”). Let
v € Q and suppose / and # are v-densities. Define L, U € € according to equations (C.17) and (C.18).

Then L < Usince

L(S) = /S ldv < /S udy = U(S).

We will show that property (a) is satisfied. Let z € Z(L, U). By the same reasoning as in the proof of

the first half of the proposition, modify the »-density £of % on a »-null set to produce fsatisfying /(£) <

A1) < u(z). This implies fis a »-density of ¢ and that £ € Z(Z, «).
Finally, property (b) also follows by the same reasoning as in the proof of it in the first half of the propo-

sition. O]

C.s.6 CHARACTERISING MECHANISMS WITH ZERO Privacy Loss

The following proposition formalises the relationship between complete privacy and releasing pure noise,

as described on page 175:

Proposition 15. Let M be a data-release mechanism. Denote the set of connected components of X by
Comp(X) = {[x] : x € X},

where [x] = {x € X | d(x,x') < 00} (see Definition 5.3.2). The following statements are equivalent:
I M satisfies e-DP with ¢ = 0.
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II M is a function of x only through its connected component [x). That is, there exists a function M’
Comp(X) x [0,1] — T such that M = M’ o ¢, where

¢: X x[0,1] = Comp(&X) x [0,1],

(2,2) = ([ac], ).

III The probability Py induced by M is a function of x only through |x|. That is, Py = Py whenever
[x] = [«), or equivalently, the map x — Py, factors as ¢ o ¢, where

¢: X — Comp(X),

x> [x],

and @ is some function which maps [x] to a probability on (T, F).

Proof. The equivalence between II and III follows by the definition of P, as the probability induced by A4
— see equation (5.1).

We now prove that I and III are equivalent. The mechanism A satisfies e-DP with ¢ = 0 if and only
if Dayurr(Py, Py) = O for all x, &’ with d(x,x’) < 0o. Because metrics are positive definite (see Defini-
tion C.3.1.1), thisis equivalent to P, = Py forallx, x’ withd(x,x’) < co. But P, = Py holdsforx’ € [«]

if and only if P, is a function of x only through [x]. O

The following proposition formalises the result in Remark 5.4.2, which states that publishing [x] along-
side 7'= M(x, U) does not increase the privacy loss but ensures that supp(x | £, §) is connected. (Recall

that [x] is the connected component [x] = {x € X' | d(x,«’) < c0}.)
Proposition 16. Let M : X x (0,1 — T be an &-DP mechanism. Then the mechanism M’ defined by
M X x[0,1 =2V x T,
(v, ) = ([x], M(x, ),
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is also -DP, and, moreover, the support supp(x | t,0) for M is d-connected for all the possible ontputs t €

T x 2% of M’ and all § € ©.

Proof. Proposition 15 implies that the data-release mechanism

My : X x[0,1] = Comp(X),
(2, 2) = [ad],
is &-DP with ¢ = 0. Observe that P,(M' € -) is the product measure of P(My € -) and P(M € -).
Thus M’ is also &-DP by Proposition 11. This proves the first half of the proposition.
To see the second half of the proposition, fix some § € © and some ¢ € T. Let £ C X. If there does
not exist some x € X with £ = [x] then supp(x | (¢, E),8) = 0 which is trivially d-connected. On

the other hand, if £ = [x] for some x € X then supp(x | (¢, E),8) C [x]. Since [x] is d-connected by

definition, supp(x | (¢, £), §) must also be. O

C.5s.7 ALTERNATIVE CHARACTERISATIONS OF THE PRIVATISED DATA PROBABILITY P(T €
19)

The following proposition provides a number of characterisations of the privatised data probability P(7 €

-| 8), defined in equation (5.6). Recall that A is the Lebesgue measure.

Proposition 17. Let M be a data-release mechanism. Then the privatised data probability is given by:

NTes|6) = /X P.(S)dPy(x),

= / 1M(x,u)€Sd(P(9 X 2’) (x’ %),
X x[0,1]
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Jorevery S € F, where Pg x A is the product measure of Pg and , and 1,y ,)es is the indicator function:

1 ifM(x,u) €S,
1M(x,u)ES =

0 otherwise.

Moreover, P(T € - | 0) is a well defined probability on (T , F ), for every 6 € ©.

Proof. Recall that M is (9 @ B0, 1], & )-measurable. Hence 13/(y,4)es : X X [0,1] — Ris also measur-

able for every S € .#. Thus,

]/ Lpg(ewyesd(Py X A) (x, 1)
X x[0

)

is a well-defined probability on (77, .%). Then

/Xx[o,l} Lar(enyesd(Py X A) (v, ) = /X (/[071] 1M(x,u)esd%> dPy(x)
= /Xl({% € [0,1] : M(x,) € S})dPs(x)

- / P(S)dPs(x),
X

where the first line follows by Fubini’s theorem, and the second by the definition of the Lebesgue measure
A and the third by the definition of P(S) in equation (s.1). (Note that x +— Py(S) is indeed (¥, .F)-

measurable - see (Durrett, 2019, Lemma 1.7.3).) O

C.5.8 ALTERNATIVE CHARACTERISATIONS OF THE PROBABILITY OF A DATA-PROVISION
PROCEDURE M

The following lemma will be useful in proving that the probability of a data-provision procedure A is

well defined.
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LemmaC.s.6. Let (X, Zy), (Y, Zy) and (Z, Zz) be measurable spaces. Suppose that f: X — Yis (Zx, Zy)-

measurable and g : Y x Z — Wis (Zy @ 2z, X )-measurable.

Then the map

h:XxZ— W,

(x,2) = g(flx), 7),

is (Zx ® 2z, Zyp)-measurable.

Proof. Define

P XXZ—=YXZ,
(%,2) = (flx), 2),
and
& ={E€€3y®3;|IE €3xR3zst. ¢ (Ey) = Ei}.
Ttis easy to verify that & is a c-algebra because o1 (0)) = 5 o1 (E5) = [p~"(E2)]5 and o (U;ES) =
U@ (EY). (Here E is the complement of E, in ¥ x Z.) Define the rectangles

%:{EXF|EEZY,FEZZ}.

Because fis measurable, Z C & and hence 2y ® X7 = o(#) = &.

Now let £3 € Zpp. Because gis measurable, there exists £, € Xy®X 7 such that g_l(E3) = E,. Because
Sy ® 3z C &, thereexists E} € Sy @ 3z such that o' (E,) = Ey. Thus, b1 (E3) = ¢ g7} [E3]) =

. O
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The following proposition provides a number of characterisations of the probability 2(7" € - | §) of

the output of a data-provision procedure Mg, defined in equation (s.15).

Proposition 18. Let M be a data-provision procedure. The probability on M¢’s output T is given by

P(TeS|6) =A({u,u € [0,1] : Mg(8,n1,1) € S}) (C.19)
- / Lat6 (8, 02) €5 (41, #2) (C.20)
[0,1]?
:/ Py(8)dPy(x), (C.21)
X

JorS € F, where Ly;,(6,4, u,)es 15 the indicator function:

1 ifMg(0,u1,uy) €S,
IMG(€:”17”2)€S =

0 otherwise.

Moreover, foreach 8 € ©, P(T € - | §) is a well-defined probability on (T , F).

Proof. We first show that P(T" € - | ) is a well-defined probability on (7, .%). By the definition of

P(T € - | ) as a pushforward probability in equation (s.15), it suffices to show that the map

Mqg(6,-,) : [071]2 =T,
(%17 %2) = MG(€7 Uy, %2)7
is (B[0,1]%, .7 )-measurable for every § € ©. (Here B[0, 1]? is the Borel s-algebra on [0, 1] x [0, 1].) Recall

that we assume that M is (¢ ® B[0, 1], % )-measurable and that G(6, -) is (B[0, 1], ¢ )-measurable for all

6 € ©. Thus, measurability of M follows from Lemma C.5.6 because B0, 1]* = B[0, 1] ® BJ0, 1].

Now we prove equations (C.19)-(C.21). Equation (C.19) is simply the definition of (7 € S | 6),
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as given in equation (5.15). Equation (C.20) follows from the definition of the Lebesgue measure 1 on

[0, 1]%. Equation (C.21) follows by the calculation:

/ Lot (8,1 ) s (11, 112) :/ ( 1M(G(§,u1),u2)€Sd”2> dm
[0,1]2 (0,1 \/0,1]
:/ (/ 1M(x,u2)€5d”2> 1G(€,u1)=xdu1
(0,1] \/0,1]
Po(S)L6(6 1) =1
_ / Pu(S)dPA(x),
X

where the first line is Fubini’s theorem; the second line is a substitution of G(, #;) with x; the third line

follows by the definition of P in equation (5.1):

Pu(S) = A({uz € [0,1] : M(x, 1) € S})

= / lM(x,uz)GSdu27
[0,1]

and the fourth line follows by the definition of Py in equation (5.14):

Py(X € E) = 2({m € 0,1] : G(6,m;) € E})

= / 16(6,u,)cEdm-
[0,1]

(Note that P.(S) is indeed (¢, .7 )-measurable - see (Durrett, 2019, Lemma 1.7.3).) O

C.s.9 PUFFERFISH BOUNDS THE PRIOR-TO-POSTERIOR ODDS RAaTIO

The following proposition formalises the result described by equation (5.17).

Proposition 19. Fix a data-generating process G. Let M be a data-release mechanism. Then M satisfies
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e-PufferFish(DD, S) if and only if

—E

<

Pa*(XeEITZr)/Pe*(XEE) (C22)
e E) ’ 22

= Pp(XEE | T=1)
forall & € D, all"™ (E,E') € S, and all t € T, where T is a null set under P(T € - | 6, X € E) and

under (T € - | 8, X € E).

Proof. Suppose throughout that ¢ < 0o (otherwise the proposition is vacuous).

“=”: Suppose that M satisfies e-PufferFish(DD, S). Fix some & € D and some (E,E') € S such
that Pp+(X € - | X € E)and Pp(X € - | X € E') are both well-defined. By 5.8.1.1V, there is a
common dominating measure v of (T € - | §*,X € E)and P(T € - | ", X € E'). Additionally,

P(Te-|6,XecE)and (T € -| 6, X € E') have v-densities satisfying

L_peleXeR)
T pt| 6, X€e€E) T
forall # € T. Now Bayes rule states that
Pp(X€E|T=1t) xPp(X€EP(t]|d,X€E), (C.23)

for (T € - | 0", X € E)-almost all z. Let T be the null set where (C.23) doesn’t hold. Similarly, let

7% be the P(T e -|6,X € F)-null set where
Pp(XEE |T=1t)x Pp(Xe€ENPrt|0,XEE),

does not hold. On 7, = (7;* U T,*)", the posterior odds is equal to product of the prior odds and the

likelihood ratio:

Ppr(X€E|T=1t) Pp(X€EE) p(t|b,XcE)
Pr(XEFE |T=1t) Pp(XE€E)p(t|6,XcF)
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Hence (C.22) holds for all # € 7.
“<”: Fix some ¢ € Dand some (E,E') € Ssuchthat Pp(X € - | X € E)and P(X € - | X € F))
are both well-defined. Suppose that (C.22) holds. We will show that 5.8.1.II must also hold. Firstly, we

note that P(T € - | 8", X € E) is absolutely continuous with respect to P(7" € - | §). Also,

Pr(XEE|T=1)
Pg*(XE E)

isaP(T € - | ¢ )-density for P(T € - | 8", X € E) because

PTeS|¢ XeE) - /I’Df’*(XEE| L=9 ipe | &)

s Pyp(X€EE)

by Bayes rule. All the above also applies when £ is replaced by E'. Hence, forany S € .%,

PTeS|0,XeE)=PTecSNT, |6 ,X€cE)

Pr(XEE|T=1) .
— dP(t| 8
/m prxer Ulf)

Pg*(XE F ‘ T= l‘)
< ¢ dpr(t| &
- /SQT* Py (XG E’) ( | )

=eP(TeSNT. | 6,XeE)

=FP(TeS|6,XeE).

The second half of 5.8.1.1II follows analogously. O

C.6 Proors OMITTED FROM THE MAIN TEXT

Recall that < v denotes that u is absolutely continuous with respect to ».

Proof. of Lemma 5.3.4: Fix two o-finite measures , » € ) and a constants ¢ > 0.
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“=": Suppose that v € Z(¢ °u, ). Then, forall § € .7,

and hence
“8)
In 1S = £
Similarly,
—ln@ =In 7(S) <eg,
v(S) #(S)

since »(S) < ¢u(S). Putting these two results together,

In

DMULT(/‘H’) = sup
SeF

)

“«”: Suppose that Dypurr(p, 7) < e Then, forall S € Z,

#(S)
»(S)

e.

IN

This proves e “p < »v. We also have that

—In

forall S € .#, which implies v < . Thus, v € Z(e *u, ¢u).

Now we prove the second half of the lemma. Fix two constants 0 < 2 < 1 < b < 00. Suppose
v € L(au,by). Lete = max(—Ina,lnb). Since Z(au, bu) C Z(e *u, 1), we have Dypyrr < ¢ by the
result of the first half of the lemma. Now let ¢ = min(—Ina,1n ) and suppose Dyurr(#,7) < e. Then

v € L(e *u, &) C L(au, by) as required. O
Proof. of Theorem s.3.5: First we prove that I implies II. Suppose that A/ satisfies pure e-DP. Fix some
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S € % and some x,x' € X withd(x,x') = 1. By assumption, Dyurr(Py, Py) < e This implies
Py (S) < &Py(S) by Lemma s5.3.4, which is exactly I

Next we will prove that II implies I. To do this, we need the following lemma (): II implies that
Dyporr (Py, Py) < eforallx, ¥/ € X withd(x,x') = 1.

To prove this lemma, suppose II holds and fix some x,x’ € X with d(x,x’) = 1. By assumption
Py (S) < &Py(S) forallS € .Z. Yet, by symmetry of d (i.e. becaused (', x) = d(x,«’) = 1), I1also implies
that P(S) < &Py (S) forall S € .#. Then Lemma s.3.4 provides the desired result: Dypypr(Py, Py) < e.

Now we return to proving that I implies I. Fix x,x’ € X. If d(x,x’) = oo then the condition
Dyyrr(Py, Py) < ed(x,x) is vacuous. Similarly, if d(x,x) = 0 then, by the properties of d as a met-
ric,x = /. Thus P, = Py and Dy (Py, Py) = 0.

On the other hand, if d(x,x") = 7 < 00, then by Assumption s.3.3, there exists x = xg, x1, . . ., %, =

¥ € X withd(x;,x;41) = 1forall0 <7 <7 — 1. Then,

n—1 n—1
Dyonr(Pey Pe) < Dytune (P, Pyy) < Y6 = ed(, ),
i=0 i=0
where the first line follows by the triangle inequality (Lemma C.3.3) of Diyrr, and the second by ().
This proves that II implies I.

Now we prove that I is equivalent to IIL Fix some x,x' € X with & = d(x,%’). Then M is &DP if
and only if Dyiypr(Py, Py) < ¢ forall such x, 2" € X. Yet Lemma 5.3.4 states that this is equivalent to
Py € I(e %Py, ¢*P;), which is ITL.

We move to proving that III implies IV. This follows by Proposition 14. Fix x,x’ € X and» € Q.

Suppose that »’ and x are d-connected, so that d(x,x’) = 9 < co. Assume that III holds for these x, x’.

Suppose that P, has a »-density py. By the Radon-Nikodym theorem, this implies P, < ». Then we can
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apply Proposition 14(a) with 7 = Py, a = exp(—de), b = exp(d¢) and ¢ = p,. Then Py has a v-density
which is in the density bounded class Z(exp(—d)p, exp(3€)ps). This is precisely IV.

Finally, we prove that IV implies IIL. Set » = P, so that P, has a constant »-density p, = 1. Then IV
implies that pv € Z(/, ), where / = exp(—dz) and # = exp(Je) are also constant »-densities. Apply the

second half of Proposition 14. This states that Py € Z(L, U) where L and U are defined as

L(S) = / ¢ %dP, = e Py(S),
S

and
u(s) = / AP, = #P(S).
s
Yet this is exactly III. O

We now turn to proving Theorem 5.4.1. We first need to establish some lemmata.

Lemma C.6.1. Consider the same set-up as in Theorem 5.4.1. If x € supp,(x | £)° N supp(Ps), then

Proof. Fort € Ty, we have

supp, (x | 0)* N supp(Ps) C (supp(Ps) N suppy(x | )" N supp(Ps)
C (supp(Pg) N supp, (x | t))[ N supp(Py)
C supp, (x| 2)°

={x e X |z supp(Py)}.

Therefore, for x € supp,(x | #)° N supp(Ps), we have that Ty € supp(Py)‘. The result then follows
by (C.2). O
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Lemma C.6.2. Consider the same set-up as in Theorem §.4.1. Then

/ Pu(To)dPs(x) = .
———

Proof. Compute

[ nman = [ nTan + [ PATo)PA)
supp(x|20,6)° supp(Ps)°

supp, (¥[#0 ) Nsupp(Ly)
_ / Pu(T3)dPA(x)
supp(Ps)¢
< Py(supp(Ps)*)

=0,

where the second line follows by Lemma C.6.1 and the fourth by (C.2). O

Lemma C.6.3. Consider the same set-up as in Theorem 5.4.1. Then, a density p(¢ | 8) for P(T € - | §)

existsinTo = {t € T | supp(x | £,8) C supp(x | to,8)} in the sense that

PTesSNTy |0 = p(e| 0)dv(z),
SNTo

Sforall S € F, where v is the dominating measure for the density p(t | 6). Moreover, this density satisfies

P(t]0) € pu, (¢) exp(Led.), (C.24)

foreveryt € Ty and every x,. € supp(x | to, 0), whered, = SUP,,qupp (s/10.) d(x, xx).

Proof. Fix some x,, € supp(x | £, 0) and some v € Q with P, < ». Let p, be a v-density of P,. By

Theorem s.3.5.IV and the assumption that supp(x | 7o, §) is d-connected, the probability P, also has a
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v-density p,, for all x € supp(x | 29, ). For ¢ € Ty, define

2616 = / u(0)dPH ().
supp(x|0,6)

We want to prove that p(z | 6) is a v-density of P(T € - | §) in Ty — namely, that

P(TeSNTy|6) = p(t| O)dv(z),
SNTo

forallS € &#.

We have

/S 19t = /S , ( /Suppw) m@)m(@)w(ﬂ

Lt 0080

:/ Pu(S 1 To)dPs(x)
supp(efo.9)

— P(TeSNTs | 0).

where the second line follows by Fubini’s theorem and the fourth by Lemma C.6.2.

Now we move to proving the upper bound of (C.24):

we19= [ gt
supp (xlz0,6)
<[ )
supp(x[20,0)
< e, (1),
where the second line follows from Theorem s.3.5.IV. The lower bound follows similarly. O

Proof. of Theorem 5.4.1: By Theorem s.3.5, we can fix a measure » € Q which dominates all P, for
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x € supp(x | 79, 8). Let py denote a v-density of P, for x € supp(x | ¢, §). Take the essential supremum

with respect to » over the collection of densities {exp(—ed )py, () : x« € supp(x | 29, 8) } to produce

lp(r) = esssup  exp(—edy)py, (7). (C.25)
xx Esupp(¥]£0,6)

This function /g, : T — [0, 00| exists and is measurable as » is o-finite. Thus, /5, is a v-density for some
measure Ly, on (7, .%). By Lemma C.6.3, we can construct a v-density p(¢ | ) for (T € -N Ty | 6)

which satisfies
p(e]0) = 5. (2),
for v-almost all # € 7. This proves that X(T'€ S | §) > Ly .(S) for any measurable S C 7.
Since P(T' € - N T | ) is zero outside of Ty, technically we must modify /5, to also be zero outside of
To. It then follows that Ls . (S) < P(T € SNy | 6) forallS € .#. This proves the lower bound of (5.7).
The argument for the upper measure Uj, is almost analogous. We can construct g, on 7 as the essen-

tial infimum

ng.(t) = essinf  exp(edy)py. ().
’ xx Esupp(x|t0,6)

(Note thatitis possible that #y,, is not finite almost everywhere — even though all of the p.+ (#) are - so that

the measure Uy, is not o-finite by Lemma C.5.1.) Then Lemma C.6.3 implies that

p(]6) < u),

for v-almost all # € Ty. This proves that (7" € S | §) < Uy,(S) for any measurable S C 7. Thus,

P(TeSNTy|0) < Up.(S) forany S € .#. This proves the upper bound of (5.7). O

Proof. of Theorem s.5.1: Fix some x, € So U Sj and some » € Q with P, < ». By Theorem 5.3.5.IV
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and the assumption that Sy U S; is d-connected, the probability Py has a »-density py, for allx € Sy U S;.

Fort € T, define
2018) = [ p0aps(s).

We can show that p(z | 6;) isa »-density of P(T'€ - | 6)): Forany E € .7,

/E p(e| 6;)dv(t) = /E /S l. Dx(2)dPs,dy(2)

_ /S | /E 2u(O)dv(1)dPs,

_ / Pu(E)dP,

Si

—P(TEE|S),

where the second line follows by Fubini’s theorem and the fourth by (C.2).

Let R be the rejection region of a test with size (7€ R | 6y) < a. Then

PTeR|6)= /Rp(t\ 8)dv(2)
< expld) | ple] @)ab(0)

< aexp(dixe),

where the second line follows by the computation:

2e]6) = / pe(D)dPs ()

M

_ /5 0 < | Pe(8)dPs, (@)dpeo (+)

€ /S 0 < / exp(:l:zd**)px/(t)dPgl(x)>dP50(xl)

M
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— exp(-teds.) /

So

( : dPy, (x)> P (£)dPgy ()

= exp(Leds )p(2 | 6o).

In the above computation, the third line follows from Theorem s.3.5.IV and the other lines simply pull

constant factors into — or out of — some integral over 4P, O

We begin proving Theorem 5.6.2 by establishing the following lemma (which is analogous to Lemma C.6.3).

Lemma C.6.4. Consider the same set-up as in Theorem 5.6.2. Then, a density p(t) for the prior predictive

probability P(T € -) exists in Ty in the sense that

P(TeSNTy) = mTp(t)dv(t), (C.26)

forall S € F, where v is the dominating measure for the density p(t). Moreover, this density satisfies

p(2) € pr. (2) exp(£ed.), (C.27)

Jorevery t € Ty and every x, € supp(x | ty), where d, d(x, x).

= Supxesupp(x|t0)

Proof. We proceed as for the proof of Lemma C.6.3. Fix some x, € supp(x | #p and some » € Q with
P, < v. Let py, be av-density of Py,. By Theorem 5.3.5.IV and the assumption that supp(x | #) is

d-connected, the probability P, also has a »-density py, for all x € supp(x | #). For # € T, define

p() = /@ < /Supp(xm)i)x(f)dpe(x))d?f(ﬁ)-

We can compute
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_ /@ /Supp(xw /m 2u()ds(e)dPs(x)d(6)

_ / / P(S N To)dPs(x)dr(6)
© Jsupp(x|t)
:/mesmme)dw(e)
(C]

=P(TeSNT),

where the second line follows by Fubini’s theorem and the fourth by Lemma C.6.2. This proves (C.26).

Now we move to proving the upper bound of (C.27):

2(6) = / < /mpp(xlm)pw)dpa(x))dw(&)
)y (D)dPy(x) | dr(8
< / ( /suppm) e (P >> (6)

S eEd*px* (t)7

where the second line follows from Theorem s5.3.5.IV. The lower bound of (C.27) follows similarly. []

Proof. of Theorem 5.6.2: This is exactly analogous to the proof of Theorem 5.4.1, where references to
Lemma C.6.3 are replaced by references to Lemma C.6.4; p(z | 0) is replaced with p(z); and supp(x | 79, 6)

is replaced with supp(x | #9). O

Proof. of Theorem 5.6.3: By Theorem s.3.5, we can fix a measure » € Q which dominates all P, for

x € supp(x | #o. Let py denote a »-density of P for x € supp(x | ). Define

p(z]9) :/ « )px(t)dPg(x).
supp(«x|zo

Exactly as in the proof of Lemma C.6.3, we can show that p(¢ | §) is a »-density of P(T" € - | §) in Ty.

407



Since #y € T, we can use this density to compute the posterior via Bayes rule:

72,(5 | l‘O) p(l‘o | 5)7(5)

 Jop(to | €)dn(8)

We have that

| 9=0)  _ p(to | O)7(9)
Jop(to | 8)dn(d) = Jo exp(—edui)p(to | H)dn (&)

= exp(edq)m(0), (C.28)

where the first line follows by the calculations

sl )= [ plansty
supp(«x|zo

=/ ( / px<f>dpe/<x>>dpe<x'>
supp(x[#0) \ /supp(x|r0)

S/ ( / exp(eds )p (£)dPy (@)dpe(x/)
supp(x[#0) \ /supp(x|r0)

—ewpledes) [ puldni)
supp(x[#o)
—plto | 9).

In the above computation, the third line follows from Theorem s5.3.5.IV and the other lines simply pull

constant factors into — or out of — some integral over dPy(x") or dPy (x).

Using (C.28), we obtain the upper bound of (5.12):

w8 S| 1) = /S (8| 20)du(8)
< [ewted.)m(01dute
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= exp(edws)m(0 € 5),

where p is the dominating measure of the prior density 7(¢). The proof of the lower bound of (s.12) is

analogous. O
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Appendices to Chapter 6

D.1 Proors

Proofof Lemma 6.2.7. Let T € M(X, 2, dp,, Dp,epr). Take some D € 2 and some ,0" € D.

Then
Dy, (Py, Py) < inf{eprdp,(0,0) : D' € Z's.t.0,0 € D'}
< inf{epdp,(0,0') : D' € 2'se. D C D'}
= epdp,(0,0'),
where

Ep = inf{e’:‘pl D' e P'st.DC DI}.
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Proofof Lemma 6.2.11. Let D' € 9. Then there exists some D € Z and 0 € D suchthat D’ = DN o).
Since every 9’,0” € [0] are connected, it follows that every ?',0” € D’ are also connected. This proves

that Z is complete.

Suppose that T € M(X, Z,dp,, Dp;,ep). Take some D € Z and some 0,0" € D. We wish to
show that

Drp(Py, Py) < epdp,(0,0). (D.1)

We may assume without loss of generality that dp, (9,9’) < 0o. Define D’ = D N [0]. Since D’ € ¥
and 0,9’ € D', we know that

Dp,(Py, Py) < eprdp,(0,0).
(D.1) then follows by observing that epr < ep.
Suppose that 7€ M(Dy, Z,dp,, Dpr, ep). Take some D’ € & and some d,0’ € D'. Then
Dy, (Py, Py) < inf{epdp,(0,0') : D € Z5.t.0,0" € D}

< inf{epdp,(0,0') : D € Zs.t. D' C D}

= 61)/611)0 (0, 0/).

Proof of Theorem 6.4.3. Let D € P and0,0" € D. The density of Py(7 € -) is

12— 4@)l;
")

= x]5)) Fexp| —
£40) = (2 (]2 exp (5
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Thus,

f+(9)
Ju(2)
12 =@, — llz = 4@,
Aq(lx]2)

In

Dayrr(Po, Pyr) = sup
/R

= sup
teR

< edp,(0,0'),

where the first line follows by Proposition 38 of Bailie and Gong (2024), the second because [0] 5 = [0]»

and the third by the reverse triangle inequality. O
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